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Restructured, reorganized, and parts rewritten by Jim Mock.
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— AR ERIEE R - dA REARA E AR > (00 A& ARSI RAAY 22 48 B8 A — T (1 B e s 3
FIZE5E AoE [ B AR AREUE R AR A -

T TAACLEARZL N N FreeBSD FHEEE RUIAFE 2 © sERFFUNEI BT A — BB » DARECRAEZE AT |
134. 5= 52X,

PR T ELBRFATIZ S » FreeBSD R T #EA LT HIERBHEEGENEFS - EREACHIFE -
A #IH 24,000 {F Port | Port B EfE HTTP fal iias EEEL ~ 354 ~ SiEas - A-FArARIE/EER - 5¢
BLH) Port B EEFE BT 500 MB o B —(E Port BT EYM H 2GR RAEN B 8% - BRI
make install » 335 RGO & BREER T AUENE  AAmaERYa(E Port ST F IR ST A2 B RE T #iAHY - BT
DU A 75 26 RS R 2 TR AR n (AR 2 Port o 8P FITA Port #R L EALTRICARZIFHY "B » &
AT LUE IR A TE SR (kg install) » $REUIBEEAARE BATIE R IATS ARG - EZHHEN
B Port AT AT Y 2 4, A4S E AR « BB Port BYAS

1.3.5. b0 4

FIi G Bt FreeBSD R A2 45 7220 (OR2 sysinstall(8) g2 bsdinstall(8)) #A 2 Ht—(HRTEEN G RA L
SEE ] AR A AN E B SRR /usr/local/share/doc/freebsd o ZiHH L AR B - &
AR 6 23.3.2, “H Port EFHBASCME" o AT DUE AR S48 HTML i8I B 85 A\ T 71 URL gt O %
BTSRRI BRVE T

FreeBSD 1% F i}
/usr/local/share/doc/freebsd/handbook/index.html

FreeBSD ' H &£
/usr/local/share/doc/freebsd/faq/index.html

eAh > RITE R AL S B TR (1 /2 BB SR SR HIRRAS) + https://www. FreeBSD.org/
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= 2. %z’ FreeBSD

Restructured, reorganized, and parts rewritten by Jim Mock.
Updated for bsdinstall by Gavin Atkinson and Warren Block.
Updated for root-on-ZFS by Allan Jude.

2.1. Bk
H 1% FreeBSD 9.0-RELEASE Bf#i& » FreeBSD 2E—1f5 H » XFENHAIZEEFER bsdinstall o B ulehn{a]
H bsdinstall 38 Z-4& FreeBSD o

— R » AEFTR AL HVZEE 1386™ FI AMD64 ZEEE o AR AT DI FYHEAN - & - A5 &R
ZEBAMAZE TR AT B & A LM - FrUEE AR Rl HATES > T2 52 e B A -

EEHE A 252 % FreeBSD HIEAFE » FIREE ¥ pe-sysinstall HHH 5 2
& TrueOS TR o MAT LR LEBE NS (True0s) st FIhRAR)
FreeBSD o #Hffiz5 5% TrueOS {# 3 Handbook (https://www.trueos.org/handbook/
trueos.html) o

HTEE BT

* HRARAYRERE T KA FreeBSD STIRAIZEHE

* QAT ST FreeBSD {2 4EHHAS o

* WNfRTBAAAEAIT bsdinstall o

+ bsdinstall GHRIRIE - MBEAROEE » DU EE -
o THARBRIRF AN AT A R R o

o IR IE UL AR 66 live RRUZSHY FreeBSD e

TERR AR = 2 Al - AFE

* BARERNS 2 480 FreeBSD R4S BT A AURERS SCIRTE B » WM RARAVRERE 2 4 A S48 -

2.2. pARALAE F R

%7 % FreeBSD R 5 75 5K P FreeBSD RRSAFIERE 2T N [F] o FreeBSD 17 R AU R ZRER 4 B & 71
T FreeBSD % {fi & 71l H ] o FreeBSD "N B 1A -t/ ik {1 {7 IE AR IRAE N R SR8 L F O ARAE

FreeBSD % 442 /5 75 2 £ /1> 96 MB ) RAM L[ 1.5 GB RUREREZS ] » ST » Uitk D AYRC IR AS KRR == ]
BHEFHIEN L > AR E - —BABHRERRETEELWER » 2-4 GBRAM B %/ 8 GB i
B i NSRS

T — TR R B B R SRR A T

amd64
SIS HEL BN R T R RESREE  ERAERIAS o Intel® FERZIEM & Intelod » Hith
B35 T HIRR 2 BT B x86-64 ©


https://www.trueos.org/handbook/trueos.html
https://www.trueos.org/handbook/trueos.html
https://www.FreeBSD.org/releases/index.html
https://www.FreeBSD.org/where.html

AR AR

Bl amded FHAMIJEHIZEIHIH S  AMD Athlon™e64, AMD Opteron™, £ZAi%Z.[» Intel® Xeon™ [
Intel® Core™ 2 B 7 18 ) fR TR 28 o

i386
T T S5 TH] R B T B BRI (8 Ut 32-bit, x86 R4

P ITE SHRMER BT 386 MARHREAE - TA Intel® 486 e H m MR B A A L
I o

FreeBSD f] {E 45 3 H EF B (i 11 %E {8 (Physical Address Extensions, PAE) TE( CPU |58 Fl 2% B BE AR A Ak 1
B2 - 4 B% PAE SCER RO O & (ATHIE:E 4 GB AURTIRRS - fiE BB R RIS BRI R AR - (2
{1 F PAE R i 4% B EREN FE 0 & FreeBSD U MhIhEE » #H1E#E A pae(4) o

ia64
HEl S IZA R Hes 2 Itanium® F[ Itanium® 2 o 125, 40 6FE HP 2zx1 » Intel® 460GX F Intel®
E8870 o EETHAE (Uniprocessor, UP) FI%iHE £ jEFHE (Symmetric Multi-processor, SMP) R B0
% -

pco8
NEC PC-9801/9821 A% 4 -F-Ff 1386 AHZS IR LA f01E 80486 ~ Pentium® ~ Pentium® Pro #{l Pentium®
I #4512 o P AMD, Cyrix, IBM, % IDT [Ji386 FHZ I ES 484 1% o FHZY NEC PC-9801 f¥j EPSON
PC-386/486/586 Z 51| # A S73% o NEC FC-9801/9821 J7 NEC SV-98 2% A T o

NIRRT R o NEC PC-98XA/XL/RL/XLA2 1 NEC PC-H98 F 51| H 3 #% 1E % (PC-9801 AHZY) Hx
FreeBSD $f7f £ JE#E; SMP MHBADI AL NS 3% o PC-HO8 » SV-H98 FIFC-HI8 HAE(IFLELERE (NESA) [
THEA L H% -

powerpc

Ffi & A% USB ) New World ROM Apple® Mac® R #iA 1% o SMP f£% CPU HIKAR# A 1% -
32 (7 TTHI O A BE G AT HT 2 GB 4 RAM ©

sparc64
FreeBSD/sparc64 7 1214 2 57 51| F FreeBSD/sparc64 13 o

P il —(F R B ) R EE Sk WP » TR FAVRIERALT - KA tei EIE A H S R AL
FEAE -

2.3. 22 % AT 4 TAE

— EHERERRAT & 44 FreeBSD HyR RIERET K » Wi ml LUN Sl S M 0l e (i 22 SO IERE © MUELE 2l »
FoRE LT AR ERHE R TR T

L i EEER
ZHEAEIEZE R SR - I BT EEER RNEGEFHR IR LR R R
b TRASERIGEEAE I RBREEE - 02 USB  FESER - 48RS L0 — (AR EURLR b RS
b o BRIGEERFATE AR Y EH D S AIERFEMESR - — BRI R R -
A R LT RV SR 2k -

2. PRTE FreeBSD AR

2 FreeBSD 2 M ——Z BRI EINHIIERE R » B FRAT LINGE  (H2Ban FreeBSD ZANH fth
VB ARSI AREIRZS FIAURE - BLELIRAE FreeBSD BLLARAEMIEMLER SR M E &I [ (Partition) °

£ 1386 F1 amde4 LA » WIGRARR T EIA L (H 0 EIE - T LR RHIMWE > H]FRAR A (Partitioning

scheme) fE AP —FEZER o (AR $% (Master Boot Record, MBR) f—{E/ & [&EEHERE
] DU 34> E| & (Primary partition) » [Kl—EUFESH IR » FreeBSD fEig b3 4| [& A slice » Hrf—
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= 2. %4 FreeBSD

{1 25 43 [ AT B A ZE A 43 %1 [ (Extended partition) » ZEAH 4% & AT 43 %1 5k % ([ 8 43 [ (Logical
partition) o GUID 432 [E3 (GUID Partition Table, GPT) 5 i e il B (1 40 SR RE /77 » —f% GPT
HVEAGT AR £ 02 128 {E - #1E - A EREM RS 5% -

Ik

A
=

O — BB AR > 122 Windows® XP I FAIA GPT HlFfkat « s
FreeBSD §4 RIS 3 7 A4 AT — (AL » HI% A MBR £ 45t o

FreeBSD Batf/& #IE T EH L0 HIMEE GPT pH#IE - WA RIE D HIEEL GPT &AL -
WIERRCH A — (8 7> 5% FreeBSD A  ANSREE N — A HR T AMBRE ARV ER > 7] LLUE R
BRE ORI T B AR A/ N A o [ » 30 {6 PR R A 25 PRS2 0 B 1 o

K R BN B R E SN T A7 http://en.wikipedia.org/wiki/
List_of_disk_partitioning software o GParted Live (http://gparted.sourceforge.net/livecd.php) 2 A& 4> E

& AR R = GParted {442 Live CD o GParted [F]FFt#%73F £ Linux Live CD AT R st dk o

T

R H
=

o TEIEREGE FIAOTEIL T » BARREE RO/ N TR AT L2 A ST A 20 5 1 (8 AT
S o (EEE A RS RE DR R - BT IE B ey 1 EAT - —E
R EZER - R EH T B -

TERERR D B E A FRIER R SR— GBI IR 2 IR AR - 55— MR R M R
Mg (Z2 21, EHEIL) - PTEE2 (1 28 AR 470 R PR TR T 17 S e BE O T T 4 1 L

3. IR EA

HR{n FreeBSD 724875 A5 ZAMMGEAR A PEZ A4 - I Z RIVLEERETY - HRIESUEABUE A KA
BRHIS T ©

AR R A DHCP falfiRas - AR B ER% MRS 5 e R - 25 BIL A DHCP » 75 Z0E R A e
B B AR AR IR LB R (Internet Service Provider, ISP) Ht{3 LARIABRS E AN L RAR LA -

1. IP firhik

N

. THEEHEE

[6)

- THEGEF R P ik

5N

- AERE AR A

w

. AAIH% DNS falflz s IP izl
4, Fp7E FreeBSD sk

{#% FreeBSD 31853 /1 (R G FreeBSD F{THRAEA M vl BEHIFEE » (HEERAH R EGHHE M - I
B/ N R RS & A R BRI AR 0 B R B BB E1R » i ALSRTE FreeBSD 4EufiHY
FreeBSD #j#R5% (https://www.freebsd.org/releases/11.1R/errata.html) o ZZHEFI B EIERTE » LIFE(R
BAEGTEZHENME -

BT BATRRI B AN B3R 7T LATE FreeBSD AU #4744k (https://www.freebsd.org/releases/
index.html) o .
5
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USR]

2.3.1. g ey utey

FreeBSD 22 #ER2 7 A2 — (W] LAIEHABAEE R EBATHOE AR » SOy #4575 22 T 3 FreeBSD Z04HE - 5%
BRI HERE B FF & HA B BT/ NI RS (CD, DVD B} USB) » SRR BRI A\ IR AR 2 -

FreeBSD 2288 Al i www.freebsd.org/where.html#download Bif5 o %28t 4 FEH FreeBSD #{fifk 4
S ~ L RSB TALAY » HL05] » TE{iE DVD %4 FreeBSD 102 5] amds4 (i 4% » % il FreeBsD-10.2-
RELEASE-amd64-dvdl.iso » Sifi f5% i3 {E 2] DVD » SR{%(# FI 3% A DVD EEH#E o

* -bootonly.iso : iERHAGEHIZLENE » EETHITLEEN o RIFH EERHEREGI N EAT R
TR LLSE R FreeBSD 2248 o g (AME 5B (] CD B2gkE I REzURR 82 CD A -

* -discl.iso : E{AMESEH FTA L FreeBSD FrfRRIIESR » €& [RIAME K Port ZRER - EEIEREMLH
CD gk B A2 TURER 21 CD A -

¢ -dvdl.iso :E{EMEREAHALEE FreeBSD FrfpulEs » W& HIAME K Port ZfFEE - thNEEMIH)
Binary ZE{fr] AR E EEAE DL — BB > Wb il RS 2R ST AR - BEHEARE RN
Al o 38 (RIE S IE (L H DVD BEekIE AR s E] DVD (£ A

+ -memstick.img : (AR EGH AL FreeBSD FrFAIES - (L& HAARS N Port 148 - EAMRIE
RIBLLUT B ET R B A EI USB B BB

+ -mini-memstick.img : %l -bootonly.iso s (ERAZAEM (AIRATE FHY) » HAEEE B E
40 WK A 23.11, B ABRGE USB” BB HIR B AT USB B -

MG T TR % » T #kE — {8 E %2 1) CHECKSUM.SHA256 o FreeBSD #&{it sha256(1) W] i ZkaH S K
T 1Y BCERHS (Checksum) » {# I 75204y sha256 imagefilename - HAb{E3 Rt G HMPIAFER

LSRR AR BRAE S CHECKSUM. SHA256 S HA(E - MOBRABIERZ 2 oe 2 AEAT » A ICERAS ST - AL
LG RARIRA » L T E X

2.3.1.1. § k%45 %] USB

*.img FEZERHE B TRAE BN BRI G (image) » (ZERIREERAREN T AR AERE - G372
T RIREUAT RS *. img 2] USB Fif B3 - ANH & /4R H i

EE
A TEAERE 2 1 » F55CMH 0 USB ERVE RERL - B (ERE T STRFRTERE Sk LEEA R R -

TR 2.1, dd RE ABRIGIE

A
=

O AHFIER /dev/da0 % HIREE - BEREHEHEEEANGE - Bot+o/IVOHER
ZEMRRETER - RAEEe s SRR TAERTE A IRRE LEFENER -

I
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= 2. %4 FreeBSD

dd(1) #5431 T KL 7E BSD, Linux® L} Mac OS® F 45 & vl {# f o Z(H ] dd BEERIMERE T 5 A\ USB fE &
B RRMEDFE S BRI E A - RRIBEC TEHIZEE ALK USB BESIRIEE LR - APIR
#i1E A BV FreeBSD R4Sk amded L2 AMURIE | % — (] USB & -

# dd if=FreeBSD-10.2-RELEASE-amd64-memstick.img of=/dev/ da@ bs=1M conv=sync

Fia EFERBAT R o FERERD USB BE SRR A RENE, » UGZR B ARG R s ERE S8 - mIE—(F
SEE o HARTERE R T BETF Z M H sudo(8) RHUTEMIES 1§ Linux® B AK W HEEHEEA
B(E - ZRHSERTE B ABIE » Al sync(8) -

BFE 2.2. ) Windows® 2B ALt

i
=

o B TERR TR R RIMERR AR CHRIEME » [IETRE MERRG% b AORER BoRhi & 7 & SR -

T

1. H{{5 Image Writer Windows® i

Image Writer Windows® ff f&—{F 2 2 A fE FIFE 0 » T DUEREMIIS G AE 55 \FE SR © A7 https://
sourceforge.net/projects/win32diskimager/ N o W RER4ER—(E &R o

2. Image Writer B A\ B 1E
& % Win32Diskimager [B /R FEIFET o AERY Device BURAUMAIENS(CSR ZPE & ARAVILBRIE (SR - X T &
R B B R B A RE SR o 4% T [Save ] %6 mE E LR IE % - MERITE R IGHE EfE - HES
BERERICEE B TE AR G BRRS o FrE PG EMELFE - # T [Write ] s 5 A\ b8 51 -

PRBIAEF] LABH 4R 22 FreeBSD -

2.4, Bids g8

EE
A TR AR T FIEBUR Z B & B R T S )

Your changes will now be written to disk. If you
have chosen to overwrite existing data, it will
be PERMANENTLY ERASED. Are you sure you want to
commit your changes?

FETE R 5 UE 2 IAT LABBR 1R 2248 - A (LR E SRR AOBER - H 7R 75 LR B B
S » NS AR UL

AR FIARE i 230, “MEELCEAONEEE"  HOR TN S A AT - B0 A AT HARAY
USB » $ATEBRSTRNNAIAE A USB B 5 RE o FA CD o DVD » AT B B B e e 25— T AR - A (TR
1 P A OB B A (R 18 2 R BT o

2.4.1. 1= i386™ % amd64 P %
TEMREZMRALT  BIOS RENLEBFIMIVEE  RIBEMEHRREER - 28 (D/DVD &

USB  REMAE—EFEEE - KEBHI RG0SR T /RS BRHR B S > MATEEA
BIOS » 3@ 15 {H fZ# ] f¢ 2 F10, F11, F12 8} Escape Hrhz — -
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7 PowerPC® [

BRI T A RIEERL » T2 FreeBSD Z4RRE » JRIAI T EE
L BT RARRAR P 2 S AR A AR A A B SER S B R P M TS B R
2. RIEMEMEEL BIOS SR REME - FEH =i E —(EPIME BRE T B E -

3. RECKE » MIESCIR G ALRIBAOBI LSRN » BAE BT LUER Plop Boot Manager (http://
www.plop.at/en/bootmanagers.html) FE 74 S 42 114 BE A% 1 B B A% o

2.4.2. /= PowerPC® £

TERFBDBEAL » FIABAARIRHZ (S B Co RIE  CD  BAME - A7EdE  Apple® USRI #23
Command+Option+O+F B Windows+Alt+O+F » H13{ 0 > 2 REF » Hij A

boot cd:,\ppc\loader cd:0
2.4.3. /= SPARC64® P 1%
K8 SPARC64A® Z 4% & B BRI #4% » FE/E CD %7 4E FreeBSD 22351 A\ PROM o

ZHE PROM » FE EFT R AR ARFREBAE L - S EHARA T A TR - (EREAREW

Sun Blade 100 (UltraSPARC-IIe), Keyboard Present

Copyright 1998-2001 Sun Microsystems, Inc. All rights reserved.
OpenBoot 4.2, 128 MB memory installed, Serial #51090132.
Ethernet address 0:3:ba:b:92:d4, Host ID: 830b92d4.

RS TITEBANS > LRI T8 B AY L1+A B Stop+A 5l 3751 Console 3% Hi BREAK o & {f f tip 5§,
cu, ~# &% Hi— 1] BREAK 1% » PROM FU2 /R & 7L B CPU [ R 4T HI L ok » SMP Y RATH T ok {0} » H g
L E ) CPU B -

IIRE > BN CD I iR SR 12 75 PROM $2 7R 25 [H#i A boot cdrom o

2.4.4. FreeBSD Fit4ig %

LRGN 2 18 » FRURIN T AEE

elcome to

1. Boot Multi User [Enterl
Z. Boot Single User

3. Escape to loader prompt
4. Reboot

Options:
5. Configure Boot Optioms...

% 2.1. FreeBSD BKE L\ ot iR B

THER LB A\ FreeBSD 7 4Ef2 7R B & Wiﬁﬁ%ﬁmi\ 10 FhgiE » 5 O R84 4E FreeBSD » Il & 7E B
A\ FreeBSD Fij&5 15 o (& S‘ﬂ*ﬁaﬁ%%ﬁ?ﬁf?émﬁg #IH » 3% Space $ o FLRELRIE - % 1 IHBERAVEL
o ForaiiviE o BEE LU RIE A E -

.« PEE)LH I (Boot Multi User ) : Z(E;BIE & 4548 FreeBSD BEIETET » 2 BHAkST I 38 K (2 > ]
1~ RES/NE B 5} Enter # o
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= 2. %4 FreeBSD

« REE)ELAE I (Boot Single User ) @ JE MBI AE IE T HEHY FreeBSD » #1 i 12.2.4.1, “HLfF %
B Pt o W 2~ RN S EERS -

* HEFIE|E AR (Escape to loader prompt ) : JE{E#IH G BAME BRI R » EEEA S HERE
ERYERRETES - EREEEASIIR §7 1223, "fEB=" ° A% 3 8 Esc yE ASE{EHRR ©

o« EHBANE (Reboot ) @ EFBHL AL -

* HRERAMEIA (Configure Boot Options ) : GHRKAHEREHE » REAISAANN BT 2.2, “FreeBSD G i#IH %

elcome to FreeBSD

1. Back to Main Menu [Backspacel
Z. Load System Defaults

Boot Options:
3. ACPI Support
4. Safe Mode...
5. Single User.
b. VUerbose

[E7% 2.2. FreeBSD P48 IE;5 B
B o 2R T 32 B o B (R4 o B8 — {040 FH 2R [B] 3= B 28 B B B A AP 8 DR B 38 TR B T AH ©

S8 A ER Gy FI AR ) AT P AR IE A5 (On) mliB (OFF) » B #: MBI MR AVARSRE 7T - R e—
L E LRI - B EETEGE R o A B TE AT LU E (R B )

* ACPISZ#% (ACPT Support ) : 3 RATIEBAMRRF 11 » W EalUIHE (EH A B (0ff) -

L4 (Safe Mode) : 3 RAAE ACPI (% (ACPT Support ) 3 /[ (OFf) FBAMKIF AN & R 1E » AT E#UK
HETER R 5 (On)

+ FF# (Single User) : YIHLIE(EEIE B (On) ZRAEIE T AFTERY FreeBSD 47 i 12.2.4.1, “BA{f &K
A7 Ot > B IER - i H AR (0fF) o

* FEAHE (Verbose) : UJHMUE(EEIEAFE (On) REE BT MG - EIED WIRE RS PR 4R
WA -

FEMGETRIEREEL - % 1 B Backspace R[EIEFIHER > RIZHET  Enter EEFIMENA
FreeBSD © FreeBSD $T4E B (HM M B\ AR RS & BUR — R VMBS, - B ERi & » S BUREGE
EE B 23, “EoDRE” o
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{8 F bsdinstall

FreeBSD Installer

Welcome
Welcome to FreeB3D?! Would you
like to begin an installation
or use the live CD7?

RITESTIRE < Shell > <Live CD>

[ 77 2.3. B

K Enter 3832 TEZL Y [Install ] 1 A\ ZHERES » 8 FARARZM AU S AR o HERER M
THH - A# AR M SR AR F AR AR AR I H o [Shell] nf A 7l A FreeBSD 1 Shell {
FI$84 5 T B %245 7 pi e SRR o [Live CD'] R IE Rl FIZR7E %248 2 AiAA Al FreeBSD » Live RRANAZEAHZEH
BA§7 2,10, “f F Live CD” o

@ e
EEFMEMENE  ASEEEREERN BFHARESNE S REFHL Enter A
Shell o 7 Shell $£7r 7 141 A\ more /var/run/dmesg.boot $R%%{# F 25 HHE 236 I
B BEETBRERRE A exit Jk[AEGHEEE o

2.5. 1¢# F bsdinstall

S SR EAE R AR 2B bsdinstall JRELAONEFF LUK S P BERRERY - (8 F 7 (o S AGERIEE H Y
BIH > RRIL S Space;BESHUHRIZEHEIEA - H5CM 2R » 1% 1 Enter GEARERBEN T —(AHE

250 BEREGHERESR

TRIBHEAH A A Console » bsdinstall AT BE—BAIABURALER G140 Y 2.4, “HEHEREE

FreeBSD Installer

Keymap Selection
Would you like to set a
non—default key mapping
for your keyboard?

A < e >

7% 2.4. A S F IR
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= 2. %4 FreeBSD

PRSI E o 3518 [YES]#4 T Enter » B3 @ RURIRELAN Y 2.5, “EIBRALERE"  BREMATER
FIBCE > AURT6E A 7 i [NOT] SR 1% #% T Enter Bk 12 % 5 w -

Keyboard Menu
Choose your keyboard language

Armenian phonetic layout

+
i
i
i Belarusian Codepage 1131 i
i Belarusian Codepage 1251 i
i Belarusian I30-8859-5 i
i Belgian IS0-8859-1
i Belgian IS0-8859-1 (accent keys) i
i Brazilian 2?5 Codepage B850 i
i Brazilian 275 I130-8859-1 i
i Brazilian 275 150-8859-1 (accent keys) i
i Bulgarian BDS i
i Bulgarian Phonetic
i i
i i
i i
+ i
i
i
+

Central European I50-8859-2

Colemak ergonomic alternative

Croatian IS0-8859-2

Czech 150-8859-2

15

{Cancel>

[ E 2.5. 28R AR

CE S ACER - W] 6E A BT 7 A AR R AR O IR R R AR S B AOSE B B SR (Keymap) » SRIRTR
F Enter {7 #1H

E EE
& Esc  EHERHIE (ERFENBR M HER RS ER - A NS EE AL e
Z » United States of America ISO-8859-1 -2 11 2 (- 1553818 o

fE FreeBSD 10.0-RELEASE LU 2 fRefhiA » CASINGE 1SR » RN BRI EF0RE - Wik
BRI - A5h > EREH Mg iSRRI - FEARAE 2 A& BN B 0 MR O P 5 R ki S T e

=
[F1vY °

FreeB3D Installer

Keymap Selection
The system console driver for FreeBSD defaults to standard "US" |
keyboard map. Other keymaps can be chosen below.

>>> Continue with default keymap

i—»>— Test default keymap
) Armenian phonetic layout

Belarusian Codepage 1131
Belarusian Codepage 1251
Belarusian I130-8859-5
Belgian IS0D-8859-1
Belgian IS50-B8859-1 (accent keys)
Brazilian 275 Codepage 850
Brazilian 275 I30-8859-1
Brazilian 2?5 150-8859-1 (accent keys)
Bulgarian BDS

i<ielect | <Cancel>

[Press arrows, TAB or ENTERI]

B 2.6. BOE R RS B IR R
25.2. % T AL
1l bsdinstall 3 B8 I A Ry BT 2 A R E EARETE
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R R AR T

FreeBSD Installer

S5et Hostname
Please choose a hostname for this machine.

If you are running on a managed network, please
ask your network administrator for an appropriate i
name . i

imachine3.example .conf]
+

T AEAE RS DR — TR EARA N > TR R S B 2 - 4 machine3. example.com o
2.5.3. BRI G M

T 2K bsdinstall g i@ R 2R LR R T o
FreeBSD Installer

Distribution Select
Choose optional system components to install: |

[ IRioc| fdditional documentation

i [=]1 games Games (fortune, etc.)

i [%]1 1ib3Z2 3Z2-bit compatibility libraries
i [=] portz Ports tree

i [ 1 src System source code

¥ 2.8. R LR T

TR E B R T G R R AR A LUK FT A RO RE B 2SR & © FreeBSD #L> (Kernel) J; Userland 4
TRy B A4 (Base system) » ZUAJHLHERIERGY o KB RGNS » SO TTIFATREREHUR ¢

+ doc - FEIMIRIA ST - Kb AEE R HRIEY) » G2 4E8] /usr/share/doc o H FreeBSD SU{:51Hffr i
TREEU S FIE 2 AR 208 - IRBR B0 23.3, "B SCIFER” PEOTERIRIE -

+ games - H{E {H 4% BSD ##EL » £,% fortune, rot13 L K HiAth o
* 1ib32 - 7% 64-bit kit A% [1") FreeBSD {17 32-bit JiE FAFE 2 F AU AHA I FE 20

* ports - FreeBSD Port £} 4.2 — 0 HE) N ~ MiF LR P = TMBEEHFNES - &4, THREAEN
B8 Port Fr S B A0 a8 Port Z {48 -
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e

=X

hi
Py

A
=

O TR YW A TA 7 L IREREZS R » FreeBSD Port {846 {8 F 4 500 MB
MRS RBTER BARORERSE 2 R A 2 E (%1 -

* src - SEHERY FreeBSD JRIATE » &40 (Kernel) B2 Userland » BEAR R ZBAIE AR ATFE - HEW
DA ie EERENIZ 20 ~ M ORAR B2 B Port ZFRAE RS » EIRIRF t I MR Bl 3% FreeBSD A
BT o 5E BRI AR R 2 1 GB RORETR S » HFTAwRE B ([ FreeBSD AT EARINT 5 GB A= o

2.5.4. jt A5

By B 2.9, “fEAERE AT PR E A G EME A -bootonly.iso CD ZAERFREUR - (Rl (8 24 A P i
RECEEIEA - BN Z R LEE B N R G &M M -

FreeBSD Installer

Network Installation
No installation files were found on
the boot wolume. The next few screens |
will allow you to cowfigure i
networking so that they can be

downloaded from the Internet.

7% 2.9. ERE G 2o 5E

FERCEAHGEAR - T Enter SRRIKIR 7 2.8.2, "BUCHBENE K" PRITRREME - SERMERN T RIEE
Z1& > JRIREAEZER FreeBSD TR RIFrE M B AI SR GG » B SR uh IR BRGNS - SR TEHAEE
o R - B SR TR o

<Other > <Cancel>

Mirror Selection +

Please select the site closest to you or "other" if you’d like |
to specify a different choice. Also note that not every site i
listed here carries more than the base distribution kits. Only |
Primary sites are guaranteed to carry the full range of i
possible distributions. Select a site that’'s close! i
i

! !
i fitp:srssnapshots. jp.frecbsd org  Snapshots Server Japan i
i ftp:s snapshots.se.frecbsd.ory  Snapshots Server Sweden i
i ftp:s-ftp.freebsd.org IPuvb Main Site i
i ftp: /ftp3.ie.freebsd.ory IPuvb Ireland i
i ftp:ssftp.il.freebsd.org IPub Israel i
i ftp:r ftpZ. jp.freebsd.ory IPub Japan i
i ftp:s-fitpd.se.freebsd.ory IPuvb Sweden i
i ftp:rsftpd.us.freebsd.ory IPvb USA i
i ftp://ftpZ. . tr.freebsd.ory IPub Turkey i
i ftp:r ftpl. freebsd.oryg Primary i
+ n i
i

H

+

i

+

7 2.10. SEIFHT Bk

AR LS P IE IR R - WRIBF G/ -

23



P B e H

2.6. fe & #h ek F
BT AR B2 B P AR B B R RS T 7 2 - 93 B AR T DRI 1 22 €11 FreeBSD JRUARTIT A FTANIR]

FreeBSD Installer

Partitioning
Would you like to use the guided

partitioning tool (recommended for
beginners) or to set up partitions
manually (experts)? You can also open a
shell and set up partitions entirely by
hand .

BEIHTETE  <Manuwal>  <Shell >

[l fE 2.11. FreeBSD 9.x HORH 7> F53IH

FreeBSD Installer

Partitioning
How would you like to partition your disk?

Partitioning Tool (Recommended for Beginners)

Manual Manually Configure Partitions (Expert)
Shell Open a shell and partition by hand
ZFS fiutomatic Root-on-ZFS (Experimental)

<Cancel>

[l 7E 2.12. FreeBSD 10.x BY 5 HhR A HOTERR 77 1% H

5185 (Guided) fRES - EIE BB R EH LN HIE (Partition) » FEy (Manual) RSB Al EERE A
FIEEALERIEE @ BT & > 1 Shell &R Shell $@7BERERY 66 FI# T LUE A f5 7= 51 TR AN
gpart(8), fdisk(8) L} bsdlabel(8) A&7 HATHY 43 & o ZFS ffE 5> H7E FreeBSD 10 J 7 & [ RRAHT LL#
FH o AT ST BRI N5 root-on-ZFS A4 42 B IRRE (Boot environment) o

AH & ARTERC B 0 BN T 28 BB - i H e R E A MR B 7 =
26.1. I p 2 EERE

O B 2R R A0 AL A R AR 0 R S ) 2 A ML s PN bR - (Rt BOR BB AORE 22 R LI B
FERSEAN AN - TR 0 B AN Zusr BT B TR A B » B L o EIEAYEF 40N ¢ /, swap, /var §X
1% /usr o

PR TEIR R G SR /var S EIAIA/N » B85 B AR RAFE 4 (Mailbox) ~ HEEH (Log file) KB

FAEERE  (Spool) o R{H & B RAFAVIAR » BFE e H EEHE T RER R BV BIETEIIR A » — A R HE
(RHE AR D &1L /var T 2R 1 GB fYF] ARR ] -

24


https://www.FreeBSD.org/cgi/man.cgi?query=gpart&sektion=8&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=fdisk&sektion=8&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=bsdlabel&sektion=8&manpath=freebsd-release-ports

= 2. %4 FreeBSD

=
=]

Eil £
BIRHE /var/tmp SFEERLHVSH o BEHEELE  EFTRESREMTHRHLERF
HIREZARERY /var/tmp o Z57E /var/tmp J3H RHIH)SH » BELFERBHEE - filan
Firefox, Apache OpenOffice g} LibreOffice & 1E [F & o

Jusr DEESAFE T H L LIFRKIEERREZ » A5 FreeBSD Port E{h48 DL N RAAFIATE » Bl 0 2= E3
Z/VEH 26B - -

TERRE 5 F B AN - R RO 2 IR o+ BT TR SR8 0 1 2 ) AN R g S Al o 5 T i i AR

WRRARER » 2oy S R IE & 2 E RO (RAM) FURIAS o (A B IRFE KA RAM ZGEEI A HFEE L
S I ACHUS AR B - BLE AR/ AT REEEL VM ) ER IS RCRANME - BEREINE 23
TR RG] e & R AL R o

FEA BUH SCSI R s IDE fERAE AN 2l H KB R AR e B (ARG RRAR AR s =] - & ]
B VU ERE R o B EZ B FIE AR/ IMEET AR 2008l DU DUE RO DAY ] - (HARRERIAS
METTE] 4 MERYSORICHL Y E1 /NG » FRACH 5 F10 I A A [R] R/ el DURRRAZ O m] AR (R 7 3R E 5
ERERRAAC S ] © RREBIEORSC 2 R AT LAY - RIEEYR A (I 2 2 D AS S ] - 8 th S B R IR AR
NIREEIEER S » AT B EHEE R

TEREAOMRETRR 0 1) » 7T DA PR AR R A\ P AR 0 BORMRY: F BELAE B S 0 B 18 - K8 AR 0 1 [ A E
TERRR 15 45 7T LGN 1/0 4 o BESRECR AN B P RE TR ZHE I 1/0 %K » (EME Lt 0 B R IR AR 8 4%
P Bh BTG MR RCR AG AN LUt /var B8 B RERRIB 4 FT S DA RCR A BEE

2.6.2. 7] ¢ X #hk 5%

EEREE L o B E E R IR > HEIEE TR AR - AIFEREH (R
FreeBSD °

FreeBSD Installer

Partitioning
Select the disk on which to install FreeBSD.

da@f1Z GB ATA Hard Disk <VBDX HARDDISK>|

adal 10 6B ATA Hard Disk <UBOX HARDDISK>

<Cancel>

[ 2.13. B £ (A%
BRI 1% - T ARE GRS T R P B AR (AR SR = FE LR o I8 - 5%

['Entire Disk'] » & 15 B % 3738 F 4051 [ C B AR LE U B (R - J384% ['Partition] Ry (f FHTARR LA BE A 1Y
SHREL S HRECE
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FreeBSD Installer

Partition
Would you like to use this entire disk
(ada®) for FreeB3D or partition it to
share it with other operating systems?
Using the entire disk will erase any

data currently stored there.

TR < Fartition >

[ TE 2.14. 34 5 Rl 0 1 1

SRR BRSO 2 > B — U R AT S0 Tk - 2B [Revert] iy 3% 5] I [ 4[5
R (E » %1% [Auko] e HHk 37 (I BYTE FAYy FreeBSD 41 « 58I Eth o] LIFBIRES. - Barsi by « %
RERAREE S B EHE 2 1 » %1% [ Finish] 4805 -

Partition Editor
Please review the disk setup. When complete, press
the Finish button.

12 GB GPT
adaBGpl 64 kB freebsd-boot
adaBpZ 11 GB freebsd-ufs s
adaB@p3 627 MB freebsd-swap none

<Delete> <Modify> <Revert> < Auto > <Finish>

I -

Add a new partition

IR TE 2.15. WERD C i ST A 5

2.6.3. F Gy a3
SRR (B 7 1 B B AR R, ¢

FreeBSD Installer

Partition Editor
Create partitions for FreeBSD. No changes will be
made until you select Finish.

12 GB

+
'
i
'
i
'
i
'
i
'
i
i
'
i
'
i
'
i
'
i
'
i
'
i

+
'
i

+

eI <Delete> <(Modify> {Revertd < Auto > <Finish>

Add a new partition

7% 2.16. FEYHESL o H 5
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= 2. %4 FreeBSD

RIRE L RRIRBS (TEEEG T & adad) Sh{ziEE [Create] & LUEE BRI MBI (Partition

scheme) :

FreeBSD Installer

Partition Scheme
Select a partition scheme for this
vo lume :

i APM Apple Partition Map

i BSD BSD Labels

;

i MER DOS Partitions

i PC98 NEC PC9801 Partition Table
i

+

UTOCE  Sun UTOCE Partition Table

<Cancel?

Bootable on most xB86 systems

7% 2.17. FEYEESL o E 5

amde4 7E i il & HERIE F 2 GPT » BEJEFEZ GPT B8 SR I FII I8 66 1Y MBR o 17 HoAth o0 AR X — & FIE
%Bﬁbﬁ““ﬁiﬁ’%m -

FAE 2.1 R FIFAE

APM Apple Partition Map » FJ /> PowerPC® o
BSD 18 MBR () BSD 524 » [X9F BSD AR T A 7T

HEAETE G 1‘?%@" AR bR AR
(Dangerously dedicated mode) o

GPT GUID 43%1| & 3 (http://en.wikipedia.org/wiki/
GUID_Partition_Table) o

MBR LRtk 8% (http://en.wikipedia.org/wiki/
Master_boot_record) o

PC98 { F§ MBR 4% » FHA NEC PC-98 & Ji (http://
en.wikipedia.org/wiki/Pc9801) o

VTOCS Volume Table Of Contents » A Sun SPARC64 [

UltraSPARC ZEf§ o

BT FRFN AT 2 1% > %% [Create] — O 2 EIE -
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FEIHRE

T

1

tl\

FreeBSD Installer

Partition Editor
Create partitions for FreeBSD. No changes will be
made un Add Partition +

ada o] iType: Hireebsd-ufs
i iSize: 12GB

i iMountpoint :

i iLabel:

i +

i

i

< DK > <0ptions> <Cancel >

+

eI <Delete> <Modify> <Revert? < Auto > <Finish> i

+

Filesystem type (e.g. freebsd-ufs, freebsd-swap)

[ 77 2.18. T BY 3 57 00

TERHER) FreeBSD GPT %7 4& & i ] 2 /b =i ) &

+ freebsd-boot - 1% FreeBSD BHEFET (Boot code) o
+ freebsd-ufs -FreeBSD {\] UFS tE R &4% ©

+ freebsd-swap - FreeBSD AZ#i23fRq o

F—EERERR D # R freebsd-zfs » jE {735 F SR & FreeBSD ZFS f R A 4T (19, Z IR A
%t (ZFS)) - §E2% gpart(8) BUig nl Y GPT 4y & AR -

WRA DB TR 2 - BARG N & W8 EARRIECE T 20§ /, /var, 7tmp LUK Jusr 53 BEFFIIAE
AR EIE - FF2% #6) 2.1, "R EHDFRER AR FIE" AEG] -

Ko (Size) L AT LLGE F 8 P RO4E 25 28\« K fX3R KB, M fR3% MB, G fR3& GB -

@ /N
B PR AR [ (Sector) SR {tER ERIRLEE - 11 HAE B A/ N 4 KB HYEEUE
SR 15 B A R E R TR 1Y) 512-byte B 4K-byte Jl o —ARACH » {8 20 1] A/
Fy IM B 16 BB B2 i B A O SRR R (1 o 50 5 DA 4K R B B R Bl 4
Mfe——fE{FI 512 : freebsd-boot 7-#E K H AFI#E (Boot code) HFRE] » AN AIAA

512K o

o

EoHEASHERREGFE—(EHEE Mountpoint ) » & H ZH 7 —(# UFS 53E[& - P EE B
Fy /

T (Label) &5y &I ImAYAZTE » TETRENE 42 8 Bl 5% PT RY IR 2 MR 21 AN ) s ) 85 OB G5 4R T B T AR
A » AE B SRR AN & SO - I ER RN /ete/fstab ARSI » (3 AR AU B 4 R B 7y 1)
5 0 5% R R AR R RS B U 2 RS ST o GPT IR PMATOEAS 2 R INBIAE /dev/gpt/ o Hfth syl
ERAEFAREAFLIEE - BIEEETE /dev/ FEXERIHE -
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qp For
553 0 PR — 2 — O AR e A ) A% R AT 5 » R T LU A BB
B8~ 3% ~ WA BRSO o A0 > {55 Labroot a, rootfslab AL B 4 FE 2 lab
H UFS 45 3850218 o

H 2.1 B EH FIRE R AR 0 H

BRRI S HEALE &% /, /var, /tmp LLK Jusr 53 B FA R R RORE 28 R AL B4y & o Se3E ST GPT 408
FHE  RBIRIE T RIUREL D HE - TFRZHE 206 BERERA D HIE AN - 7 B IR
WL AR - B AT nas #izs il (Swap) 8% /var & EIE F o LLF FORADEESR S DL ex A5
K “example” » FH 8 R BT AT ) S50 0 ) L (28— B — AORREE -

JHF% FreeBSD [} gptboot & FHISE —1E UFS & & % / 73 Hl& o

o E| AR KN RS 1
freebsd-boot 512K
freebsd-ufs 2G / exrootfs
freebsd-swap 4G exswap
freebsd-ufs 2G /var exvarfs
freebsd-ufs 1G /tmp extmpfs
freebsd-ufs BEVERE (IRTGRESE | /usr exusrfs
)

E RIS 58 1% - 3%4% [Finish] 4% % -
2.6.4. Root-on-ZFS g %) #i 5k 5|

7. FreeBSD 10.0-RELEASE 7 {%3C4% T HEEE /. root-on-ZFS (L LT o iE MRS HFIL = KRB B (H
TR - M ETE PR B ERER AR AR - ZRIENE BB T 4k 3 R BB IRE RG] ZFS /] 4k HE
(Sector) o RIETE 512 (7T B AR 68 A AR %2 4 » 3G T MECRTE 512 RLTCAITETE 8 S f# 7 1t (Pool)
W RIFEARIANN 4k o BRI LT IR » MR A F R RO A A == P BB R S PR R R R AU o ZRAR Rl ]
EERIEER A GELL BRI » 4 i 17.12.2, “fEA] geld EARRINGE" FrAs - HFEEHERINE » @@y —
N E /boot H kA 2 GB ARINEHIFIHEE At - E G T &% O L PR BRI SR - R RH
BRAZS H & 4G ZFS REAMAEA o

B ZFS g R O T BUE R BRI I R At A L
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Root-on-ZFS B &fjfii Rt 4 &

FreeBSD Installer

ZFS Configuration
Conf igure Options:

H Proceed with Installation
Pool TyperDisks: stripe: O disks

Rescan Devices *

Disk Info =

Pool Name zroot

Force 4K Sectors? YE3

Encrypt Disks? NO

Partition Scheme GPT

Swap Size 2q

T
N
4
E
P
3

e lect > <Cancel>

Create ZFS boot pool with displayed options
Bl 2.19. ZFS [ R H B

B T AGRUE RIS (Pool Type) LUK BEAHA A MAIRATE - HE) ZFS Z24HR A B Bl (S0 s B —
TEJE vdev » BT 7EERE (Stripe) iz o S ARV - FOEMA 8 2.6.5, “Shell BIA=mIRD %" #Y
BRAEAHE LA - AR R L A TR A - (5 &0 Stripe R - WA HWIRIIAE) ~ #HR
Mirror (8§ E#(E: » (H Al Fl =i A>) LUK RAID-Z1,2, 813 (53 Bl GE 1 & 32 [RI 1, 2 B 3 {ERGRRADIRERD) - 1
R AR SRR T T Rn T R HARRECR - DUNAE (] RAID-Z I » MG & S R A RETREL -

FreeBSD Installer

ZF3 Configuration
Select Uirtual Device type:

i stripe Stripe - NHo Redundancy

i

i raidzl RAID-Z1 - Single Redundant RAID
i raidzZ BRAID-ZZ - Double Redundant RAID
i raidz3 RAID-Z3 - Triple Redundant RAID

<Cancel>
[Press arrows, TAB or ENTERI]

[Z+ Disks] Mirroring provides the best performance, but the least storage

[T 2.20. ZFS {7 HhAE R
BERGEEI (Pool Type) 2 1% » FRHUR I FIMMEIREE B » IME & 5 /R (8 1 35818 — (1 2l 2 (8 TR A S G A7

M o PR S RRERE R M IR R B4 - FANE o BRI W HGRIA (<Change Selection=) 71 5] i B
B ELYY (<Cancel>) 71 5 B i At JE AL o
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FreeBSD Installer

ZF5 Configuration

< Back >

IE 2.21. HERR R

FreeBSD Installer

ZF3 Configuration
raidzl: Mot enough disks selected. (2 < 3 minimum) i

<¥hange Selection> < Cancel

[Press arrows, TAB or ENTER]

I 7E 2.22. BERH %R

B —ESZ AR MBS B > s R R A UE B R AR - BB E R E (¢ Rescan
Devices) A2 537 ] FIRAREROTE B o B R IERR SR nREIE > v AIREIR AR (- Disk Info) Ak & & ML > &
B GRETREIR DS M RN B AL SREL PSR GERRUER) ©

FreeBSD Installer

ZF3 Configuration
gpart(8) show adal:
=>» 34 33554365 adal GPT (16G)
34 1024 1 freebsd-boot (512K)
1058 4194304 2 freebsd-swap (2.06)
4195362 29359037 3 freebsd-zfs (14G)

camcontrol (B8) inguiry adal:

camcontrol (8) identify adal:
passl: <UBDX HARDDISK 1.0> ATA-6 device
passl: 33.308MBrs transfers (UDMAZ, PI0D 65536bytes)

protocol ATA/ATAPI-6
device model UBOX HARDDISK

7% 2.23. S ArHERR

F ZFS FEEE M A FEAEE A AT ~ BRG] k BEETE - BE S REEME ~ Y GPT (&
#) Bl MBR 5E|FREFDGEETHMSMAR - SEMAREAEENEZR  FEEERE L
(>>> Install) ;%215 -

Ea
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Shell 5 Bk 531

HBARE T GELL ARRINE » 2 3AR sUE R A W (O AN R R A S

FreeBSD Installer

ZF3 Configuration
Enter a strong passphrase, used to protect your encryption keys. You will
be reguired to enter this passphrase each time the system iz booted

<Cancel>
—————————————— [Use alpha-numeric, punctwation, TAB or ENTER]———-——————-—————+

IR TE 2.24. TERE N 2

TR TR AR R — BB & 7T BUH ST B PR R B A A 37 ZFS (A7 R TARRAS

ZF3 Configuration
Are you sure you want to

the current contents of the following disks:

ada® adal

< YES > 1

< 0 |
[Press arrows, TAB or ENTER]

B 2.25. R IEE

RELERTEIERHE -

2.6.5. Shell #% X #5% 5-2)

M%@meﬁ IR > bsdinstall fYERE 53 #1538 %T%ﬁﬁﬁﬁﬁgﬂﬁﬁ°ﬁ%%ﬁ%%ﬂ%ﬁ%%ﬁ
e Shell ;#2IEARR F B - EIMEAERE ~ BT ERAS ~ HE /tmp/bsdinstallfetc/fstab DL B A
%?AQMM$AL%%¢E&Z& fifg \ exit T] iR [A] bsdinstall 44EZHEFRF -

2.7. R

RARRBUE SE 2 1R » 5 T ARAE R ER AEAR UL PR AV RERR Z B A B2 — bR & iU o > R MO -
T\BMH&EﬂIMWﬁ%§”°me&BMW@ﬁ%ﬁ R AR T R -

32



= 2. %4 FreeBSD

FreeBSD Installer

Partition Editor
Please review the disk setup. When complete, press
the Finish button.

Confirmation
Your changes will now be writtem to disk. If you
have chosen to overwrite existing data, it will
be PERMANENTLY ERASED. Are you sure you want to

commit your changes?

<Revert & Exit> < Back

<Create> <Delete> <{Modify> <Revert> < Auto > QPNPEIR] |

Exit partitioner (will ask whether to save changes)

BT 2.26. Gtk ER
ZHAA TR 2 S - 5% [Commit] #41%3% T Enter -

AL ] (R IR A S ATAR ~ R - BISHEETA TR - N REE — R IEE & &5 H A

oL wREAERAGBROME - RRWIALDEIE - Rk - & FERERFR Boot only) FUEEREHIE
B4R T ORI TH: -

FreeBSD Installer

Fetching Distribution

base.txz [ Done

kernel .txz 1 b6 |

1
1
games.txz [ Pending 11
src.txz [ Pending 1

Fetching distribution files...

Overall Progress

fEE 2.27. B 3% A TR 28

B SRERIH TN SR S B ACHECR IR A N SO AR h Bl % SRS R OB AR A G A0 E AR 1R

5
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FreeBSD Installer

Checksum Uerification

base.txz
kernel . txz

Passed
Passed

[ 1

[ 1
games.txz [ FPassed 14

[In Progress 1

src.txz

Uerifying checksums of selected
distributions.

Overall Progress
75

7Y 2.28. fnBRIATAIE =

Btk IRERR B FEATRRORE S8 & I H (8 77 ST

FreeBSD Installer

Airchive Extraction

base.txz Done

[ 1
kernel .txz [P 1
games.txz [ Pending 11
src.txz [ Pending ]I

Extracting distribution files...

Overall Progress

257

B 2.29. fif BT R 5

P @A B ATUE R U2 > bsdinstall FHURE —IRZRBRHEER » P ANTREEREEHEFET
- Dmﬁﬁﬁ °

28. R B EEFA

FreeBSD #5827 1% » bsdinstall GEFME AT LR RG22 AR~ E BURRTE » AHiAEN4RE
SRR o

ﬁk
ﬁi

@ SN
ZUBIE Y 1 » bsdconfig BT —(HE LA 75t AT P AC R R B P B L
{5 -

2.8.1. 3% T root FE %

B LHREOE root HYEHES - B AFESE - MAE EEAEE LETWMANTIT c MATEBZR L
JE P\ — UK HERD I B i N\ SRR ©
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Retype Hew Password:|]

& % 2.30. 3% 7€ root A
2.8.2. 3% % WA dF
% @R RER LS BE N TR B SRR A E o

@ A
2 Fil bootonly B 7 F & HEAE LRI B A B EIRAENE » 15 SRR R -

FreeBSD Installer

Network Configuration
Please select a network interface to configure:

I -m@Intel (R) PRO-1000 Legacy Network Commection 1.8.3

+

<Cancel>

7 2.31. R B R

%L_%E’J%Zk AR E R ZERGPORIEA Y B BY 235, NEE IPv4 HRR7 0 HRENEE
ARAERE T » RERIG BRI TR T AR AFIUE; (Wireless Access Point) :
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BEAERE R

FreeBSD Installer

Scamning
Waiting 5 seconds to scan for
wireless networks...

I -

<Cancel>

7Y 2.32. 4% fh SR AR A B A7 OURG

AEARAERE & B 1] Service Set Identifier (SSID) 2t » SSID & —Bfifi4d ~ W— M 0488 » Ak & 1EM
B o SRFERFICEINY SSID FHBITE L - & FUURZ AR ] RN o 5 A8 ELEARRY SSID IR H BIETR
B b > w)ig# [Rescan | FEAp#— I » A AR ELEARAVARR (DIMIZ A MBL » EMERRANELRZ B A FE » 5
HEAM B EE DR E - RRERE—X

FreeBSD Installer

Network Selection
Select a wireless network to connect to.

Gif tshop [WEP1LESS]

penguin [WPA-PSK-TKIP+CCMP1[WPAZ-PSK-TKIP+CCMP1LESS]
Krocogatorz [WPA-PSK-TKIP1[WPAZ-PSK-TKIP-preauthl [ESS]
MostlyHarmless [ESS]

randommet [WPA-PSK-TKIP+CCHMP 1 [WPAZ-PSK-TKIP+CCHMP 1[ESS1]
Otherwise [ESS]

iampleoffice [WPAZ-PSK-CCHP 1[ESS]
YetAnother [WEFILESS]

<Rescan> <Cancel>

IEI7E 2.33. JRIB AR A B
SRR > i NN EERIGEAR BRI R BEAR A B - SRYERR (] WPAZ % » [RECEE RN SRR » 4 WEP (£

RMRIEA 7 e o AR WPA2 BIFFE A\ TS » URE/E Pre-Shared Key (PSK) - B REZ & » B AF
i A ER T T LEIREUR -
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FreeBSD Installer

WPA Setup

i331D

Password

+

< OFK > <Cancel>

BT 2.34. WPA2 355
PR o SRR T SR LA SRR A A 1Pva it

FreeBSD Installer

Network Configuration
Would you like to

conf igure IPv4 for this
interface?

AT < ne >

7% 2.35. 3842 1Pv4 491K

A RIHEST T LA E 1Pvd o DHCP i H B3 481 T ELi% 48 b7 DHCP (RS A T (5] - 751 »
W B N R BT B A -

=
=}

@ FE
EANEREFE A A > KB EANEH - nRR AT Y DHCP fafRkes » Al mIAEE
T B A G IR 75 L FE R (Internet Service Provider, ISP) ZE Bt S5 EAAHIE & &
-

£H AT F ¥ DHCP fIfIR 8§ » S 7ERE T ARHYZ B g st [Yes ] HI & B B e B /1 & o B #4%) DHCP falfIR &%
it EBS R AL E AR - AR S H i — 0 A A R (5H -
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FreeBSD Installer

Network Configuration
Would you like to use
DHCP to configure this
interface?

< es IR

&% 2.36. %42 IPv4 DHCP ¥t
9345 7] FI ) DHCP fRIfIRES » %42 [No SR 1% 7655 (2

FreeBSD Installer

Network Configuration

Static Metwork Interface Configuration i

i IP Address
iSubnet Mask
iDefault Router

+

192.0.2.142
£55.255.255.0
192.0.2.1

<Cancel>

B 2.37. IPv4 ERRE(T B E

B rpi A\ LU Az iR

« IP il (IP Address) - ZE50iL4aE & BRAKHY IPv4 ik o (i JHE — M — HANAT £ it 78 S A 4R %

AR LA -
* THARKEE (Subnet Mask ) - 4HIEK (1) T 4E BRI

o FHZ M H# (Default Router ) - IP ik 7E4HER A TEZOBEN R -

TR E T & 3R 2 5 R E N Y IPve ik » 5 a] A HAHZfE A 1Pve » 354 [Yes] -
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FreeBSD Installer

Network Configuration
Would you like to

conf igure IPv6 for this
interface?

I < he >

[E 7% 2.38. 13245 IPv6 44

RIS itk 7 2 7] LA E 1Pv6 © StateLess Address AutoConfiguration (SLAAC) & [ B i) (5t i 1 2% 2 5K B
BIFFER S EEH - 552 http://tools.ietf.org/html/rfca862 Ef5iE—4 & - FEEH R FEEF BT A
AR ERN

EH AT IPve BN A% - SETERE T ARAEEERE [Yes] 2R BB E MBS /M & o B H B th 2R B AU &
AL E RN > 2R E M — e A I EH

FreeB3D Installer

Network Configuration
Would you like to try
stateless address
autoconf iguration
(SLARC)?

AT < ne >

[EI7% 2.39. j324% IPv6 SLAAC 2 5E

A TR IPve B H1Es - 5% [NO] SRR 705 (R B i A\ LL T Arik AT

FreeBSD Installer

Network Configuration
Static IPub Network Interface Configuration

iIPvb Address Z001:db8:4672 16565 : 2026 :5043 : 2d42:5344-64
iDefault Router ={eloRiELSE -l it |

+

{Cancel>

[ ¥ 2.40. IPV6 BRAR AL H i E
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* IPv6 firfi (IPV6 Address ) - B4 IE & FEIKAY 1PVe itk o (ribrE — I — HN AT g E M7 2 A
B LA o

+ TERBrHES Default Router ) - IPV6 firtt 7 ABEX A TEROENM -
By AR R 3B L T R 2 48955 W 24 (Domain Name System, DNS) (RT3 » 24755 @HIERE 4
TR BB (bt - % 00(% F DHCP Y SLAAC A€ [ B 48 /M » AT 233%E (Resolver Configuration )

FIEFTREE O - A RIFT A R A4F5 2 24 3 (Search) i o DNS #1 B DNS #2 ZLIHET
DNS fil iR a3 H [Pv4 K /55 IPv6 fi ik » 2= /DFEIEES —(F DNS fifias o

FreeBSD Installer

Network Configuration
Resolver Configuration

iSearch example .com
iIPub DNS #1 2001 :db8:35::35
iIPv6 DNS #2 2001 :db8:53::53
{1Puv4 DNS #1

i1Puv4 DNS #2

<Cancel>

7% 2.41. DNS 338
283. AT HE

BN R G R GRS B UTC s HiRSR o g gRfinyn] s [ No 168 /5% F & s
fi o

+
Is this machine’s CMOS clock set to UTCT I[If it is set to local time,!i
or you don’t know, please choose NO here! i

+

+

Bl 2.42. RIF A5 UTC R

BT 2R — F 5 Y38 B a7 50 a3 SR A (R S~ SR T R M B L Y B T ] o U RS I R RS H BN
1E BB sFRF R BB » 2 H DB ETARRRf] LUK R AT A I AR B O Zh BE

IER B LAAS7 2 S B SRR IR B O A A ] - RIBE (IR R 7 B[R] 250
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Select a region

Africa
Antarctica
Arctic Ocean
fAsia

Atlantic Ocean
Australia
Europe

Indian Ocean
Pacific Ocean
uTC

@ oo oo oo o oo oo oo oo = oo oo

[EIE 2.43. SRR I

{56 P 7 ) 3R 4500 1) ISR 1R 34 Enter o

Select a country or region

Puerto Rico

Saint Barthelemy

Saint Kitts and Nevis

Saint Lucia

Saint Martin (French Part)

Saint Pierre and Miquelon

Saint Vincent and the Grenadines
Sint Maarten (Dutch part)

Sur iname

Trinidad and Tobago

Turks and Caicos Islands

Uruguay

Uenezuela, Bolivarian Republic of
Uirgin Islands, British

Virgin Islands, U.S.

(O] Cancel

R

EIE 2.44. SE IR0 T

{56 P 7 0 3R 4500 O T SRR 3% Enter o

Central Time - Indiana - Starke County

Central Time — Michigan - Dickinson, Gogebic, Iron & Menominee Count
Central Time - NHorth Dakota - Dliver County

Central Time — NHorth Dakota - Morton County (except Mandan area)

(O] Cancel

+
Select a zone which observes the same time as your locality.
i
W E: s tern Timel ;
i Eastern Time - Michigan - most locations i
i Eastern Time - Kentucky - Louisville area i
i Eastern Time - Kentucky - Wayme County i
i Eastern Time — Indiana - most locations i
i Eastern Time — Indiana - Daviess, Dubois, Knox & Martin Counties i
i Eastern Time — Indiana - Pulaski County i
i Eastern Time - Indiana - Crawford County i
i Eastern Time — Indiana - Pike County i
i Eastern Time - Indiana - Switzerland County i
i Central Time
i Central Time - Indiana Perry County i
i i
i i
i i
H H
+ i
+
i
+

[ElfE 2.45. IR 2

{56 P 7 T 3 49800 R [ SRR 4% T Enter o



B IR 5

Select a zone which observes the same time as your locality.
Eastern Time — Michigan - most locations

Eastern Time - Kentucky - Louisville area

Eastern Time — Kentucky - Wayme County

Eastern Time — Indiana - most locations

Eastern Time — Indiana - Daviess, Dubois, Knox & Martin Counties

Does the abbreviation "EDT’ look reasonable?

L s ] No

+
i

+
i

+

Central Time — Indiana - Starke County

Central Time — Michigan — Dickinson, Gogebic, Iron & Menominee Count
Central Time — North Dakota - Oliver County

Central Time - NHorth Dakota - Morton County (except Mandan area)

® oo oo = oo oo oo = oo oo oo o oo oo oo oo =

L ok ] Cancel

[T 2.46. BERIRE I
TESRIRF S AVAH B /2 75 IEME - 35 (R > % 1 Enter BIRZRIZEE o
2.8.4. B SR

BN RAE B R A E A AP R RS A R K BN UT - FrA RIRES R - AR R FEEELE
i LI IRES

FreeBSD Installer

System Configuration
Choose the services you would like to be started at |
boot:

i [#] sshd Secure shell daemon
i [ 1 moused PSrsZ2 mouse pointer on console

i 3 Synchronize system and network time

i
H
i
i [ 1 powsrd Adjust CPU frequency dynamically
+

BTE 2.47. 4 ZL R A EL At e 25

T8 AT LU E (3 BB AR O RS T 2L

+ sshd - Secure Shell (SSH) Daemon a] fif 5 175 8 1 25 FREARAF B R 47 » R 7E A 57 LI i B A\ RS B K
AR -

+ moused - F{EFE4FI R4 Console & i FEITE FURF » I Hl & I IRAS -

* ntpd - 4ARRAEERTEENE (Network Time Protoco, NTP) Daemon f 7K H B [F 5 » B E498s A 14
Windows®, Kerberos & LDAP 7R 280 » 7] BEAL I ARFS -

* powerd - Z2 475 25 54 1] T2 A AR M ER Y4 o BT B o
2.8.5. Bl % % #% &2 (Crash Dump)

~

N RAEE A E R TS E G (Crash dump) - BEFEW GRS RMPRSEIER AR - FLEE#E
P& B ERE -
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Dumpdev Conf iguration
Would you like to enable crash dumps?
If you start having problems with the
system it can help the FreeB3D
developers debug the problem. But the

crash dumps can take up a lot of disk
space in svar.

I <t >

7 2.48. B & % ¥4 (Crash Dump)
2.8.6. #1341

TMERE SR E B (A EIRSE o BEAA root DUSMOMERAEIRSEEA R » EEMH root BA
IF » B IR TR G B RAE o (8 — M BB R H % & -

&1 [Yes] ASHHEHT(H % -

FreeBSD Installer

Add User fAccounts
Would you like to add
users to the installed
system now?

AT < ne >

I 7E 2.49. Bt 6 1 H MRS

A K BRSO A\ IR A D B MRS » BIE 250, “E AGEAIE BT RIS PI R EE L asample fif A E IR
R o
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reeB3D Installer

Add Users

[
I
I
5

sername: asample

ull name: Arthur Sample

id (Leave empty for default):

ogin group [asamplel:

ogin group iz asample. Invite asample into other groups? [1:
ogin class [defaultl:

hell (sh csh tcsh nologin) [shl: csh

ome directory [-homesasamplel:

ome directory permissions (Leave empty for default):
se password-based authentication? [yes]l:

se an empty password? (yessno) [nol:

se a random password? (yessno) [nol:

nter password:

nter password again:

ock out the account after creation? [nol: i

fl 7E 2.50. g A {6 & B ET

T8 P L A B TR

%2 H (Username ) - B% \IRHE A& ZH A0 T8 » W RAVEGLE MR —AF A5 S » HE
BEMHELAERRE—RET - FHELBEI N NTEANESHEMZEATIT -

44 (Full name) - fff I {4247 » BRI A AT 0 F 25 E 3 L P 2RO e (o F 2 R 5% o
Uid - {1 1D EH EEMALSES - ARG EHIE—EE -
B O\FEAH (Login group) - fif i & AORFAR » 38 H B (FIHR (i & BF 2 26 I TR

HEE A A A R4 ? (Invite user into other groups? ) - ff F & BN A B Ho Ak B H A AEAH -
B T B AR > HIAELCER A wheel o

B NFER (Login class ) - 38 & & 4 25 A5 FH FEER(H ©

Shell - iy A\ 7% B A ) H: o —TEIRER 2 38 BT LB AN Shel1 » 35275 7 3.9, “Shell” B3 5 Z A Shell fy

-
5% (Home directory ) - {f I 05 H % » TER (83l 4 2308 HRERY -

7 E#%HEML (Home directory permissions ) - fifi i 5% H $kAUMERR - THEL(EIEH 2 A RIER

NN T
(# FI 25 (13 HE? (Use an empty password? ) - 4 575 (no) » [ (i F 25 [ B il R 24 o
BTS2 (Use a random password? ) - A 7 (no) » SR FACH TS H ST o
i AT (Enter password ) - (B FI 4 HYBEHS » W AROTE R R A L -

54 )T (Enter password again )- kS i HSHEACHENLAEE -

TR E R £ 1ESE? (Lock out the account after creation? )-3@% &7 (no) » BRI AW LA

BN e

TR T2 ERE - FRRHEMRE - BRI - TIAT (o) REHEA— » HWMARTE
B EAE - #a A JE (ves) IR EEESHHEMHE
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Login group [asamplel:
Login group is asample. Invite asample into other groups? [1: wheel
Login class [defaultl:
(sh csh tesh nologin) [shl: csh
ome directory [shomesasamplel:
ome directory permissions (Leave empty for default):
se password-based authewtication? [yes]:
se an empty password? (yess/no) [nol:
se a random password? (yessno) [nol:
[Enter password:
[Enter password again:
out the account after creation? [nol:
: asample
Toseaan
: Arthur Sample
: 1eel

: asample wheel
: shomesasample

: sbinscsh

I no
DK? (yessnold: yes
dduser: INFO: Successfully added (asample) to the user database.
Add another user? (yes/no)d:

[ 77 2.51. Tl el i P B A A T T

HIRA KA EAE UEE’EJF'ﬁ?ﬁiE./\{‘@fEﬁE%? (Add another user? ) [R¢[A| %2 (ves) o #j A7 (no)
HRSERINNGE & SRR B 2 56 -

EHUSFE R EE A EEEOE L EMN o 552 633, A AR E " .
2.8.7. m#EH T
B R LR ETZIZ  GRERE —IREUEERISE -

Final Configuration
Setup of your FreeBSD system is nearly complete. You can now
modify your configuration choices. After this screen, you will
have an opportunity to make more complex changes using a shell.

Apply configuration and exit installer

Add User Add a user to the system
Root Password Change root password
Hostname Set system hostname
Network Networking conf iguration

Services Set daemons to runm on startup
Time Zone Set system timezone
Handbook Install FreeBSD Handbook (requires network)

[ElfE 2.52. &2 RAE
5 P 128 1B BELAE 5 ol 2 468 i AU AT 3 B sl AT RO N RROE ©
g 6 (Add User) - SEifijt £ 2.8.6, “HrgEH#E"

+ Root 21 (Root Password ) - #E5iti A £ 2.8.1, “¥%5F root ZiE” o

© 4T (Hostname ) - BEIRLA £ 2.5.2, “FoE FAE4A TR
* 4R (Network) - Bl i 2.8.2, “BEMBNAT R -
* HR#S (Services) - it i 2.8.4, “BASARES”

* i@ (Time Zone) - it 7 2.8.3, “FLEMEE”

* fifi I i (Handbook ) - T 55ifi %2 4% FreeBSD f{ F Fffft -
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BRI EZ 1R » %1 Exit -

FreeBSD Installer

Manual Configuration
The installation is now finished.
Before exiting the installer, would i
you like to open a shell in the new i

system to make any final manual
modifications?

T <M >

B 2.53. FEIEE

bsdinstall &7 1 (LT B MRCE T ZAE B ME A BT R Z AU TERL < 212 [Yes] iRl A ZIH
F 470 shell 2 [NoT] 4848 St Y L PR -

FreeBSD Installer

Complete
Installation of FreeBSD
completet Would you like
to reboot into the

installed system now?

GREYTIE <Live CD>

7Y 2.54. SERLE 5%

B TEMOE— P SRR E 21 [Live CD] & BARGE A\ 224658 1Y Live CD Fix -

AT T #18 [Reboot] #ijHH L BINA IR B HHY FreeBSD I o NE L T #Ek FreeBSD %74
B2 - RIS & AR A R

FreeBSD FEt%HIBAE & HURET £ A IS EHIE » RAGFRSERIR - SFURBEASER » ££ login: R -
NZEHER TR Fl % 208 o BARSRER EIEF F root » 352 £ 3.3.1.3, “WBAEFHEIRE" KREHE
o L T R R A 1 T A R R A 5 PR R

2 B BOHORBRBEA R T4 Scroll-Lock SABBMSBINT1E + SA12 7T {8 PgUp, PeDn LK J5 [ 348
B - BB B Scroll Lock YA TR Console - RN —ESM Y hEE
B E LB 1T 7595 S HUR I Less /var/run/dnesg.boot » EEE (41 T q BEE AR EHS 4] -

HAE Y 247, “SEREREAEMRE" HHK sshd - [ AGIE B RSA K DSA Sy 25— BARE T L &
ARG 2 RAIFREGWIEIEY R - HE B REMIIEE (Fingerprint) » WIE(AFF] :
Generating public/private rsal key pair.

Your identification has been saved in /etc/ssh/ssh_host key.

Your public key has been saved in /etc/ssh/ssh host key.pub.
The key fingerprint is:
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A2 {1 13.8, “OpenSSH” NS B £ B THACSE SSH A& -

FreeBSD B0l A & % 4 AL/ 1H) - 3§25 2 5, X Window F 47 BUIS-A B 20 4 By e [ 2 (U 1 o i PR 5
O ©

IERERIHG  FreeBSD  SH[BRIIE CR7E GOkl SO ARES THIR A B BY » £ R AR IEH BN Z AsE A ZRAPARE
R | R R wheel BRAERIAA 2 — » AIAEIRL B su IRRHE A root BREA AR (EAE - B8
#iii \ shutdown -p now FRA(EERILE > EHRERE CIRAVES - BISE B1TRIPASEN -

2.9. S B

ANETN G AR T AR BEREHRAR Bl — A N EHRATH A FE -

Z5E =% FreeBSD Ry Z<f4] Hardware Notes (https://www.freebsd.org/releases/index.html) <4 AR &0 -2 A5 <7 4%
ZRER o A SRR (B R i A AR - SEIKAR & 8, 3% 0E FreeBSD .0 HIFE R AREE HET
DI ARAE GENERIC %00 HI4EE o THRLAIZ L& B AHT o AT 4 B & 6 il SR R PR Y TRQs, 1/0 fir
3k > J% DMA SR » 2R O A B R E R » HET IR DR 7T L3 FreeBSD [ H | L 4EE -

TR

|§ ) S S T DB 4 MR PO AR S SRR + R - AR
UBERT S BLOS » KEHG SRR & kT LT S
g -

B R Y R S R R O T A T AR BIOS
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{# FH Live CD

R FTEB AR B N (R s 2 AEHEE R » WHEFER A ACPI > FreeBSD 7£ 1386, amdé4 ¢
ja64  FEBEZIIERT R ACPL  RESK B E RAAARE » B ERERE EIEIZTIEE - ~=0)
A& 0 ACP1 BREJFEUEL RAT MM . BIOS #HS 2 FULAIEES I RIRE o Al BAARE AR R 88 =P B @
hint.acpi.0.disabled Hint 3&BEEH ACPI :

set hint.acpi.0.disabled="1"

B—IRAFZEBEZBEEEXR » NILFEEL /boot/loader.conf FEZE I A hint.acpi.0.disabled="1" o &
Z A BRI E AR ATRY i 12,1, “HEL" BUS

2.10. ¢ ) Live CD

2.3, “EoRiEE” PR bsdinstall fUBGn R (L T [Live CD] I > jE#/5LEY FreeBSD f& 15 /% IE
ERTER AW ERURMAIRE AR » BERE L NE LT 5 hEE -

e fif ] [Live CD] 2 wii b /HIE B LA T 4 BEHIH
© HEEINFRUERR - W/EEIREPAL o (8 E 4 MR root TIEREHIZZS
© R EERETHEEEE ERUT - B EEIRTERR AT - JAE ARG -

 JE(EEEARE TR - AEEEAL T -
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= 3. FreeBSD i #¢

3.1. Bt

BT ARAIE —FE A % FreeBSD /E 3 RGN AFE S HINAE o KERHIAATE UNIX®-like 1E3E R 45 L2
TEEE"J o HARLEHEL AR BRNEE 0 W LACORIBER o QAR ERI M FreeBSD » AP —E BT HANET
SEE A

HTER TR

* W1fa £ F FreeBSD [y #E Console ©

* WIfa7E FreeBSD f 37 B/ HL i FiY & BLEHAH o

* UNIX® R ZAMEMR LK FreeBSD fi EERLAEE = -

* THREXMY FreeBSD R R E

+ FreeBSD [ AHA: -

© WfTHENE (Mount) ~ EIEL (Umount) 1§28 R 4% o

© fHEERFEF ~ Daemon LUK AESR (Signal) o

* 1R Shell » LK AR 48 5 ASTERR 0 B N BRER

o WA B AR SO A AR o

* fHEER4E (Device) 14 B Hifh (Device node) o

. WA RERE T LUE S E 2 R0EH -
3.2. & #t Console s #%3% #%

R EIZ B 14 FreeBSD 3% 7€ BUBAMERE B BhE AR » RATEEAIELS BN RBIEERIRT ¢
FreeBSD/amd64 (pc3.example.org) (ttyv0)

login:

FATEE T RIS R AR RN - and6d (USRI E I A A R A2 BT 64-(LTTARASHY FreeBSD » 25
LAY 2R pe3.exanple.org > ttyve RRIERME “ A4 Console” o 85 TR ARIFERENE

FreeBSD & —{HZMHHEN RS » FE BT UNDPERFEMEHEZERIITIE o FILATAREREERITERZ
HILZESE “BAN" RELDBUS R NER A FBUER - BEEAEHE A8 K N HE A
(“username”) K {[E N\ 27 (“password”) o

HENRL Console FHFMNIERRLERRENHEHE LN - FH2F Hi 286, “FgEHE" - WKT
Enter o B AR (A E A BRI HETL | Enter o B ARVEIER T KB R REER L -

IR T ERERIEHE » IR B SIS HHLUE (Message of the day, W0TD) » I EBERIE IR
5C > (kU R BB RIEA Shell A A RBRRT LR # S R % o BIIELEURR R EASHE
FL4E )\ FreeBSD %4 Console F £ ARHE (7] L F 154> «



&1 Console

3.2.1. & # Console

Bk R4 Console ELAKTT LA ACEL R ELE) » (B (8 FAIBRIRAC T 454 (f ] FreeBSD FhY (i A & 3% i [
HEiEE Console A o P MM A TR @ BURAE RS Console » JHEEH B & 76 (21 SO BAR BT
B SR E UL -

FreeBSD JH 2 (it £ (FHEfE Console A AT54 » &R{EHE#E Console #H H CHUE TR K Shell i HATLL
i 5 HO7E R #E Console YL o JE BFR LRtR <M \A T RRLLH B BY (L IRIE vl LLR] R Bl i 2 (B & 0 2

“u
Ae °

AR Alt+F1 ZF Alt+F8 ¢ FreeBSD (R85 FAKYIHE#E Console » fi[ Alt+F1 WYL ZE R 4% Console
(ttyve) » Alt+F2 B fFEUEE —{HE#E Console (ttyvl) » Alt+F3 W] fEENSE —(FHEHE Console (ttyv2) » LI EHE
e o

H A —{E Console JIHAEIT —{HAIRFHE » FreeBSD FLIMERBURHIAL - B GARE BRI E R
OB T DU (il \ 5% 2| FreeBSD {7 o 7EXE—{E i #E Console |#ATRIREILA & [ % (8 F & I E1 51
¥ Console T {2 1L 44T

#E22%# kbdcontrol(1), vidcontrol(1), atkbd(4), syscons(4) ) vt(4) AREN 15 5 £ %5 # FreeBSD Console J # % i
BRI BT -

FreeBSD {7 {5t Console Ay BHE /L /ete/ttys HEF YN J B AT -

# name getty type status comments
#

ttyvo "/usr/libexec/getty Pc" xterm on secure
# Virtual terminals

ttyvl "/usr/libexec/getty Pc" xterm on secure
ttyv2  "/usr/libexec/getty Pc" xterm on secure
ttyv3 "/usr/libexec/getty Pc" xterm on secure
ttyvéd "/usr/libexec/getty Pc" xterm on secure
ttyvs "/usr/libexec/getty Pc" xterm on secure
ttyvo "/usr/libexec/getty Pc" xterm on secure
ttyv7 "/usr/libexec/getty Pc" xterm on secure

ttyv8 "/usr/X11R6/bin/xdm -nodaemon" xterm off secure

1 A B i 45 Console H ZLYEF5 78 Y i #5E Console 3% 4735 € M0 —BHLA N L3 EARAT5E (#) o (lUn 25 i 5E Console
FIBE e 8 fESCE 4 1/ » AW # Ii7E(CF E#E Console [ ttyvs % ttyv8 RUHIRIUIT—RALE - s &
4% Console ttyve i FEH#FTHE o 8 » HHIKE % 5 X Window R4 463 3% E Xorg B » & HE|&ifz—
{[l & 5% Console (ttyv8) o

BRSO 3 AR AT > 55 2B ttys(5) §A
3.2.2. B4 M AR X

FreeBSD Fili#% B & 52 (} —{E;2IH &y “Boot Single User” » ZRIFZIAH » R EENFTE “BHHER
7 AR o HBREGE W RIS R AR BB R B O SRR root G o TEE (A AR BRI
{56 PR M H AR R Console » (HAA SEHE root BFRARAAFHUEIR » 11 HIFEUE ANHEE A root 24 o
Rt > ZReE IR EREsE RIREA FEE A - 7% & FreeBSD R 7 2xiRf/H ZRH Al /FE BES B

o
=

A BRI E B BUE AT AE Jete/ttys HRYLLU N EETHHE]

# name getty type status comments

#

# If console is marked "insecure", then init will ask for the root password
# when going to single-user mode.

console none unknown off secure

THRMAE Ry % 4 (secure) » SERFRERSR BB IS NEEMLC XA AWML LREEH - HRE
Bz M A% 4 (insecure ) QIR EMFTERVIRIE A D 4 » RN S AT o EIHTRETSR AT
%4 (insecure ) IRf » i F B2 B 66 FI BB > FreeBSD i & ZREA root B -
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TR
@ FEEEE R AN EL S insecure | KA E — a0 root FHEHIEE - MEIRIR A HoAh i
ER DB AN EFREER » H 2SN FreeBSD BAtSFEF A N\ AT BLMAE T o

3.2.3. # 7 Console %42 X,

FreeBSD Console FHEFE/RA/INAT LAFHBE Ry 1024x768 ~ 1280x1024 B Hfit BUR B A STRAARHT LR
/AN o BAFFIANFE R RGBSR A VESA 1A -

# kldload vesa

FLAANIRERE ST AR BB » I vidcontrol(1) o SRS CIRAVGEATE R T A LI T 184

# vidcontrol -i mode

ZIRL T HURER T R ATE R BRI BT L root {1 #4T vidcontrol(1) 154 :

# vidcontrol MODE_279

H AHESEFT R B > AT LITE Jete/re.conf JIAGUE » dEEIRERIRIR & HEY AL -

allscreens flags="MODE 279"

3.3. 1% M & $L R BRI B 5

FreeBSD  fR3F 2 (4 F & [R]FRF (6 A BE A » £ — U BEA — O (6 T 2 MR E BRI 2 i O FH SREAE 3R VR R RIS » ]
RTMEERFEAEZBER SRS - B EEHAZAGSNERAZER B CRRIE

RENR

+ FreeBSD A A A4 T AR T 1 i F & IRSE

AT ~ REBREE A GE AT E IRER o

o AR RE A R ) 5 P B AR AT A B R PR 1 o
o TR SLAEAH BN (B AR R A A A o

3.3.1. kAR

MR #f FreeBSD RARHYFHUEBEIR M HEMRIZAGERL » HATA R/ BACH i & AT - B
HEWRIFEHEIEF EE -

A = EERAOIRSR  RMUIRER ~ i F RSN DL R AR i F R IRER -
3.3.1.1. A4k

ABORSEFACBITARSS » 140 DNS ~ B M H AR - ZEEEER AL &ME R - HITERESH L
FRAR R B AR BAT » AR E AR BS R A A AN & 2 ZI BRI -

RATIESEAH F 75 daemon, operator, bind, news, and www o

nobody 23 F B MEREFR RAIRGS - MESRANLL » A ZRE HIRES (A nobody - mi& A B £ HYME R ELFE
BLZ (6 B AR - Sl (A A E 2 IR -
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RS

3.3.1.2. & A FRIR

ERERIEG DA ERRAL - ARBEALFERRLR - BAUEFRASIN B TEEE —HME—RIERE
WREIR - o AR B AR B DL R R S (5 P A T S A AT B EUE

BAAEHE AT LIEE B VRS G B O ARIEE - BRBCETERA  Shell ~ flfay - A&

e =

(Key Binding) Jr#E=#5E ©
BH{EFE FreeBSD RARHY M I EMRIFE &6 —LeAHRAV &N ¢

{i F & %4 %% (User name)
1t Login: 278 H BURHE S A\ fE & 2408 » BB VHER —EME—RO & 45 - E@ETER
({88 FH 2 2 R EL ST BUGHRY - 76 passwd(5) A HLRH o MRk & BB 8 (M D FREAEAL > &
EERA/NEF T LA M AR AR -

2 (Password)

BHERSEHE & A S

fifi Fij & 1D (UID)
f# Fi# ID (User ID, UID) & —4H B 5 F 5K 18— 4 AU, FreeBSD RATAVEH FE - FIBIH & & MAHE
A S 42 RIS R UID o BEEEF Al /NI 65535 ) UID » #8328 {E B &k s n e B AU A 25
TERTFE o

BEAH 1D (GID)
##4H 1D (Group ID, GID) J&—4H#— FI A0S — M RUBHM 6 FH 35 BB A0 - A - AR —(ABR T 6
UID 7 SMRIEEFIE A GID Zetzs il E IR A7 BURERI IS ] © 38 v LUREE AR IR Lo e M R R /)N BRI
R R A — B L EHEARRIAL R o A 65535 BULL T RY GID » [RIER @AY GID A RE & Al {7 #CRE M
EIEAE -

B MR (Login class)

BNEH  (Login  class) 3R T REALMRS] - B AR (% 2B ARG rT 3R OLEES MM 75
f713.13.1, "BUEBAMRIT AHEEARRIEE SRR o

2 B PR ] (Password change time)
TR IE DL T B RSEA E i - BEIRANLL - BRSIARR ATAE A Bl (8 A3 LB > ATSR A SpT A i A
T BOR FR 12 5 U PR S o

TR S8 2 BARE R (Account expiration time)
THRLIE VLN FreeBSD MUBRSEAE AR o BE U FEARFaIOMRIERE » a0 - B2 ERSE - 7T
fFH pw(8) HEEMRSRAVEINAH A - FIHA H EE% - (FEEHFAZIRISEAR R4 - BE 2RV E 8%
KAEZANFFHE ©

¥ F &4 2% (User's full name)

{56 P 5 4 8 P B — A0SR FreeBSD RUMRSE » HIA—RE R T (EHENEE MY - FILEEH -
BEERTUSEZH ~ REFITIL AR 8 #F AR
% B $% (Home directory)

X A B R R B SRR S B BAE - E (B B M E B A RRIEE B 8% - BE EERra ERE
HEkUEAE /home/username &Y /usr/home/username o Fk{y i Fil & AT LUGEAF (L FIRO (EAME 56 S 1 H Bk
T B SR H $ o

(i F§ 3% Shell (User shell)
Shell $24L T F & TR ARSI KB R AL L8 o AEEEARIBIR Shell » FRERMFREGHH MR
TFHER > AR H CHIRSREUE

3.3.1.3. B & AE A MRIR

AR B IRSR - (@ W R root » FIBCEHARAL - XA HERRAPRH] » th KIS (8 IR - RZ0R5E N2 F 2 i
BHGIUTIESR - a1 FEEEE - RREN—BERRSRE ARG -
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TR A58 155 PR 1 N P A A58 P B RS » FT LU PR AU ROFRAE » 7S TERAERC) 56 P A 15 PR 55 MR 50R T E e ol T R
HISEHE o — BRI RS & R R KRR T IE B ER RS - TR AR EAEIRS - AEHERSH
TR MERRIF O) R R AR (I -

fEFIRBAR A THRLRGEEE =RE - B8 2 8RH97S B sk i T o] BER RS B 1% [m i Bkt

Bk o
BT VE T SR T Ry tB A (P B RERR » BESRW] LB HEE ARy root » (HSRZUNEEENERRML -

e A su(1) IR BRAR GE A o BUTILIE QIR E - 280 % & 4K root Fy(f FIE BB - BT
TR A R AE wheel BEEHA » RIS & R o (A L HELAE root {3 F & IRSRAYETS

FERLBIE A - A E AT make  install WpUJH R BAR (% - [RRE (2 BRTE ZE AR (8 A 4 1
fR » 8L TEM 2R » R E T exit BERHIE AR (5 A B IRSR IR (54 ) AT E IRBRAERR

Hi 3.1 LI AR B B i e e

% configure

% make

su -
Password:

# make install
# exit

%

o°

PR su(l)  HENEELA RS VA — (R AL NN AR T LR ERRT - B R %R
security/sudo 2543} Port » HKERIR B T IEBIEAR H A3 P EE S D81 A T L AR P A D
54 -

3.3.2. FEMRIRE

FreeBSD {1t TS HE AN FITE < ACEHME A A MRS - B VTR CMER &A% 3., “EHEHZ IR T
A" EEA LR o FE 255 T RAERIET MU 3 £ S0 & s AEAE S

FAE 3.1 HRLGE A IRDEA TR

=g G

adduser(s) FE R G B i B 9 < S B AR
rmuser(8) R AR ER G B R TR < P B AR -

chpass(1) A B EMA LA -

passwd(1) FIACE A fE B B EIIE 2P LA -

pw(8) FAAAG 2 fif F MRS 45 5 T A5 R EL B TR LA,

3.3.2.1. adduser

S P BT 0 5 P RS adduser(8) o BT B BN 2 1% - MR & BEHHT /etc/passwd LI /
etc/group - iE [t &R LH A E UK Hik (BEL /usr/share/skel  sRRTHRBGBUE) - it H Al DL
e 1 B A A O AHUB B A o 18 L B JE i P B AR A T

adduser(8) TEIRMEHHTTR » HFAMPIRIE T2 H £ HIRSE - 40 460 3.2, “fE FreeBSD i
ERE" Fom o AT A LR B RS Return SEPRATDTHE FRITARAE  FELLBIE A+ - fAEGEFHE A
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ETIRSR

wheel BEAH » JER(E A& T (8 1 su(1) SRR E - STl & » WL A G &0 2 HA (&
Bl R o

#if5i] 3.2. 7£ FreeBSD i fifi I &

S A
FH A B R R A\ PR 6 AN & BEUTS o TR T B IR TR BN O B RE AN T A\ S5 R -

3.3.2.2. rmuser

B H AL 5E R — (8 68 & 7T (8 PR AR 0 & BT rmuser(8) < SE(EHES & BATLL T ER -
L FEBR{EHE R crontab(1) IHH » FHIHHFAE ©

2. AR A% B A Y at(L) TAE

3. PULFTEZEHERENET -

4. HASAMETHEBRZERE -

5. EBUBRZEAENR B BHEAEREEZER -

6. B /var/mail FERRE A & AN B RAE -
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7. BEYFEREEEEL (0 /tmp) BEBRFTE (F FHE RGOSR o

8. &> B /etc/group HEZ(EAIE FrBAI T A REARRSERRZ (& o R BT A B H AR 27 R B
& 2R RIRZRAAE G — 0P - 2R % THE) adduser(s) gL & B B — I —AH
Mo

rmuser(8) % F AR B AR 0 1 & IRSE - (R RoiE 4 PR3 KRR -

TR A BB - T E TR o

#ify] 3.3. rmuser B B TUIRGTRL

# rmuser jru

Matching password entry:

jru:*:1001:1001::0:0:J. Random User:/home/jru:/usr/local/bin/zsh
Is this the entry you wish to remove? y

Remove user's home directory (/home/jru)? y

Removing user (jru): mailspool home passwd.

#

3.3.2.3. chpass

{EAR] 56 I & 8B AT LA A chpass(1) 28 5 5 O TR Shell DI B2 CURO(E B IRSRBIM O G - B4R
{56 P 5 AT LA P 3 11 L B B S A 5 P ) AR E AR o

BT SRAER(F & 2B > R ENALRIERS > chpass(1) GRS A E EMAMmERS - B HE B
HHARHERE - (& EHHH S S 2 ERE -

@ FE
BEBA AR ASEE o I T B SR & A\ > BRI ABRFEREIITILTE -

T #if5) 3.4, “LUGBAREHE RIS (R chpass” /> AR (A& B A T chpass jru Sifi 1EFERRIR IS E fF F &
A LUERRIMANL © LD Jru $UTIE TS - R GBURSIR S A A Stimes - a0 &6 3.5, "Ll fEME
(& {3 H chpass” FR e

#i ] 3.4. DIRAR LA & B 105 cheass

#Changing user database information for jru.
Login: jru

Password: *

Uid [#]: 1001

Gid [# or name]: 1001
Change [month day year]:
Expire [month day year]:
Class:

Home directory: /home/jru
Shell: /usr/local/bin/zsh
Full Name: J. Random User
Office Location:

55


https://www.FreeBSD.org/cgi/man.cgi?query=adduser&sektion=8&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=rmuser&sektion=8&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=chpass&sektion=1&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=chpass&sektion=1&manpath=freebsd-release-ports

ETERE

Office Phone:
Home Phone:
Other information:

Hi 5] 3.5 LL— ML F & B B (6 ] chass

#Changing user database information for jru.
Shell: /usr/local/bin/zsh

Full Name: J. Random User

Office Location:

0ffice Phone:

Home Phone:

Other information:

FE

@ 4 chfn(1) LI chsh(1) %452 chpass(l) » 540 ypchpass(1), ypchfn(1) LU
ypchsh(1) fRAMR - B NIS BBk LIE » EAREFERRIIN L yp » AT E NIS
TEEE 28, {HI IR A A A -

3.3.2.4. passwd

R BE A& PTG EA (A passwd(1) Bk E CRYEHS o SR RIPSARIIENE T » FEEOTERER
S B GRS B

Hif5] 3.6. B AU E RS

% passwd

Changing local password for jru.
0ld password:

New password:

Retype new password:

passwd: updating the database...
passwd: done

FRAR (& AT LU SO 5 2 OB BB A T passwd(1) FHEEM HE SRS o HIb THUBREHE
HATH - A5 A EF TR A G B BURERS - o8 A O RS IR R B S TS R B RO o

5] 3.7. DL AR (56 FH B 5 5 1y 5 SO Al 88 FH 2 O i

# passwd jru

Changing local password for jru.
New password:

Retype new password:

passwd: updating the database...
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passwd: done

FE
@ #1[7] chpass(1) » yppasswd(1) a4 passwd(1) » [ElIH; NIS 7E 7 {754 b 25 A58 «

3.3.2.5. pw

pw(8) THATDUEST ~ BBk ~ BE LR RS A 8 BEREAR - B AVThRE R MR AR U1 o B A A O i
3 o pw(8) HIFHIRAHIRITE S TSR - EZIE S AFHE A AR shell scripts » (ERAIEHE TTHER
FH W HAMAE AT R TE < BT L -

333. A M

FEAEACR GO - RRAR AT DURE FLRrAR 44 M & GID ZIEHE, o 7E FreeBSD » BL & fEFIFEFPHY UID LUK H
Pt HO R AR B AR B AR5 FJ LUMOIR L SR » R Z B0 (6 A 5 BRE /5 Y GID 3l R Y18 B Y 58 — (e
Mo

AL REEE GID B SR FITE /etc/group o E B FHE SR M 1 WU LS SR PR GL - 28 —[E8 G0 5
TERHAA S - 58 RME G A I RS » 5B (ML A GID LU EMIALA LUESR PRI ATRE - 2
B e BERRRIE S » 352 group(5) -

R A B I 3 RT LASE P SO iR 1B T /ete/group > B AT REAT pw(8) AN\ BAmEEREAR o 5140 BN —1H
M f teamtwo FIEEAHIRIR RERDRZAEAH T HTHY -

#i{7] 3.8. ] pw(8) FrigfeA

# pw groupadd teamtwo
# pw groupshow teamtwo
teamtwo:*:1100:

FEZFI A » 1100 7 teamtwo [} GID o H{ij teamtwo A EMALE » EEIELEIA jru {ERy teamtwo HIfL,
/% o

#ifpil 3.9. A1 pw(8) DA {3 I ERIRE B AR

# pw groupmod teamtwo -M jru
# pw groupshow teamtwo
teamtwo:*:1100:jru

mo-M MZEELLESE D PRI AER R - HANAREZHN  (Sr)  BHESEUREA R PR
B o BP0 ARSI MR REAE A B B T A S AR I B REARE RSN » SERRAE pw(8) A
groupshow IRF /& B MR B & AR AL R > (HFBURTEREA 1d() sl R T RFrEsny & e &
E A pw(8) AN BE & B SR RFAE > 2984 R &R /etc/group H ARG E I H /etc/passwd EEUH A
HIERE
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TEFR

#i {51 3.10. i F pw(8) I AT Ak 2 B4R

# pw groupmod teamtwo -m db
# pw groupshow teamtwo
teamtwo:*:1100:jru,db

FEAGIES » % -0 KSBURLUESROFRRI A E B - R 2 - NMEATERE - E5L
EMEEIMAZRAL - TAEBUCBE AR TR E -

#if5] 3.11. {f F id(1) SR EF B A

% id jru
uid=1001(jru) gid=1001(jru) groups=1001(jru), 1100 (teamtwo)

FEAF > Jru EREAH Jru UK teamtwo HIRE ©
I E Z A BILIE S L /etc/group R - 3525 pw(8) LUK group(s) -

3.4. # R

T£ FreeBSD wf » {525 H & A MBI RO BUERERR - HARFZ TR DUiR BB BUZ LERERR - T IR
QTR AL ZERY > o WA CRE F & RES A AU M P 76 (048 28 USRI N IERE RO A7 BUBL(E 3 AR A LAt
EREHAIESR -

ARG T HSTE FreeBSD o B EI49/M 4% UNIX® HIR - BRUEE RAFIEHNT - #2% i 139, “fF
TUEEIEE .

FE UNIX® » ELAEREIRE & = MR A RO IO © R ~ SANBEEUT - 8 e RO AR et SR
H o~ RN CRABAEAA) BORERAFEUE o A - BAKBITHER AT A r,w, and x FRARFR
TELORERR L RT DLGE ] IR BT AR R SRR AR (0) o B U\ TIEAIETARRI - BIERIERE 2
rwx > HoA r BERSRI(E A 4 0 wBRRSHOE R 2 LR x BRI (E A 1 e

??‘% 41 HE T HEEF LT AT - BHE  HEEEERT W 0 - ARSI S A B
5 o

FH% 3.2, UNIX® R

HiE PEMR H $kiE AR
AFHEE AR AT
NATEEEL AR, AT ==X
ANFTREE FIEAN, ANATEAT -W-
NEEEC FIEON AT -WX
AIEEE AR, ANATEAT r--
FIREEL AATEA ., ATEAT r-x
AIEEEL TR AREUT rw-

|

1

N || W [N PR| O
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B IR | BT
7 | TR BN AT | rux

A 1s(1) $50 0 » ATLUIN b -U 280 AR H B - BEPHMLMERESHESEE - B
AR AR NAORERR » FEE—(E B SR T AT Us -1 SRR AAER |

% s -1

total 530

-rw-r--r-- 1 root wheel 512 Sep 5 12:31 myfile
-rw-r--r-- 1 root wheel 512 Sep 5 12:31 otherfile
-rw-r--r-- 1 root wheel 7680 Sep 5 12:31 email.txt

F—E  (&AB WTFICHAASREEE RO R o BRIEEEZRLSN - WA BB BIRT TR
B ~ Socket NHAMFFIREEHERKE » FEHBIET » - FRZERD —EFEERHERE o 8P TRY
=(EFTTH > - REFTEEREREAOHER o FETRO=@ETT » r-- ARERABE R R0E
PR > St =TT > r-- AIRRHA ASHEREARIREIR o 8758 O RRAEIR - #0]+riE EE R
TERR - AARFFITA &I - AR B M EREEAUESR o RBULEAISEA - CREAEIR AR
KLU 644 250K » BT 9 HICSRIE SR =R HER

BRI B S B RO MERR ? R L FreeBSD # A% AURERREE B anFIE S - F22UA] DIFERE ~ SEEUANE
NERHN—RE SR o B RE B RN /dev/ HEkH -

Hekth RIS - A - WA RSUTAOERR »  (EESUTHER LEEREHENER - EHSIUER
R P BATHG » ARATLUGEA od() fRUIHuENZ Bk - WAARBSFERTEL B 82 TR AR & AHE
F o BE ZIRME R A S FTa e AR -

ZREST H B BN - WJEEA H Bk BUEIR - PR A 2 RIESR - WERAERFTE HEIEA
PR BRATHOTERR o

A —LERERRALTT - (HOE LREIR L AR PR E DUAE A » 0 setuid $HATHE . sticky Hgk o AR AR AEANEE
ZRERMERAE RS A 1% - 35850 28] chmod(1) -

3.4.1. IR
Contributed by Tom Rhodes.

REBRAT SR AT REMUAT SR » B T TR 7 sUARER U P B (E AR e A S Bl H SRR © AP IR RAVRE UK
ks RN (Bh1E) (RERR) - AT fEFIAOATSRANT

HHE Fhf REEH
(FEN) u {3

(FEN) g REAHLPTE &
EYN 0 FHoAh

(FEN) a 435 (“world”)
(E1E) * IR
(B - FEERHEIR
(BfE) = TREMEIR
(RERR) r AEHL

(HERRD) w HA

(FERR) X HAT

(FERR) t Sticky {1757
(FEFR) s 2= UID B GID
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FreeBSD {22 i fE

WSERTFEERAE A chmod(1) 843G E » EF M2 BURIBELTIT o filan > BAT LA T80 25 1L HAh
{6 P B AP HUE 28 FILE -

% chmod go= FILE

EA AE LB AR SRR AT LU FESE () (R o Bla0 - IR S REBREAL R i R SR FILE 1955
NHERR > S ER A (“world”) $3Z M5 A BT HERR o

% chmod go-w,a+x FILE

3.4.2. FreeBSD #% £ 7242
Contributed by Tom Rhodes.

BRT R IR R AR SR IERR AL » FreeBSD SCERMEA “HERMBUR" - ZLLBREIN T R Z &M EEN -
ENEEH# o A T HEBEETHEREILER R root NERINEHERE S o

BiiER flag EFEEAHAHSHINER chilags(l) TH o i - FR AR EMERABIEIEZR
filel » fEfI FFIFES ¢

# chflags sunlink filel

HEMBIR AL MERAVIER » AFZERB AL sunlink Fihn E “no” » 40 :
# chflags nosunlink filel

fEH 1s(1) X228 - o a2 H AT IERE

# 1s -lo filel

-rw-r--r-- 1 trhodes trhodes sunlnk 0 Mar 1 05:54 filel

ZREIEIFERER root (FAFAMFREMSER - MR HIERFTEEBOC - RFTERRREEE
BiRE chilags(1) & chflags(2) 5t LB AHBAAR AT -

3.4.3. setuid - setgid ¥ sticky #E R

Contributed by Tom Rhodes.

Br T DGR - B MA R/ =R RE T EEE A ERZ A » EYEER  setuid,
setgid DK sticky #EFR o

T8 LR B A — RN AR — A A Y UNIX® SEIER EE > ERiE R E AR - T fFIE L
TERR » habZH S B E  F & 1D (Real user ID) B/ 54({# % ID (Effective user ID) {72 5

HEMAE D MERAESUSEIRTEN VD> WA UD ZFUTREFHHERNMERE 0. fF
- passwd(1) FEFEAEFEREHCHEBRGLUATMENE D 4T R - 57T EEHETEEOME - #%
TR WAL root  (ERIEMAERL 1D FEUT - E R E AT LUE B E SRS RS T &8 2R A 2

(Permission Denied) f§t2 o
setuid HEPR T LB HIRAEATIN E R () ACKLE » 00 F RIS

# chmod 4755 suidexample.sh

Bt suidexample.sh [WIERR & 41T Frr

-rwsr-xr-x 1 trhodes trhodes 63 Aug 29 06:36 suidexample.sh

EE s BERRT FRIBIT AT A TR R R A HRERERN R - B8 AFEERTHERN T
£ » 4 passwd(1) AT IEH A
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FE
mount(8) # nosuid JEIEEVERIEIE Binary BUTAHK > (EREEEFEAE - B
nosuid Wrapper A A5 ] S5 ZRIE » MR IA, JE 52 4 W 4 -

BREACE B EEE ] - SoB i At > Hop—(E A — A A& passwd o £S5 A B Z AR -
AT RIEE passwd(1) B 596 & &

FARR IR A -

Changing local password for trhodes
0ld Password:

T B
# ps aux | grep passwd

trhodes 5232 0.0 0.2 3420 1608 0 R+ 2:10AM  0:00.00 grep passwd
root 5211 0.0 0.2 3620 1724 2 I+ 2:09AM 0:00.01 passwd

B IR P — i I 35 AT passwd (1) » {ERZFRFF( T root FYARL UID ©

setgid HEFRAYTHEEED setuid ML - &R TR M IEESITIE - 15 & LIEA ZIE AT
17 TAEBITIT AR PRI E -

BAERE R E setgid fEFR > FF7E chmod(1) (U2 EHIN L (2) -

# chmod 2755 sgidexample.sh

RIS R » s BRI R T E R RERR R 2 RO -

-rwxr-sr-x 1 trhodes trhodes 44 Aug 31 01:49 sgidexample.sh

ER

@ FELL b BRI » BRI oy Shell script B ATHUTAIME - (IR E LU MY
EUID sAZEAE 1D $4T - i52& KA Shell script S R&FE setuid(2) FRATHEA
(System call) o

setuid o setgid  fE[RITAIGEE A eat i HRERR TR R R AR 2 &bk - I T 58 = (RS PRAIME
FR @ sticky bit » ATLUINGR RARHI L2 -

EAEHEk LEOE sticky bit o i R BEREEA EHPRESR o EEER A5 Bk > /tnp SRR S
A ZIERAMBRAERE A A - ZEREEER - TEmRER L (D

# chmod 1777 /tmp

sticky bit #EFR& L t BURPAERERIRE
# 1ls -al / | grep tmp

drwxrwxrwt 10 root wheel 512 Aug 31 01:49 tmp
3.5. B4 M
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H kAt

B3 FreeBSD [ H $/ZRME - BV AT G MIRE 1V EFRIEAE - HEEAELENRE H SRR Bk - g2 /"
Hik > 3% B B EB I SOTHEL (mount) » M & AT G HEILHEIESE o 104 - IRESEA L
flFE SR R AR AR B ROE ©

MR BTN R R - RS EEBER AN GBF e TRE R EMRAN HEk - £
3.6, “HLERALAR” GEREIE EREANAR o ARIEAVENERE IS T Jusr/, /var/, /tmp/, /mnt/ LK /cdrom/
o JELYH PRl FRLERTE /etc/Tstab BUEREN o /etc/fstab RALBRSIE R R M KA RIS BRI R o K
HRSM1E /etc/fstab FRIBKAVHER AL » FTERAMRIG T rc(8) Script 2t 5 B » FRAFE A #E noauto j3
H o HAPRER I 26 7 3.7.1, “fstab gg” o

BRI R SRR SE B R 280 hier(7) o BIFENR » SR PIABUE — 5% LAY B $eA L -

H &% AR

/ ERAGRE 8

/bin/ BR{¥ F# (Single-user) ~ Z{# & (Multi-user) FijfE
B S HEANEATE -

/boot/ EE AR E S FHEIFIRER ~ e -

/boot/defaults/ THRHIBAM IS B3 - R 20
loader.conf(5) o

/dev/ 45 B i B} (Device node) » #EIE#E 2 intro(4) -

/etc/ RABUER B L —2E Script 1 o

/etc/defaults/ TERL RAR A ERE - sEERE SR re(8) -

/etc/mail/ FLEEECHERER (22 sendmail(8) HIMBERRE
*’% o

/etc/namedb/ named(8) ¥ EHE o

/etc/periodic/ BH & BHER  cron(8) - BATHIE I
Script » FEIE#E 2B periodic(8) o

/etc/ppp/ ppp(8) B AEFE °

/mnt/ AEEHEE AR E R R 2 B 6k o

/proc/ FEJF (Process) HERERL @ #HIEH S procfs(5) K
mount_procfs(8) o

/rescue/ B SRR iR — SR g E 4 (Statically linked) fOF2
7 0 FEERE 26 rescue(8) o

/root/ root MRSEHVK B &k o

/sbin/ LB ¥ (Single-user) K Z{# F# (Multi-user) £
BEAMASGEAVEHETA -

/tmp/ MREFES o —WmE > ER 2R /tmp NIRRT
EHIERRR o TEE G LB RS A ERE (Memory-
based) HIMERAGHEE /tmp £ o BLFHEFET
B tmpmfs FHRARY rc.conf(5) FRIFSHBIER HE5E
Ao (BiRTE /etc/fstab WNHEE » FHIHHESH
mdmfs(8)) o

Jusr/ FERM A EN T ERER - EHRSFR
FE o

/usr/bin/ WHIE - PIEITE -~ EAWE -

Jusr/include/ fZ#E Cinclude 52 -

/usr/lib/ AR

/usr/libdata/ Hin & T HEAERHE -
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B3 AL

/usr/libexec/ A Daemon N HRGTHEN (i H AR
1) e

/usr/local/ A2 BAT AT ~ IR SRS - AR -

72 FreeBSD Port ZUFERITHRAZERH Bk > /usr/
local AHJHGRIMERECER /usr M[F > FRIEESH
hier(7) #ifA - {H man HEk{FISL » TR EETE /
usr/local JEF » JJE /usr/local/share - Jfj Port
Pz £ A SCAERIAE share/doc/ port o

/usr/obj/ TEfm=E /usr/src H kiR B2 £ BOAH B 2% B A -
/usr/ports/ FreeBSD Port E{4 GEH) -

/usr/sbin/ F i I & BT 547 Daemon [t RAF T H. o
/usr/share/ HHBE BRI -

/usr/src/ BSD JF 4R (8 BATHMHERY) -

/var/ RS TR BRI HEE (Log) 1% ~ FRIFEKETIRFAEAL ~ 51

ENEER U4 (Spool) 1EZE - AIRHE » LIACIERESs
HLf (Memory-based) FRE S AT EHMEE /var o
TE LU= A7 i varmfs AHBEY re.conf(5) BT UK
HESEA o (BLESE /ete/fstab  AGEOE - MBI
#5525 mdmfs(8)) o

/var/log/ HIEA S #A H 5k (Log) 1 -

/var/mail/ B P E 4 (Mailbox) #E2E o

/var/spool/ FHEENFAR ~ H4: RHHI4RME (Spool) H &% -

/var/tmp/ MRRFEZR - EEEREEFRBEEDERYE » K
3k /var 2B Y LLEC IR RS B JL A (Memory-based) Bt

/var/yp/ NIS %} E o

3.6. w5 B 20 4K

FreeBSD FIZRSZILIE A B/ NEMHLEIERIIGHE T o EEIGHE R NFZ 0 » FrLldi readme. txt
README. TXT 2 i il N[RIFIESE o FreeBSD Slfi AN A4 (txt) FRHIBIE & —EREAME  SUFEER KAl
FRRUARE S -

BRFEHRER - —EHESRFAREAETESR - TR EFEAEESR - Bk h T D& H A
HYE Sk 5 AT DU AL P g R B 8k DL R BT 2 -

TR B Sk BTE R FE A IR B 8288 > KRB EIERERSSE () 2 BEHFEN - M E
RO o WIRIE —{H H#k foo » #HEA —{H H #kIUAE bar > iE1E H &k XEE T —{E0Y readme. txt [
% PEEEERENE S - SE SR (Path)gt 2 foo/bar/readme. txt o £ iEH Windows® Fizk
SrPRtE B B SR R (E AR \ “N[F] o H FreeBSD 7ERRAK b it AN A RARREAR QR ELADRERG S 42 78 » B
& » 7£ FreeBSD | R&rH A# A c:\foo\bar\readme.txt EFHEEE o

At MIERHTFAEMREARS (File system) 2 o BEFERAGIMAME——ERK LR E 8 > MHEARE 8%
(Root directory) o SR1Z/EIE(EIR H # T H A BEA HALA B #% - Hbh—EERAR G TER AL
(Root file system) &l / » HA AR S R G S (Mount) 7EZIRER A Z T > IHTE FreeBSD 45 £ /M
fikE > BTE B 8RER & BRRZ LR —E D -

B A AR RS » S BIMEA B K Co FAMERFEC S WM E &k » 1 AL, A2 (DLILEHESRS B,
B2 J% C1,C2) o
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FARRAR 48

WA BEEOEERS  WREA 5O) L BHEWBESROAR > EFEFIWETES 0 ALK A2 QIFAT
VA

—EE R AR A U B B S EN S — AR AR L o Kt - EEE0E B #HEY AL E - AIIBAYIR E #%
HUBAL T AL > TIAE B 2 T HE(T B SRABR I RE 2 i
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£ B & B2 [H §k OB R S0 JEAR FH A /AL/BY BY /AL/B2 A BEZER| o T JRICLE /AL FHHE
WFRIEGE A > B F B BEENHEL (Unmount) 1% 71 & P JEER HI 2K

WA B A2 2 b o RIS

ZZ @y i ik

KE B

iSs
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L

T REEAS 535l R /A2/BL [ /A2/B2 e

WRAR AT LUEME R R AR B8k b o SEEZ BRI - CHER AL AT DUMERE SR A4 B () B1 H gk
Z L mEpTR

66



= 3. FreeBSD JLpft

B C EAREE AR AL Bk I
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T LU A B — A — (A REOIRME R AR T NS H AR A - ERE RN AFEE -

* RIFIRIRE S R GTEH L RIRHE AT LU A F Y 2 % (Mount option) o BHEIAGET » Ky sREE AT IR
TR RGO > DU N OMIBR B Mo B RIS o A& TR ARIRER R4 (54 /home)
JESL H A AT LLEAMR 1 nosuid A2 BOHE - HGEIE R IR R SR R P ETHERY suid/guid (77T
KRR TTRAME L

* FreeBSD & HENIRIBE MR A 7 AR M ERERECE SR - B - —(EERE/IVMESR - BF
BN R AR A BEBRROEROERARLE SN &L - WREAFE—ERIERAL -
EER B T e

+ FreeBSD IR RGTEBBMMREME o AT » FXLEENRRSEIA TR RGGREAR
o SIS BN R R AT SE  LEAE B > DL I T AR IR O
Bl [ -

© ERARIANZEER] o B IEAEE Y75 FreeBSD FIIFIEE T —(E A/ » AR ACAABIL S RINA -
FERAF IR MREEGE - BLEHHER AN EFTEL BT R - R [EIfE R -

2 EC:
FreeBSD f] growfs(8) 54> AT LI X B L BR ) B A SRR R RARA RIS

RREAMIEE  (Partition) o [}y  FreeBSD JKEE UNIX® ZifE > jEi#fy o A1 —k
RENEIE  (Flan MS-DOS® ) AR - HE—EoEA—ERE (FiH Fr- a
2 he BESEARSE EEZEAL  FHAERTERRAR - BRT HAZERASNE HSER R
G » AT DLGE A 2 R A ST 0 B AR -

FreeBSD 1 & {i F i == [l (F 2 2 #AZ3 ] (Swap space) AR (it i #ERC 158 (Virtual memory) « JERIAHY B
T RUEE LB ZARCLIEES o & FreeBSD HURCIRRE M SEHII % » B & 1E— L HETIE M 2IAY B RIS 215
2 RRER IR REEE % (RIS AR 2R -

Hb iy o A AR IE G T
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7 | 1B Bl

a B NS IRIER RS

b I AR S

c i AR R YIEE (Stice) » UL A/INE BELE FTFERY IR —HK © i& Al T 208
BED)H RN TR (FlnERESRETR) fE ¢ pE E#IT - —BERSHAET
TR AGE A 5 [

d ol d BREARENAREER  BECENHEMEM o Fro Bz d —Rayor B -

7£ FreeBSD FfARE & 73 &I UEUELIEIE (Slice) » WI[F Windows® o fi4si 1 2 4 Fompy & [E - 5%
& H B R - BESEASERAS - BE AT ERER -

PIEIRBAVSSRAE R B A RRE > FELL s BT E - RIRKE 1 BIIGMST - Bt “daos1” Z45% —{H SCSI fEfkk
SR —EE)E [ - —(ERERR & AR TR B RS )& & - (527 EAS U &) 15 e il B A R @ )51 o
T LT A )] R AR SR & 1L 5 BRYG - PTLL “ada0s5” 255 —f{[f SATA fififle I 55 —(F AL EIHIE o [RlitA] LR
WEL R R GUE R4 E (Device) b3 & & B —E I EI & -

DIkl ~ “fekR® A (Dangerously dedicated)” i) B BE RS LUK HoAh /A & 43 #15 (Partition) FORERRAD & LL T
aB|hARFR o FREGHAKELWAVRE » FIH “daoca” 25— “dangerously dedicated” ffiith da -
iy a s)EIE o i “adals3e” RIl2 58 —H SATA TR |58 = (& 1% R A TAE 57 &

RN > AFTAT ISR AR R B AR T - —(ERARRAY 2 R — (B U R R (ARG - 3 e
—(AFTRIE R — R ERAISRIR o NEUIEIE - BERAISRIRIE 0 BAtA o & RAVCHE I LA 4% 3.3, "k
BRECE A" o

HES W —f 0 BARHE - FESUEE2RE s - DFRMIELL 0 BT - EFITU2E & 312
HERR ~ DIEIE R Sy A A EE T o

#f3.13, "HITROBESEAE” RE T —EEANMERLE - HEHSELEY -

LR FreeBSD » fUM/E e BRITRAVIIEIR » HEE M UIHIR S 4G FreeBSD MR - RIRTEELE
DEFETERAR (BSOS R E EEE L R AR

FAE 3.3, TS B R

(s Sy bl s Sy S

SATA }; IDE fi#iff | ada 5Y ad

SCSI F@ifttEi USB |da

R

SATA B IDE CD-|cd &% acd

ROM JtRiH

SCSI CD-ROM | cd

(E3):

R fd

L FEJEfENEE  CD-|med 3% Mitsumi CD-ROM L)}z scd {{:3% Sony CD-ROM JEREEA%

ROM St flfidk

SCSI i % 1 sa

IDE figi 51 ast

RAID {5 ps &5 2 aacd X35 Adaptec® AdvancedRAID » mlxd & mlyd {{:3% Mylex® » amrd {35 AMI
MegaRAID® » idad f{:3 Compaq Smart RAID » twed {{:3% 3ware® RAID.
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HI 3.12. {ERR ~ DIF N o3 1 i 44 EE A

e B
adabsla 55— 1 SATA Tt (ada®) - —(H I (SR —(ET @) -
dals2e 58 {1 SCSI AR (dal) |58 — (A& (s2) A LM 712 (e) -
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#if9] 3.13. BERRAIHE SRR

IEE | FE 7S FreeBSD AE B £ AR TR 58 — fIf] SATA AR N T AC B - BGsUE (R RRAY 7 B 2 250 GB »
i HE & T —E 80 GB HIPIHIE K —{H 170 GB ffH|IE (MS-DOS® fysr#llE) - H—EL)#EE
Windows® NTFS H5 R4THY C: RERRNE » 58 " EAIZC4E T FreeBSD o AR#ifi - 27 4Ef) FreeBSD A U {F
Bk N — R oy L

EPUE AP —AEERL - o a BIRERAK ~ 2 d & /var/ ~ JplE e & /tmp/ > Ti5y
& f o2 /usr/ oyl 7Bk ¢ FAAFREEE IR » FILIAER — B A -
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250 GB Hard Disk: ada0
Slice 1, Windows NTFS, 80GB: ada0s1

Slice 2, FreeBSD, 170GB: ada0s2

FreeBSD partition a, adaOs2a
mounted as /

FreeBSD partition b, adaOs2b
swap

FreeBSD partition d, adaOs2d
mounted as /var

FreeBSD partition e, adaOs2e
mounted as /tmp

FreeBSD partition £, adaOs2f
mounted as /usr

3.7. BB EH B R RL

HERRAGE R o / SERBHR » T /dev » Jusr LUK HABZEH B #: T B $Rub5 28R » s LR
FHEYORE S 0 5 E /usr/local % o

F R R R A > B &l — L By BBEARRIAERASR L - W /var G& TAREEME AR log/
> spool/ & H UL A XAV EE o ICRERASEDWHARBR AR EE EF - frolffitde
P AR /var g / iy AR o

A—EHE AEER L HEEARER AR LR E © BEEREARNTRSERURE L - B2
AHRRIE SR R 4T (Network File System) 15 R 2% i 28.3, “HHRRIEZR R 4T (NFS)” BLR LR -

3.7.1. fstab 4
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{i# F§ mount(8)

7E /etc/fstab #HEIHFE AR R GG TERME (5 12, FreeBSD FETEF) iR+ B BB S (BRIEZM
KAMREBIN L noauto 2HD o ERABMRKAT

device /mount-point fstype options dumpfreq passno

device

EFAENEELH RSN R 33, "HIEEAE -

mount-point

TR AMEHEEIN B B G% B BB o

fstype
R RFUEA - 5 R EH4 mount(8) [ 28] - FreeBSD TH AR RATAE ufs o

options
AT AT 5T (Read-Write) (RS R R 4L A rw » TMERE (Read-Only) (R R AERIE H ro » 1R 1H 7 ZR AT LL
DI IE o % FLARIAL noauto 2 FIERELRBIMSIBAE  E BINOHIIOIZ RS - HiBET2
[ mount(8) ZiHE o

dumpfreq
dump(8) H I TH B PR E P LA R R AT EMEE o WALER S AR R TR E -

passno
EEHEBREERATRENIETY - HNERRRENERRR - B passno HEFHF - RHE
EARR passno (HIER A — (HATELTAHMAEZELRE) - MHAMEZR RGN passno (HE
ZERB—K - HAZAERASEGHIFR passno (g » HI fsck(8) &3 FATH (AR AT REATEE)

TR /etc/fstab HEZERE 20K SRIENY B AT E 2 B fstab(5) FiiH {4 -
3.7.2. {# &) mount(8)

mount(8) 542 E R EERRF AN - ERMRIER KT ¢
# mount device mountpoint
£ mount(8) ¥ A &3 — AHENEIE » il A EEL

-a
18 [etc/fstab #RE FT A R G WL ~ 1R B BUTRORL /ete/fstab T HiZ A A -t HEBRAVIE R RS EE
EE o

HATITA VBN » (ERAEREFMH SRR (System call) o SE{EEIEM -v EECEAAEH
mount(8) 1§ FL i BB ERFRIF ]

SEIHEEATGFIERAR (k) » 20 AAGRHIBIE R AR GEHE R R AR EGRRENRE 7] 77 B
FMERED

FAMEER T B R A o B EREAAE -0 3BHFEE ro 2HER A

-t fstype
AR A G BEAHEIEE R AL > SRR -a RIER AR EIE C R BIER AN - HR
AT R AR GUETY Ry “ufs” o

-u

HHTHE R AR SR
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-V

BURFAE -

-W

DU ER R A EE R R -
-0 RIAR T & 58 LUE SR PR 281

nosuid

IIRITHE R R4 LY setuid oy, setgid FEAR » Bt &—EE A H 14 2381 -
3.7.3. 4 J§ umount(8)

FOREIE R ARG A umount(8) 154 o RZIELHE—HS BT LUZHEE, (nountpoint) » SEEXHE » L

K -a Bl -A SERIH o

o0 - T LASE I EIE - o0k -v A2 S BUREEA S o BB R —BAGHA - AN EE - s E
HERAAA RSN ERNER  EREERARNRER -

-a fll -A ZHIACEIE TR ORI R A > AINE R LU -t 545 HETEA 2P R AR - B
ERE -A M E B E AR R A -

3.8. #2 52 Daemon

FreeBSD 2 —{f % THIMERE AN » MBlEHAE R — R H AW LIS — (R o &8 EAETER AR
2k MR F (Process) o #X T HUEEIE S H £/ D GHE—EFIET » TAHLRNET 2 — E7EH LR
RIIEHEIER o

B —EREFEA —E % — 2 A8 i 2P 1C5E (Process ID, PID) » if Ht g R —1 » B —HEFHE
PERE MR o B E MR E AR F G E B SR s B g (MR v LGRS Y (BT A SR 2B
R o REHIREFEE R o WEFRFEEERFIRER - fin « % Shell @ \$5% » Shell
ARG — R - TTESITRR S ERT - S—EHEET AP T #E Shell - H—
BB RIREFF AL At init(8) Z{E IS » 7£ FreeBSD FHHEAVIR init & BENIMIBEIL » init AEEE @R
7 > FrLUfey PID —H AR E 2 1 -

A URE ARG B — BN BRI > TR FEBR A BT IR (L 1 H B B AR S ) AR o
Flans - FHEARSERBECBEE T EHMER » EEEATEEMAEMRE - A4 RELER
— s EE R S —Ev AR R E A A AR R o FefHEE A2 URE{F Daemon » Daemon — f&
HA R FAAE - MPBAE IS RS SRR - MPE T e AR - St
&7 BSD (U HEY) » R — B E AR E2 =GB REE NER IR R -

3B H AR E M A Deamon BT HIFE R & F 1B EEFE I1—{fFHF “d” o BIND J2 Berkeley Internet Name Domain
HE%S - (HEER EPUTHIRE R4 R E named ~ Apache A8 H fAlfRas AR N2 T2 httpd ~ 175 =0ED %4
#5 (Line Printer Spooling) Daemon /& lpd » {RIVIEME o (EiE @B HE A » R FREMERE » 20 Sendmail 3=
FLA 25 {= Daemon ZNUf sendmail i ANE maild o

3.8.1. ix LA 5

HEARBITHRIRR - AMEAEAHRESH © ps() LUK top(1) » ps(1) #5842 FIAF H IEAEIT 2
¥ » T E A LR EM PID ~ A T 20500 - SUTHIE S AR H B 2HEHEES - top(l) 5
L REBURITE EFESITIORET » I HERbE R —k - B En] B0 BE SR B TR 1 -

TETERAEIL T » ps(1) $84 R G BE/R(E & I A RIREST o i :
% ps

PID TT STAT TIME COMMAND
8203 0 Ss 0:00.59 /bin/csh
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BT

8895 0 R+ 0:00.00 ps

FEE MEFIE T LB S ps(l) Al H 5 Bl % EEAL o PID w2 Rl A REINEFCHE - PID B9 2R
1 BAtE—EF] 99999 » AR M SEREE X F BRI EEF GO CG&#Z PID CAEFEM T » Al PID NE &y
fiQ) o TT MO0 TR IE EREU7ERRE Console (tty) 01T » 7RSI AT LIS B RE o STAT 2RE=UAUARAE - 1
A LUEAEA - TIME 238 (82 207E CPU _E BT HURF ] —E @ W AN 2 R AR AR IR > R & B AR U T
ERIE - KEMP AR UTE CPU BT R & o8 LA/ SEARE o &(% » COMMAND E#TiE A2 iAYFE <

AR AE AR IR & R DUR A8 BR HAREEGR » Hoh— A YA A2 auxw = a A LUERFTE
EEMEFES AAEEREERN - v ALRBUREFIEEEE AU ERAEDN - x ATl
daemon FRFHH/R AR » 1 ww AT 3% ps(1) BEUR AR F S BAYAR » T AEURDE R M el T -

top(1) WAKLIRIE L - —MRAVBILE BBk :

% top

last pid: 9609; 1load averages: 0.56, 0.45, 0.36 up 0+00:20:03 10:21:46
107 processes: 2 running, 104 sleeping, 1 zombie

CPU: 6.2% user, 0.1% nice, 8.2% system, 0.4% interrupt, 85.1% idle

Mem: 541M Active, 450M Inact, 1333M Wired, 4064K Cache, 1498M Free

ARC: 992M Total, 377M MFU, 589M MRU, 250K Anon, 5280K Header, 21M Other

Swap: 2048M Total, 2048M Free

PID USERNAME THR PRI NICE SIZE RES STATE C TIME WCPU COMMAND
557 root 1 -21 r31 136M 42296K select 0 2:20 9.96% Xorg
8198 dru 2 52 0  449M 82736K select 3 0:08 5.96% kdeinit4
8311 dru 27 30 0 1150M 187M uwait 1 1:37 0.98% firefox
431 root 1 20 0 14268K 1728K select 0 0:06 0.98% moused
9551 dru 1 21 0 16600K 2660K CPU3 3 0:01 0.98% top
2357 dru 4 37 0 718M 141M select 0 0:21 0.00% kdeinit4
8705 dru 4 35 0 480M 98M select 2 0:20 0.00% kdeinit4
8076 dru 6 20 0 552M 113M uwait 0 0:12 0.00% soffice.bin
2623 root 1 30 10 12088K 1636K select 3 0:09 0.00% powerd
2338 dru 1 20 0  440M 84532K select 1 0:06 0.00% kwin
1427 dru 5 22 0 605M 86412K select 1 0:05 0.00% kdeinit4

i A B RN B (E R Gy - BEEH (BT RATEONAT) BUR S0l —@R2FH PID ~ REE-FHIEE (RFEICHE
JERHE T30 ~ ARG (B LIREFBI) DU BRI o 7ER SR mr HAL B T 00 Bl 212 4
HZ/PRFEERT - B2 BRI E ST - 2EERRD LT 2 PERHEARFR CPU
RRE L o BHEA ZFS HRAREA - §F —17 ARCIRA £ D BRIEHLR R L IR B R P U -

TN ARRER 3 /2 I A MR RS AT RE A > A1 ps (L) iy 9 AR » SRANIFI B - SR LUB S PID ~ i & 44
T ~ CPU TEBMIR R LU EFEBITRITES o top(l) TETHRAUBIL TR G S ERTFHET 20 nEEs
o TEZB G AM - —E 24 A & (Total size) » 5 —E 2 HFEH & Resident size)——48 i B Z4RiE (M
JE AT ENRIEEE M - MERAEREEER LzEXEEtmE -

top(1) 4 2 B e HEIEHBRAR » A -s B AR AR o
3.8.2. & LA

FLELHAT T TR 5 Daemon FHEME—RYJTVAREIR kill(1) 5@k (Signal) - FIRAMRLTE » ALk
ARENES - AEAEE H BRI - ARSI S & & e Rz e UR AN R (5 5% -
& HBEAE54 H CRTEAIRET - R EIRG H AN ARET & H BURIRAS S RISHRR - ME—HIFISNE
root (& » Al LA ESRAREM AR

3% RSB LU % (A TE AT AR - B (B PSR B 10T » (B B R e A3
B » FreeBSD 7 i%—(F “Segmentation Violation” {4 (SIGSEGV) £ 7 (AHRFF o 1184 — (HE A RL st A T
alarm(3) f) RGERT (System call) B 3 7658 — EXHS 2 1 35 o 1 » SIS0 T MOBFIR R LB B Y i
A" 258 (SIGALRM) 4535t -

SIGTERM il STGKILL & i {El & 5% A] A=A AR EARFF © FH SIGTERM HETFEFF 2 LB RS T 3 » RZAEF I
BFSRIR AT LT H TR F B H S5 BR B N At e A AR AT EEMA S 5 A - ARIRAE R I RE P Z B A6 s T
B TAE o RN T2 A AT B8 & 20 SIGTERM » e IEFE M —LENBE AP TR LAERYRS
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SIGKILL Rhi%/H HHEIREF 20 - (3% SIGKILL [FSEATERE | i F R L -

ol P /ETE ¢ STGHUP, SIGUSRL J% STGUSR2 - ELLRLE IS » B RFME AL & AR
ﬁfg °

B - EEHEE T HE RS RO - SRR M E AR ar £ EFEBGRE o EHUKE) httpd &iE
A A Al e R (5% AR5 — B ] > e AT LAk STGHUP (S SR CBw EERE » N[R]HY Daemon & N [F]HY
#5% » FTUAERI ARG S6 2% Deamon RIS SCIF BR 2 15 A LUZ B FEBERIAL R -

WBAE 3.1 R E SRR

SE AR 5 7 0 201 13— (A 54 inetd(8) o inetd(8) {3 M L /etc/inetd.conf » T inetd(8) S ZEHiCE
SIGHUP {8} (% 1 Bl U (B A e 1 -

L {fH pgrep(l) R EHMEMLFIRA B ERFF o FEE T inetd(8) 7 PID £y 198 :

% pgrep -1 inetd
198 inetd -wW

2. A kill(1) ZREEE (TR o FA inetd(8) & root A » EIAESEH su(l) YJ#iag root % o

% su
Password:
# /bin/kill -s HUP 198

BRZE UNIX® 55 » kill(1) BT I A Gl B EMTRRE o B AR —EERAEENE
TERE oA RIREY - APERLE BUE (RN S « kill: PID: Operation not permitted e Z&1T#%
PID f5E - APEh & 105 SRR A SRR T - WICRZ AT RIR - B RICEIREA —(EAR (A H Y PID »
It & B F$E28 ¢ kill: PID: No such process ©

B AT A bin/kint P

@ %% shel A RN kill $84 o b RHETE shell & HHFEEE > A
BT /bin/kill o (B0 ARG shell 87 38 HE AR 2 (2 A0 2% o
BEHER A EMERES » Nt BN /bin/kill o

FLAH AR ESRAYEE R AEH AL - BUIR A 240154 a0y TERM B KILL B At (F SRR 2 RERI AT -

HE

A BB B8 I — {18 A 45 AR 5 MR A MR AN (B AF 5 » 4512 init(8) » PID 12—
ERFFAIRIREF o BT /bin/kill -s KILL 1 AU RELE R ZIBANE o B A%
N Return ZHAT kill() Z /7 » 3F—E ELAHHERE TH2E -

3.9. Shell

Shell LT FHLIIS T o] KB ER ARG EE) » Shell BB AREEREIESWEHTEN - 28
Shell th A —G RN H# TAERIDIEE - RREREE - lHRES  150HE - B BRI E

LR A SRR BERR I o GIAE (AR EAEARRE EROBIR TR RES > TOADHE R R s S L R F - FRSE (AR
8 RBETETRT RRY o EETEANS 2 RS 2B AR eI o B AE iR R (AR T RS R T
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Shell

& o FreeBSD B AN T 44{F Shell » £3%4 Bourne Shell (sh(1)) » Bapf BAR[A C-shell (tesh(1)) o BEF L HAi
i+ Shell 7] 44 FreeBSD Port &2 E/E » {82 zsh L K bash £ o

ZLFAWRME Shell ZWB|GEANRIEL o ARAGZ—{E C RRAEGETAT » ABEH A B tesh(1) 527 C-like fY
shell TREGREFIBAS EF o AIRE Linux® g% » REHEFGEEA bash o &—(F Shell A H D
B2 IR - ENERREREARA A EAENEL - LR E0EE shell DERST -

# 5Lit shell ey — R HES HBYHITR © BRI AIR S SRR AT A  SRIRIET Tab # » Shell it
& BB S TR R R B R o BRE TR I (E foobar i football « B
foobar %B@ﬂuﬁﬁ)\ rm foo 7&?&%? Tab %%ﬁﬁ*ﬁg °

{65 shell FLBRT m foo » ERFE WAL S HBRINS - FAE RN —(AIEH &k - foobar
Al football #5A foo BASAAONE/E o 426 Shell AR & BURF A I IF IR - (ERENE
BT R AF LA SR BARS - WA t SRIBTE: Tab — i » 75 Shell B GRR T AU G BN T -

Shell #57—THFFRER G0 TIRIBAAEY o FRIBEBUR LI BB ( (Variable/Key) ¥ ERR(REAFHY Shell
AERIE » (LT HR% Shell FrE ERUIR AL AT LB IR S S > RRIREHRE TH 2 RFIRE - &
f& 3.4, THARSEE RETHRNREEMEEENBE - HIEEREZANAWIGELRTR
7N ©

EHE 3.4 % FlERIE S

B A

USER AN E 4 -

PATH LUESE () FEBIAYHE 8713 - F LIS HITHE AR
o

DISPLAY FREEMIRR S > HIfLFE Xorg BRas HUAERE 4

SHELL H R Y Shell o

TERM i F & AR SEAV O 2 R - R 2ICH B S i T e
IhEe -

TERMCAP FA RS T S5 FR A Th BE O A S B BR B AS (Terminal
escape code) [ &L EHIAH -

OSTYPE 1EZE R -

MACHTYPE R CPU ZE4E o

EDITOR 15 3 R0 SO F SmiE 25

PAGER FRAERFOXFESERHRLAE -

MANPATH LIESE () FRBEf B #5103 - A LU S0 H F a0
& o

TEANE Shell &N @R # B B E FTARE o 7£ tesh(1) A1 csh(1) » i f setenv ZE% EIRIEREL -
£ sh(1) #01 bash R ] export Zea% € HBIERBEAIEEL o LU Eif# tesh(1) Shell Ry EDITOR FREEAHEE
FEEE B 2 A /usr/local/bin/emacs

% setenv EDITOR /usr/local/bin/emacs
HHIRIhBERITE 2 7E bash TFHIE :
% export EDITOR="/usr/local/bin/emacs"

ZREBH DUBUR B BRSSP R - R EAERR S AR B BTN L $ 5T o BHIZGH » echo $TERM
SRR H H BT $TERM HUECE(E -
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Shell AR T TC AR FRIFIRE R » TG HAEIE Meta-character o H Az # LAY Meta-character f& *
Tt ERETHRATHEETIT o Meta-character o] DIFI/EE S 1E 4 » BOIAGL > #i\ echo * AT
s (SR FAHFRIGER - 85 RE R shell @A & * FITHIMEZH echo BURHIZK o

Fy T BES Shell BRI LRFIR T T » FUM AT LITEE LERF IR F T BT C— 8 SRR (\) FoTfE Bk (Escape)
Shell fyi#3% - BE{IZ<H1 > echo STERM & EIH R H BIACHIRAVFE » echo \STERM JIJ & B HEEN 1 $TERM JE %
i o

3.9.1. 4 # Shell

KA Shell Sl BT AR ZIERE chsh 154 o $RIT chsh i & i A BRI B b EDITOR 15 7E A SC T 4
& WRRERGE  RITHRZ vi(l) o 3BEHCShell: Ry Shell Fy5EBERRIK -

B3 o ] chsh -s » ZRE L RE Shell TR SCFESmERAY o FIU0 > AR Shell 5% bash :
% chsh -s /usr/local/bin/bash

=
=]

:{EIL‘J\

@ HiH Shell ILZHEFIH /ete/shells HEH o AR & 4, 24 AR © 148 Port 3
R Port /22K 4R Shell » Flph & HENFI A ZZMERMA o E D - FERA LT
ELMARER GEIF R SR R0 Shell fYBEIE)

# echo /usr/local/bin/bash >> /etc/shells

SRR EFTEAT chsh(1) -

3.9.2. iz % Shell 373
Written by Tom Rhodes.
UNIX® Shell RNREIECHIERES > B —(EE KN TRRERENTES - EFEECrEL - &

BB < A S 15 < 5 EAE — AR OB B AR TR R AR - BB (T REBE A TE SR A A
I » AR —(E A DU SRR BR IR A (-

Shell ST [ 2% — 15 < (8 ) Bl A\ EiX48 5 — IS THEER - filan - ZHEIUsQ) #4108 HE] —(F
e AR HTE A

% 1s > directory_listing.txt

HEA A A BAEE ] directory listing.txt o1 » F{4R< AT LIZEBU A » fl0 sort(1) o ZEHEFE (S
B ATEFTEAEA

% sort < directory listing.txt

WARNEGRHFRESEET L > EEHEAZMAL S — @R TERRE R sort(1) iy i :

% sort < directory listing.txt > sorted.txt

B BB AR G T 35 GBI R AT (File descriptor) AUETEHIE ) &8 UNIX® RATH A
AT - K& TR (stdin) ~ EEEEH (stdout) DURISMESERR (stderr) o F—TEMBERRMIMITE
ARFERIFE - B A\ AT REZE B SEE R B ~ AR FT RESR Ot ARSI - ot R AT e 2 A B R AR
3 o TSR A2 (T AT BE A A2 BT B A SRR R, - EETEE B AR DL 1/0 SRR SR meT - A
0t I AR A o

05 F IE LA ST - Shell REHWGEG HI Bl A\ E RIS IR B E A EEE - 5 HE
S | ) 2 1 A 4B 5 T (Pipe operator) ©
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ST R

UNIX® FEFGGERT > B “” > W] ARgFHa 20 v B ERsE S 5 — @i - A L BHERT
FFFIE L R R DU e A\ ELRAG 5— 81 < - fili

% cat directory listing.txt | sort | less

FEIE(EG]F - directory listing.txt YNNG HHIFR&E L EHRE less(l) » EFEMAAEF KA CHY
BREAD e B A R - RESRAE R B B H T

3.10. T F 53 %
T FreeBSD HHFF £ € W/HB MM FIEEA o FEI » FHEEPR L FHE 2 & F I R o FreeBSD

A BB S T AR AT o AT DUE TR Port ZE{FEA L SEHA A0 I T AR EEAS o

i B 5 B U A 4 AU L ee(1) - R M 5 A0SR RS (Easy Editor) o BERAIG(EALEAMEE - AFMW
A\ ee filename » H - filename {UFRVRKIEEMMIHHINER 2T o TEAREEAS T > FrA MR AT REEL B (F AR R
TRERRA_ETT o HAPRUEARFE () (R A0 Ctrl 82 5 FrLL ~e RSRAYE Ctrlve o ZHEAEW ee(1) » 35
5T Esc #¢ » 1357813 “leave editor” RIA] o MIFAIRZIHRABUOR » SlE S G IR (RS T 2
FreeBSD [F]iF ] AT RETR AR SC FAmERRS » FU&vi(l) o HAhARERSS AN editors/emacs J7 editors/vim Rl
FreeBSD Port ZF ARt o 15 LB AR LA SRAY DN AE - (H2 th HLICERER S  RIFHE S vim 5 Emacs
BHEHRRBEE TELZHIRH

B I TR (S BUN R R T\ R ] BRSO ARERS - B R ARRARER TRE EDITOR 3R
SERBCH 6 3.9, “Shell” FraLHd -

B3N KERKEND
#:8 (Device) —3 AL EIRIERS LA BRAVITEE » EIERIRE ~ ENFRM - BUR KA - FreeBSD Bt%iRFE
H e FIBEATS. (Boot Message) h - 2@ & 71 Hh (MBI AU RERE 45 B - BAMAI BRI A & f7I7E /var/ run/

dmesg.boot o
(AR EH G R E LRI 2B adad Z 5 — & SATA R » 1 kbdo HIfLSRH#E -
7 FreeBSD Hi K & B4 B WA JH % i 45 B i 86 (Device Node) FRFIRME S AAFEL - B LLiE R EHUETE /dev o

3.12. 34k F Mt

f£ FreeBSD i » St SCAF SR RIET I - R PERR LA E A MERIEFMARN T HZE
HAEABRIE LU AT A28 o B LR (BT T LLGE A man 15201 -

% man command

Hrft command A8 FRRARIE S H0 LT o B - BAIE IsQ) BUFEARAE - BLATLAT

% man s

BAEF M AR 2 M EE - BEEHA AR EE 7 FreeBSD i {EFIA LU N EH -
L EHERES -

2. R (System call) B4R 5% -

3. CRE BN EL -

4. HERHREN -
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5. R o

6. WG N H AR o

7. HAE -

8. RMRAMEEEIRIEIRS -
9. RS e

HLBRGEREEEFFER HBERRRE - BEF T > RAANEGHE chnod (FRETES - HRFHE
chmod () FRLERFAY o FEEMEIFNL » 24 HF man(1) ZEHH IR -

% man 1 chmod

AR g A E1E S chmod(1) » SEEER LR EILE 2 F R E EHAVIRIBSERERA - BT
Ll chmod(1) gt @46 H & 154 » T chmod(2) HII 248 A&EHFNY -

HABEFRETF A4 HE » AT DUEEA man -k 2R DARE S = B30 P A 5/ E - A it
% man -k mail

EEe S g R ATE #l A 4 A 2 BT “mail” (U354 o EFFE M H apropos(1)
HEBEM A TE /usr/bin R TSR BARI AT E A -

% cd /usr/bin
% man -f * | more

>\3:

% cd /usr/bin
% whatis * |more

3.12.1. GNU Info #%

FreeBSD 75 37 % JiE FIf2 =82 T B2 H B ¥k B8 & & (Free Software Foundation, FSF) o [ T #/EF 2 41 -
BRI T A A — T B B M A ST SO L info i o JELERER AT LIGE A info(1) $54 B
B3 G 8% editors/emacs 7R 0] 1% 38 emacs (1] info 3 B3 -

ZAE A info(1) 54 » AT

% info

RE S AT b HEENREIE S S ST T o
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T4 2R JERAAN £ Port

4.1. gt

FreeBSD A f# &8 & HY R4 L A48 » ILA) FreeBSD @ fit 1 Fyfdi 2 4 28 = TR R F B BT - F RS &R
) FreeBSD Port Z={1:42 » K FH TR L2 4T # Binary 242, Binary ZE(FER o Wi 7 1A #R R] 6 AT A AO LS
AR B AR A AR RS

AHSEEE B TR

* Binary Z /{428 Port f{J£ ]

WA HE] TR HE T FreeBSD fy 5 = T #iET

* A pkg EEL Binary ZE{f: o

 WMAREAK H Port ERERATER = IKEE R AAHS o

AT EE] AR B LRI RAGE R L RIRRIROE ©
© HEEE AR R

4.2, 523K 3R R
S T UNIX® 45 45 = T - 4 S IR
L #8030 T BOBEE > e P BELUS IARS S Binary Hea g (7 -

2. ISR o BmAEZUER & tarball 3 LIFR=UEE4E » 41 compress(1), gzip(1), bzip2(1)
g} xz(1) o

3. FREI(IFY INSTALL, README 5% doc/ B $RiE T (A S BIRE AN 22 $E 32 KR
4. HECEE USIARERORE U 1 A 75 B ARk he o B REE TR BT Makefile F(#ifT configure

Script °
5. JHIER: T AL RS

FreeBSD Port ;2 #5555t FI 2K B B IE [ IS A s B A2 SN (ERE PPy — RFIRE SR » AHBL Port IUREREE T
HE) N EL - B B > AR R E AL EE

5 HCRS 1) R FreeBSD $R ATSIGAIGK » P RE & 75 24 — LU B IE A REIE B AR FAT -

BESRANIEL > HRTE AR 24,000 {F5 =77 AR TAEPIEIEE] FreeBSD - ERI{TH » ELERAENBE
TR TR S R 1Y) B4 (Package) LR o

38 U Binary /0] {# F] FreeBSD E{F&5 S A& -

& Binary {1l Port A KL » 35 Binary ZE{F8f Port 2R EAIFE - HizlB AR A H
MRAFE U M AR 22 56 » Al BB o g -

FreeBSD Binary & 7E —{HE FIFE 2 A 1A TE G4BT 1016 2 ~ BOEM LIS » Binary B4ER] LUf#
I pkg(8) $5 4 A HE » 1 pkg install o

ESR MRS IR F AR(L - {E Binary ZE & Port 4 B HYMER: - ZLOLAE LA AIRZ 2R AR -
* JEFIREFUE4E Binary ZH) tarball & L R4 R UGB AY tarball R E/)N o
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S

* ¢4 Binary E{FANER BRG] B8 A I T £ ST A I AT A2 AN Mozilla, KDE &f GNOME j&

RO EEE -

* Binary Z£{FNFE BT fif{E FreeBSD 4B AOILAS ©
* HB% Binary ZEHF AT BEAE R 2 RS LT - 8 W & PR BOE I A S F I RS » i Port Sk

AR A R R o

© RO AR AR R B R D RE A B - BBOIKHL  Apache  (HARENFRYAEEIE ] LIE

E o

TERLEAR > AR ER @77 SR A Binary 4k Ghostscript 4 ghostscript J
ghostscript-nox11 fj#E Binary 254 » ISR I 57 %055 Xorg » AR T —(F LA b B0 G2 HIRIE
(538 7 2 A 5] Binary 2544 o

© ERERER RO R ZE 1L DL Binary AR o B REEURS L ZH DR AR 3 (sl FR A4 s 56 FH 2 e o
+ b AL HE(E Binary S{fiRR A - SEREBTE UGS K B E & SRR E
© JRIRRE AT HATRYEHE o

ZLRFAEIBHE Port f R A] LLT B FreeBSD Port ;%3 H £ FreeBSD Port [ & %5 1H

it
O TEZHEAEME AR 7 > #55EEF http://vuxml freebsd.org/ &7 7H Bl i F 2 2UAH

= 3|

etk EeE A pkg audit -F AUREFTA O ZRMEMEXEEE S

=

ANEERE T AR BIER 55 B 40 ] 7E FreeBSD fif /] Binary 2 Port 51 20 4 By P = T RS

4.3. 3¢ 5 #He
FreeBSD -] 2 4R AORKBGE BN 7E NG N » 78 A48 75 2URT DR AR A 2 S Ak Bg -
* FreeBSD MEufiA #EE — I B A SHTE AR B E » 72 https://www.FreeBSD.org/ports/ o a] LI

FE A R BB ) JE I 22 Port ©

" 1 Dan Langille 4EHfY FreshPorts.org » $ k5 BT T Bt FLATSEHEZE Port 22445 FIFRst

B o mRMA(E & AT LU S B 3T A BL LTS B & B Bh AT 35 7R T B0 am A Port gy BEHTEGN

. AR ETEE R AR - AT LUSEEI4H0s SourceForge.net af; GitHub.com #53 » 1% X Ff[A] 2] FreeBSD #guk

mEZEAEAEE EHHHE -

" B Binary B HERE SR B M R AT -
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# pkg search subversion
git-subversion-1.9.2

java-subversion-1.8.8 2
p5-subversion-1.8.8 2
py27-hgsubversion-1.6
py27-subversion-1.8.8 2
ruby-subversion-1.8.8 2

subversion-1.8.8 2
subversion-book-4515


http://lists.FreeBSD.org/mailman/listinfo/freebsd-ports
http://lists.FreeBSD.org/mailman/listinfo/freebsd-ports-bugs
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https://www.FreeBSD.org/ports/index.html
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BT ERURRIR - B Port ] Python % JLflt » e (& FIARAERZ E 1Y Python iR - L6
Port & ZABRRAF] £ » 41 Subversion » K#wEEIEAR » A LM » S G F Rl R AR
KERUASHY Subversion o TESRE B LI ELFF » HRAFFEA] Port HGFEHIEEZIEAREN - Port AJRETE
i FIREEUAE Port £ R AYRRE © A —IK pkg search fifil_E -o A&H H & (H E1FAH -

pkg search SZiE(#f Shell BFFIT (globs) ~ IFHIFI/RIE ~ MRsiiE R E PR H M HAMAZ - FEZHE
ports-mgmt/pkg Bf ports-mgmt/pkg-devel 7 1% » A 2% pkg-search(8) LIEE B Z L4 & -

© 5 Port BHEET A » HHUETTIE R LIER Port SR MIARAS o ZHF] Port 7R E - FIERA
whereis file » Hrv file EEZZFEIER :

& > toafff A echo(1) :

AL B EBURE TEE /usr/ports/distfiles  HEk LM R A MEIFAIHESE -

© F—{EJ7IERAE F Port B4R AR A BRI AHEIES o B A RATIRER St od B /usr/ports K%
4T make search name=program-name > E.H1 program-name f{FEHEREEHZTE o LGS 1sof :

Fem

@ AR S G A RIIE AR EN - 5 HHEMSIRHTE  INDEX 1 » ATedT
make fetchindex 7 &L ETANZS|HE o & INDEX FE/7LEHF » make search J5nJ#i4T
AEORHIE S ENE -

“Path:” tt47/0% Port fFTTELL B o
EARBEZEEL G > ] ff ] quicksearch ThEE :
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{# i pkg & 7 Binary £}

# cd /usr/ports

# make quicksearch name=lsof

Port: 1lsof-4.88.d,8

Path: /usr/ports/sysutils/1lsof

Info: Lists information about open files (similar to fstat(1))

EERITHE A RE RIS - £ make search key= string B make quicksearch key= string Hr
string ZBEHBHIILT o ZOUTF A LUE—FR O AUEERE ~ SIRBOEIKREN: - EONTE BAE UAY A4 RN T LU
2 Bk € EREAHBARY Port e
H i H] search B quicksearch [ » #FRAYTFEHADA/NE o 5 “LSOF” & i3 “Isof” A AR HO%S
=,

4.4. i¢ 71 pkg % 2 Binary £4

pkg EF— R EMEH TR AARAER LA - RHFF L DB R Binary E{F B R TE -

¥t HAE S FI7E FreeBSD $ {3 b FH 56 4w% Binary EFHIuL & » (] pkg BHEMED 24 -

(B2 » BB AR ZE I AR S ) H CRIME SR SRR & » A& 2 Port HI T A, -

(R % pkg {EREE B Binary E4F » B LUNBEE M5 (X Port BT R » 586 T R ] lIZRZ4EAK H Binary B
Port (L[S - T pkg [EREZ4E Binary 51}

4.41. B451% 7 pkg

FreeBSD Ni&i% ) (Bootstrap) T.E A HIZR T #if: %4 pkg J HARIEFMit o 518 T B @#%F17E FreeBSD R/
10X Z 12 A -

=7
=]

@ FE
AR FreeBSD RN RZERE BV EIFET » BRI BTG ES N http://
pkg.freebsd.org/ » B RTIERAIA » WEBGE IR Port BEff&EEE Binary Bk %8s

pkg °

FErsE) (Bootstrap) RATFEHAT ¢
# /usr/sbin/pkg
T8 v R SRR A B AR UK B AR B D7 TG

AN > BLZ4E Port 44 » RIVHHT ¢
# cd /usr/ports/ports-mgmt/pkg

# make
# make install clean

EF R ERR pkg* TRRIBTA R » W7 &R R HBRTRIRS S > AN TR A S AE A 0
WERFIBAVEN - pke TRFER - WHERITLL TR B BB B IEE IS U B2 B ks =X -

# pkg2ng
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= 4. EEERRER, « B{FEE Port

=z
=]

R
@ LRI A 11 R 2 HRAT AT 55 = 5 SRR R e AR OE (8 P BR

B
A EESFREERR - — BEMFERBE R pkg B > BR pko_* THEBIZHE
M -

=7
=]

S FE
B ERL R AN IR R A] BE R A AR A RO AR SRR - B B RS Y
EZRE > BIEAIL - 1R E 1EEUT pka2ng 1% B2 s D B S /S B » B E R
RIAE F B EH 20 8E o

T TR FreeBSD Port Z (- B2 @i Frai BB (1) & 5t i 2] pkg M IEBE AR E & RHE » FreeBSD HiUA 10X 2 Hi 7
FLE /etc/make.conf fALAT :

WITH_PKGNG= yes

E# pkg & {#/i] FreeBSD E (& (Repository) i) Binary Eff o 5 ZHUSA BlSE B 3T B R R ERN &
il 0 32 i 4.6, “ffifi] Poudriere S B o

HoAth pkg 3% € HIEF AHFE 2% pkg.conf(5) o

pkg ) A V£ A AT 7E pke(8) #RAEF M A INE AT 2 BT pkg JREUS o

1H pkg 154 S BUH R ST - ZEHIE pkg install FURRIEF > AIBUTLATHRS ¢
# pkg help install

# man pkg-install

7 EE R BRAGED (1% ER #E (6 F pkg BT AIRY Binary =R AR - BERHEIRLS T HREZESH
AIER - 5825 182 HIR I B 1 E - DUBUS R4 B e 2 8

4.4.2. FATA W &2 K £ 06 KR

R EREAERREFENALEBIIT pkg info AR » HHUTHRIGE LB #EFIHIEEXR
SRR EFRRA

N » HEE L LR pkg A ATHAT -

# pkg info pkg
pkg-1.1.4 1

4.4.3. 53 A TR A4
9245 Binary {4 7] (] Ll F 364 » Hof packagename %% 4R 478 -

# pkg install packagename
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THREZEE

TE M 4 (5 P A SR B BB AR 8 B LA IR RS U B B (R (TR S SERUARAR © flan » BE2 48

PRI DL SRR R R BN S A A TR EMEETES

AR EREMF AT LUE pkg delete FEEGRR » 4N -

4.4.4. i E 5 S
BATUL T 482 » T C 2R E AR B R

TE TR & U B LRI B R R S RIRROA » PRI SR T a2

4.45. % H O 2 A0

TE5 =77 M8 FIRE S P (B A AT BE & BRI - Bk E et > AIEH pkeg WEEROTEZEHRM - 2
BRI R AR A M 2 ANAIRTR AT 3T

4.4.6. g #)#5 R TR B4R 1R
Bobr— (& AT RES & N A EREEARARKENS - ANEFERARIKEF T LUER LT 154 BB HERNERS

|$

o]

6



B4 AR « B4 Port

Packages to be autoremoved:
ca root nss-3.15.1 1

The autoremoval will free 723 kB

Proceed with autoremoval of packages [y/N]: y
Deinstalling ca root nss-3.15.1 1... done

4.4.7. FREMHEH R
NNEFHEFEERLR > pke B HCHEFERER OIS > HIhREHRZ IR -

R
it

TN
@ B(EEMN Script  BYELEERERZE  periodic.conf(s)
daily backup pkgdb enable="NO"

SR F SRS ERHER# (D - FTHUT LT 1520 /path/to/pkg. sql A VAL E -
# pkg backup -r /path/to/pkg.sql

~<.

TR
@ 5 R IEURT AN Script 7 28 1 5 4 00 TR ST SE RS o

EFE) ) pkg BRHE > AIATLL T84 » WL /path/to/pkg. sql 7y E R 224 T ELAL & -
# pkg backup -d /path/to/pkg.sql
4.4.8. % ki@ aF 09 24

TH# pkg & fi# 7 Binary E{H7E PRI H $# 7€ #87E pkg.conf(5) 7] PKG_CACHEDIR » HUr{ & % & 4410 E 18
A% o BUEERREY pkg B RE BT A SERTHI BN - 5 EAEERIE LR Binary 24 » AT

# pkg clean

FEF DU 484 IS 2= e BRA R AL :
# pkg clean -a

4.4.9. ¥4 % £ Metadata

f FreeBSD Port Z={f8 i HHIEE AT BE & KL £ ZRRAV IR » BRPOEERIE AT (M kg MRS AE
WEMAIR - BARF A » Fi4n lang/phps ¥4 % lang/phps3 [ it lang/phps 7t 2 1% REMRA 5.4 -

e e 117 R S DR L 3 T = K
# pkg set -o lang/php5:lang/php53
FE—{E i+ » ZEHEHT lang/ruby18 % lang/ruby19 » AIHAT

# pkg set -o lang/rubyl8:lang/rubyl9

ek — AT - FE K Uibglut AR A AR graphics/libglut Ptk graphics/freeglut AT
# pkg set -o graphics/libglut:graphics/freeglut
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fift ] Port 4R

TR
@ HTEEUREHRIFEZE  REERN—HEEEENZEEN » JGEARAE M [F]HE
FEBUZRRZRIR Bk B 4 MIREM » AT3IT ¢

# pkg install -Rf graphics/freeglut

4.5. i J§| Port 24 &

Port ZE{FELJEAE— B (] Makefiles ~ (B4R S fiifitl 56 » 45— AHIE LUl 58 7] F 2K A B 2048 AE FreeBSD B
—fE R - EIRER—1{ Port -

THEX » Port BEFEEFETFAE /usr/ports BT HER N ©

2 FIREZUR] LU A Port Ms 2 B » A67H L %04 Port R4 o J51E 7 4% FreeBSD IR A %0 4¢ » AT LUFE AT LA
NHARET R

1@ FE 4.1. Portsnap J71E

FreeBSD HEME R AN & Portsnap » i5 & — [ 7] FZKEUAG Port {52l B S PRis i) T2, - seidt i 2 8t A
FEAEME A o T B E#45 5] FreeBSD AUAHYYE » BRAER 6 > A% T & Port BHFENTIIER - Z&i8 2
SRR SR AT O T B R A o
1. ETEEE4EA Port £ B8 (Snapshot) | /var/db/portsnap :

# portsnap fetch

2. EEE—R¥IT Portsnap FF » BLLMREAEHRIEE] /usr/ports

# portsnap extract

3. FESER EaltE — ki ] Portsnap HUBHEZ 1% - {H1% AT BT LU TR LA HT /usr/ports

# portsnap fetch
# portsnap update

i f7 fetch Bt n] [FIFF#4T extract Bf update 1]
# portsnap fetch update
JEFE 4.2. Subversion J5 %

# ELHIS B £ B Port S » S A HhAY 8 B 5 B A8 o W] DU Subversion ZEE1S Port E{44E o ¢
$:3# Subversion Primer #CE{18 Subversion fEE4HEHAH o

o)

L WW/HZHE Subversion A R FIACHLH (Check out) Port f5f o 3 CLf77E Port ffRUMEA » A 7 24 %€

Subversion :

# cd /usr/ports/devel/subversion
# make install clean

o VAR Port £ » B AR fE ) pkg BB EM: » A A E ML Subversion

# pkg install subversion
2. HUH Port IR :
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4 LZHEEAREL B4 Port

# svn checkout https://svn.FreeBSD.org/ports/head /usr/ports
3. EWE > (£ Subversion I 1% AT L T 454 i /usr/ports

# svn update /usr/ports

Port Z{F8E & A FAFEEE 20 H #% » BEBIRTHF BRRESEEARER - BN S EEH
2 5 7 FreeBSD A1 A 4 B 2 42 AR sUR SR A B FI 2 =0 B BB REAF: Port Skeleton » 4 Port Skeleton &%
ALUMES K H 8% -

* Makefile : P35 FIZREH A IE FIFE ZC B AN (4 ~ BB EIALAO Al ) -

* distinfo : [A4aE Port WA JH T EAIIE 22 R LL BRI (Checksum) o

- files/ : WH RS A MR L HERENF] FreeBSD WM o 1t H &k th AT B8 & A Hith F 24z Port
AR -

* pkg-descr : fRHEEREFE FANAIF -
* pkg-plist : Port ZEHIFIAIERTEE - thFIKF& 53 Port RAARRR ST ZREERIL —LERE SR

#b oy Port 54 pkg-message mf FLqth i 5 F A BR B IR B0 o BBV 15 LEAE SRAUREAI AR - LU Port 1
1 ZEA] 225 FreeBSD Porter's Handbook o

Port FRilfi N ERRAYSSUGHS » B % distfile » fEfwsE Port REAKHNG & HE) T Hi00EIAHEE] /usr/ports/

distfiles o

4.5.1. 2% Port

THEEMENEEUAGER Port EAEEACEEE  BEREEEIIEAN L - make WA H RN IRGE R
A AT 23 ports(7) »

i
=

i3

O TEMmERE]  Port BT - FHAMACKUMATZEBOL 7IEHE S Port &
8 o R E =T HREE AR G EB L IR - SRR http://
vuxml.freebsd.org/ T fi# Port EAIRIZL LR o SETEBIRZHEH Port FIEIT pkg
audit -F o WISST LIRGEE S H A7 e tmER: B B i 2R E U E
BRI - RS EZ &l » 3§25 pkg-audit(8) J periodic(s) -

fit il Port Z (MR8 & R A AT I HEARAOAERE - [R5 & 75 2B AR A0 A HORERR -

Bl % HE Port o FEUHL B $RE| BZEEH Port IR - SR1ZHH A make install » 3B H & BURZ4EH0E
FE

# cd /usr/ports/sysutils/lsof

# make install

>> lsof 4.88D.freebsd.tar.gz doesn't seem to exist in /usr/ports/distfiles/.
>> Attempting to fetch from ftp://lsof.itap.purdue.edu/pub/tools/unix/lsof/.
===> Extracting for 1lsof-4.88

[extraction output snipped]
>> Checksum OK for lsof 4.88D.freebsd.tar.gz.
===> Patching for lsof-4.88.d,8

===> Applying FreeBSD patches for 1sof-4.88.d,8
===> Configuring for 1sof-4.88.d,8
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4% Port

[configure output snipped]
===> Building for lsof-4.88.d,8

[compilation output snipped]

===> Installing for 1lsof-4.88.d,8
[installation output snipped]

===> Generating temporary packing list

===> (Compressing manual pages for lsof-4.88.d,8

===> Registering installation for lsof-4.88.d,8

===> SECURITY NOTE:
This port has installed the following binaries which execute with
increased privileges.

/usr/local/sbin/1lsof

#

Usof 27 ELEMER A A BHERTI0RES - I EZRR LR TR &R 72t
FHURIELIRT -

AL shell &% PATH BRIEEECF TS E Bk ] FRYTE S MUREL » A INTEAITHRIE L8 QIR A &R
J& o tesh shell fO{f A1 JE# A rehash HGEFT TR ANHTEE e BER S GE nl (] %5 7E sh Shell A
i hash -r o 3523 Shell BUFHA SO LIS B £ 43 -

LHEGEIE T @ TAERNT B 8RR RN SR o FIRBERIL B SR B A W i = G i D112
F+4GHThR Port IE R -
# make clean

===> (leaning for lsof-88.d,8
#

Hq:
3
I
|
|m
Pand
P
ot
=
pe:i

<s

T

S HRBE Mo (RSP ER - T LIRS Port [f(# ] make install clean -

4.5.1.1. g 37 Port 2%

¢

I

G

#bfn Port fR{kwaEEIE - W] AKHH S AP IE AR R TTIE ~ 22 BIE ~ BUHA AR HETHYIEE - 38
HREABRAG T35 www/firefox, security/gpgme LLJ; mail/sylpheed-claws o 2 Port AHKAIH
Port 5 ] 3% E HEIAR » TR AR in (8 2 R BB AR > Er e AR (FR
ERVEEOR - ERRIEEED > 7]~ EFTAE#IH » HEAE Port skeleton fisiifT make  config-
recursive » X712 F 4T make install [clean] #miBElZ 4E3% Port o

Fer

{# F config-recursive K¥ » & ffH all-depends-list Target ZRIEE AT H E E Port
TEE o HEHIT make config-recursive EF|FTAMIKAY Port ;EIHECER » EEI
Port fEIHEE NG/ HIT - MEE FTE KA EEA DR E -

A2 05 A AT LLE A Port HUGHFRIATE B » LI LA Port Z IR ~ BoPRal H BUELRIH » J57EZ
— & cd jfE A5 Port {1 H gillifi A\ make config o 7 57— J7 %&£ ] make showconfig o fFfg—ffJ7
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24T make rmconfig AEEERFTA W RELRAEE 5 SEEREM EHRGE o BLUITIETE ports(7) A
AMED R o

Port ZAL(E H fetch(1) R F#IMEZR » BRI S HIRBE B BE o # FreeBSD RALTERS K% sk FTP/HTTP
RHFFR 24T » 7T LLEE5E FTP_PASSIVE MODE , FTP PROXY L} FTP PASSWORD A o 5552% fetch(3) /5
TR RN BEIEE -

BB 1 — BEAR SRR A FI 5 » WIAE  /usr/ports  REA{T make  fetch ZRTFEFTAH
distfiles » BUEF{ERLAE T HAMY B & > 140 /usr/ports/net » E(FEERY Port Skeleton FrifT « Bt
fJE » % Port HE(THIMENK » fE53¥HEL Port Skeleton H¥ifTIvIE3 AN T HEAEMKLEH ) 4R Port
distfiles o A]{# f§ make fetch-recursive A& FN&EFTA MK Port 44 distfiles °

TEER VBB > lanE AR SAHSE B ORI distfiles RZ2E > AT{#H MASTER SITES SBUEETE
Makefile FRFETEMY NHEANE o & BRI CHIALIERFAT ©

# cd /usr/ports/ directory
# make MASTER SITE_OVERRIDE= \
ftp://ftp.organization.org/pub/FreeBSD/ports/distfiles/ fetch

AT {3 Fij WRKDIRPREFIX J PREFIX B3O S THA A LAE K HAR H &% » filan -

# make WRKDIRPREFIX=/usr/home/example/ports install

& AEERE /usr/home/example/ports [ Port M ZZ#E A R PH 2l /usr/local | o

# make PREFIX=/usr/home/example/local install

EAREELE /usr/ports Port i ZZ4E 2] /usr/home/example/local o #R1% :

# make WRKDIRPREFIX=../ports PREFIX=../local install

HKFIFE LR HIEH $% -

TELEB A AT UM IR RS EERE » 2 E AR Shell 3 /EF MR EUS W17 3% 2 IR BT B B A -

4.5.2. #rh ek e Port

L5 Port ATLUE A pkg delete f#BRZAHE o (f LIS (ETE < AU 7] LATE pkg-delete(8) #AEFH ] -

¢ E& o Al fE Port 1) H 8k F#fT make deinstall :

# cd /usr/ports/sysutils/lsof

make deinstall

===> Deinstalling for sysutils/lsof

===> Deinstalling

Deinstallation has been requested for the following 1 packages:
1lsof-4.88.d,8

The deinstallation will free 229 kB
[1/1] Deleting lsof-4.88.d,8... done

JE R B RE Port R IR AVIE, » H A L MARMKE Port RYEMIRES » B EMEHHR A > (EfFRRZ 4
AR & A TEE MR IEUL T St B8 22 48 8 P AR A S BB AR M o

4.5.3. 74 Port

PEERFHIERS » Port ZEFET G ABARAVEER AT  AEIIF DI AT M2 75 AT AT AR BB R an 7+
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T4 Port

FRRE D % Port EH AP A » 55 LM B L SFAHY Port £ » (/] i34 4.1, “Portsnap J57£”
Bl SRR 4.2, “Subversion 777%" i BARIIE QAT o 7 FreeBSD 10 BL R HHURRA » B BN RFCELR
pkg » LM THIF54 5] H EAE L 46/ Port A HRLE CLIAMK -

# pkg version -1 "<"

T FreeBSD 9.X BHEREEHIARAS » AT LU N H145 4 51 i © AL 2 41 Port AL Eith

# pkg_version -1 "<"

BE

A EERTR Y B 0 S5 E IS /usr/ports/UPDATING 2R By /8 & 775 HR 4L Port £ F}
R RFE LS - BlERY S EEU%%@F'EJ R N AE T+ Port B n] BE & 75 20 H & T
HOBESN T BR o (IANAE RS ZUR L ~ BB MEAL B R ~ sl B S B oA A A A R R
o FE IR R B 4K Port AHBARITE/R » M AKFRIZ LI REBUT 4K -

4531, 4 di 83 Port 69 T AL

Port ZEESGEME TR ] LETT AR » & T REE LAERL L HE, -
DA K £ Port %8 & (ifi Fj Portmaster BY Portupgrade » IR{EAE8HY Synth AT F -

‘{E/U\
@ R—TE T BB E RS R EANEEIN ARE A - AR EELETRZ
ISt i Bk -

4.5.3.2. i¢ i Portmaster 44 Port

ports-mgmt/portmaster & "] A4 2 %4 Port f/NG TR » B H#F T HE FreeBSD B A% 4H) T
H o AN EARMCH h Port 5 R} EE (# 7] 7€ FreeBSD {i ] » Z{H A Port 22484t T BT

# cd /usr/ports/ports-mgmt/portmaster
# make install clean

Portmaster jif Port &g & s PUFRATY

* R Port : IR AR B ABAHETE A Port AHK -
 EFF Port : RAMIK - (B Port K -

* 773 Port : HHIMK - HHEMCH A Port AKX -

* H{Port : AN » [HIZA WA Port AKX -

T HE A o JEE R B A HTAR -

# portmaster -L
===>>> Root ports (No dependencies, not depended on)
===>>> jspell-3.2.06 18
===>>> screen-4.0.3

===>>> New version available: screen-4.0.3 1
===>>> tcpflow-0.21 1
===>>> 7 root ports
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4 LZHEEAREL B4 Port

===>>> Branch ports (Have dependencies, are depended on)
===>>> apache22-2.2.3
===>>> New version available: apache22-2.2.8

===>>> Leaf ports (Have dependencies, not depended on)
===>>> automake-1.9.6 2
===>>> bash-3.1.17

===>>> New version available: bash-3.2.33
===>>> 32 leaf ports

===>>> 137 total installed ports
===>>> 83 have new versions available

G R AR T BT A RS Y Port

# portmaster -a

T

@ T Portmaster F7EMBRCAFZERY Port RIfEGEM » ERINEEH Portmaster
aMpRRZ Dy - /M -b AGE Portmaster ANEFHEIMERMEDY o IIA -1 AKE
Portmaster FyE#HT - FFETHAREE Port HIR/RENE. o MAFF 2 7 A H {hi%H -
$#HI3 portmaster(8) f R {ETF- MRS EATAY AL -

HTHERARRR S SR o ATAN - f 2RTHR A E AR TR Port

# portmaster -af

Portmaster t ] FI A Z 4B Port £ AR » FEfaE M % 4887 Port BITHAR A A ARMKELAH o Z{E M E (HIhEE -
ZLIEE Port fi it Port ZFEE AL E

# portmaster shells/bash

B £ 75 ports-mgmt/portmaster fi¥& | n] 2 H pkg-descr Ef5 o

4.5.3.3. ¢ | Portupgrade 74 Port

ports-mgmt/portupgrade ;& 575 — ([ ] LU A F-4) Port () T & » 1tk T B & 2245 —% ] L) F 8 B Port (1
B EFTEMMK Ruby © FLZHEE Port :

# cd /usr/ports/ports-mgmt/portupgrade
# make install clean

TR Z B TR - S0 pkodb -F 748 & 28R Port A B 1ERZ 54 [BI¥RHY BT A BRI — 2y
B

BHFTE LT AL AR Port » R {# A portupgrade -a » siE N L -1 S EEGARFDMME

277 .
-
# portupgrade -ai

BTH ARG R AR AR Fr7A A] A Port ®] {# f portupgrade pkgname » JEHEE)E » EAN L -R AT
At e e AR SUT A FR KD Port

# portupgrade -R firefox

##F -P » Portupgrade §5LAE PKG_PATH J& B AR i HN H # i 5 0 IRE: © B4R E 7T BB »
A g N & o A S EIEEAM BRI IRE] » Portupgrade AIE A Port 270 - BHRE 2
Port Z24¢ » W[ fi] -PP » JE{H#IHE & Portupgrade #577 A E 1 1] FIRFIZE L 4 ¢
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Port B RS H]

# portupgrade -PP gnome3

A AEETH Port distfiles BUEM: - (EH -P DB HAEMFERLEEMRY - £H -F-FESE
portupgrade FHE{E TP ACHUS B AT IR 2 &3 o

H Z A ports-mgmt/portupgrade fJ & 3 i 2 H pkg-descr Hifg o

4.5.4. Port sz msat & 1

(i ] Port £t B2 B & IRF Rl VM AR RR 25 ] o 7EAW AR EL 204 Port 58 7 1% » f£ Port Skeleton Hi#fi{7 make clean
ATRRREAFHY work H $k o 35 {# ] Portmaster ZE% 4% Port » Rl HEIRSERZ H ik » BRIEMH -K o HHLHE
Portupgrade » HUFRL1F G RoR AT A 1E Port ZE{FEERYAMEA I EI ) work H g% :

# portsclean -C

BRiLZ b » 55 2 B R IS B TIE R & A AF1E /usr/ports/distfiles o {§ff] Portupgrade ffRfTA 1~
WA Port 5| FIEY distfiles :

# portsclean -D

Portupgrade "] ISR I A R BUE(T % 44 R 47 _ER) Port F5|FIEY distfiles :

# portsclean -DD

FEA 4 HE Portmaster » HIA[EA :

# portmaster --clean-distfiles
THRY - 7 distfile EZEEMIER - S (848 & LT B 77 =X (5 F & RERR
BT LA L#8441 » ports-mgmt/pkg_cutleaves 7] 5 B FEBR AN FE T 2 F 1Y Port o

4.6. 1¢ 7] Poudriere % 3% £ 4

Poudriere 2 —{H{# ] BSD MK RNH ACE L ELHIG FreeBSD E{FHYTH o B FreeBSD Jail A'E
BRI AmERERIE - 5Lt Jail W] LI AR GwEREL H AT FTIE RSN R] FreeBSD RRZANHIEM: » WREIERAT LIAE 4R
amde4 [ A% EAwRAL 1386 [EAVEM: - BHET AR B BRICE F 8 E 77 SR T 2R - EEES
AT HH pkg(8) R HMEMFEE T AMEA -

Poudriere F[f#ff] ports-mgmt/poudriere Z[fa; Port i - HEHHEHE —MEHARTR s/
local/etc/poudriere.conf.sample o fFHl Y FEZ22] /usr/local/etc/poudriere.conf > #glEEHIATHE 2=
KB EAHARE

HESRTE R BT poudriere SiA—EEM zZFs o BT 2AEBN - EHEAT 2Fs - RILEE /
usr/local/etc/poudriere.conf  #25 ZPOOL L) f; FREEBSD HOST JEZ TR —EHIIHIEEZYE - ©F
CCACHE_DIR w[ffli& {i A devel/ccache TR A Lh BE A TR EU Al 38 4% SR el A IO L0 5 BRE o it 32 () R URIS ) A 1
% - #% poudriere R} HE| — (M 32 Y H $k M4 #F] /poudriere W[EEE LT E » HlEEHE A
RAEE RS o

(R B 2 o B M) P AR FE BRI BUIT 2/ (e o A T R AR EBERLIEES - /e RAM iz
2 - HEEECRRRAN R - HiF Jail (VBN ES & (F L HEERR - SRR ERHRE -

4.6.1. 71451t Jail 2 Port 4
TERRE 2 1% » ¥)4a 1 poudriere A2 Jail I H Ffr#zH FreeBSD fifEi Port fif o (] -j ZCHa7E Jail B4 15 LA

Je -v HHEE FreeBSD HURA o 7EHAT FreeBSD/amded [ A 4% AT -a ACHL & ZAH F V4L A 1386 o
amd64 » FHZCE PR (6] uname FTREURAVZERE

# poudriere jail -c -j 10amd64 -v 10.0-RELEASE
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T4 ZHEREAREL B4R Port

TE—&Q BN » poudriere FI{F A% E1E £ Jail 47324 I ASF Port ) Port o FIACE IS LA A A
ST EREAE sets » AJFEZCHE ports-mgmt/poudriere B, ports-mgmt/poudriere-devel 1%52% poudriere(8) H[
CUSTOMIZATION i ACH /3 E 4RI 263, -

TEM R R AR E B T B —(F  jail-, port- LUK set- FFER) make.conf £ /usr/local/etc/
poudriere.d o 7EW&H{I(EFAAEE LR Jail 4% - Port ZFELLK set ZREFTALA : 10amd64- local-
workstation -make.conf o R4 make.conf Bl {EFAIME BREmER I EW A0 AMmE Jail FEFEHY

make.conf o

B ik erifils A\ FI| 10amd64- local-workstation -pkglist :

AT A DT O 2 SR AR
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BUE pkg 7 {# i) Poudriere 1% H

R R B SR

# poudriere bulk -j 10@amd64 -p local -z workstation -f 10amd64-local-workstation-pkglist

TESATHE » $%°F Ctrlet 7] LABE R B BiAREEAUIRBE » Poudriere & 453E1E /poudriere/logs/bulk/ jailname
HRRESE » AT AR H Al R ds A B R S AT o

SR 1% » B EMBIE ] LUE poudriere 1 ZE K% 4 o

EREFE LA poudriere J&H » $552% poudriere(8) K E4Hufh https://github.com/freebsd/poudriere/
wiki o

4.6.2. 3w pkg % 7 3% 1% A Poudriere 5 £ /&

HESR AT AR BET MR BB T IR » (AR E T ERES A - ErLUEmE 7 —(Fzx
ERE A B E T ERE AR SERY,  E5T /usr/local/etc/pkg/repos/FreeBSD.conf (& DL R A% ¢

FreeBSD: {
enabled: no

—

i B B4R (it poudriere FFZREAAE Pk B HITP o 24— (WA E MRS ISR LB H #% »
1% : /usr/local/poudriere/data/packages/ 10amd64 » E. 1 10amd64 Z4mzEANZFE -

1B

EEEAEMFERER URL &£ : http://pkg.example.com/10amd64 » HIJ7E /usr/local/etc/pkg/repos/
custom.conf FFEREHREMHEE

custom: {
url: "http://pkg.example.com/10amd64 ",
enabled: yes,

}

4.7. 2B EEFR

AERAKER I EIF B Port 2248 » Kby =07 B AR AN e 5o iR T BRI RYROE » T AFE <
B DRI Bh e 2 1 AR Nz T A -

© REMPIEABERLZEEIE /usr/local/ete LR/ D—EFHRAEN - B EARE KESEEII
Al i@ T — {8+ H 8R0S L M - EPIEUER R AR A sample 4 » BUEMEEE(FH
EA AT REE M — LA SR AT & RARRITE K - AR SOE M # A B S R SR B
.sample FlfE4 o

o JERRENERMH e 28ER]  /usr/local/share/doc > AL E ARt EIE & L 8EREFT - 4
EF R ERREA R EEE Y -

o BB IE AR IS LURBSHY T T - A BB AR T AT 7R BN AE R /ete/re.conf o jEEEJEAIRE
1 G % 4R B Script £ /usr/local/ete/re.d - FHESE EEENIRES UG 2 &Ml -

=7
=

:/Elw\
S et AR S ELERFIITHIEE) Script » WAETEMIRZ ST TR
FTHE AL Seript » JEEARS RGNV EHE R HIE -

+ csh(1) {1 % B ZEENAT rehash T 41 Binary % 8551 Shell ) PATH o
* f#H pkg info 2T B AARTULEE T APLEME SR ~ RIEF LUK Binary -
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= 4. EEERRER, « B{FEE Port

4.8. 732 483% 49 Port

B ELAE Port MEVENEF SraE ek 224 » A DU DL N TV E R ¢

1. #5 MERERERE B Port IR AREZIEIE » HAEWFET LUEHZEBIERBEIERE -

2. FIRHEE N\ EfUTLB) o £F Port Skeleton [H %/ #i§j A\ make maintainer aY[H3E Port [\ Makefile ZRENE 4

ENBRETEEAAE o FAMEE N BWEEA SRS EME Port () Makefile [ $FreeBSD: —Hk
7 R HOSE AT, ©

EE

@ A —L& Port S AR (B \AEE - 020 BEGRE 4538 > G372 HifdEail A&
B 1§ <freebsd-listname@FreeBSD.org > MR » ZH{ZFD BN TS
FE A o

JUH & <ports@FreeBSD.org > FfrAfERE i) Port FANZE FFF 2 (0 A\ MEE - TUR% Port {1
1B IE B S 3R AR A A E AT DRz BRI R R A — AR AT B (4 - R FIBERFEGE & T2 8

HFF FRIABUHEEIE - 7T LUK 15855 FreeBSD RHE[RI ¥ #351RA (£ ] Bugzilla £2 ] RARE[EI ¥ -

3. BFISIE AR | Porter's Handbook e &7 Port SLREULRSAYSEAN PR » A48 Bt VESH AT 15 IF (ARTRIRAY
Port 5 # 3 4] bUAE 2 F T Port «

4. {KIR ff 4.4, “{# ] pkg & Binary B IR %4 Binary B » B Port 224 o
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= 5. X Window % %

5.1. it

{i ] bsdinstall %2 4% FreeBSD 3lfi /& |5 B 22 45 [ AL (0 (8 I & /1] o AN ZE 5 30 A A0 ) 2246080 Xore » BZ B
PR BEFIRIRREAY X Window ZRAFCHR BLIE A (L ERIT o 538 & S A A ] £ 2] Sl 22 2% L Th FRISE i 19 2
Rt o

EE
@ fRiFZ R g BB E Xorg i HEZERERMANE EHEEREW A EFE2S
http://www.trueos.org/ 443k o

WL A B Xorg TR BIFREEN - 525 xorg 48Ul o
AHSEEE B TR

* AR X Window AR TT A LUK EAFT R A0 ] AR ELE A
AT AN E Xorg ©

o AR ARSI R R A TR A 7 AR U B SR T BRI

* HN{AFE Xorg | ff ] TrueType® F 7 o

© WMTEEARKLAE BB (D) °
FEBRIRRBIFEE T 2 Al R

© THRUTIRER B 4, AR EAIRES © ZE0FEE Port B A Z A FL M SR = J5HCHE o

5.2. fif35
HESR X B ITIFRI B A A SOEE T 3 > WA REANER) o« HEEMAEEARMEEERS LF -

X fA] R 28 (X Server)
X BeREat & DR Ryl o BRA “client-server” 284 o fEMZERE T “X FIRES" TEAHAE - BAE IE
SR EERE L IEAE - 2RSS A BN TGS EHEUR - IRER E#E ~ 15 AV A KK B H AL
(AP ARGER B BIENS) AEa A\ St o SR e g A\ RS [R5 - (R X (8 F pfiesE Bl — AR A ER 40
MM o —MRaRanE DLA "X ffikes” REERSRIE M T > T “XE i A 2EEm R
AT > R LAVEMR

X & P (X Client)
BE X EAER » 40 XTerm ~ Firefox #iE “BFu" - B EHERFRES - fla 0 “SBEES
WEiEE —ERE” o HEARISSEEEE - 0 “(ERERIEE TR e -

TEZRBES NN BERYE - B X fARAS IR X & Pkl @ E R — & B LT o thaT DUE BRIV TR
fis B30T X RIS - WAEHEGE - HESSERI AR AT X BRI - EEEER - X & iR
Z IR B 7R IR AR A AT -

R SR (Window Manager)
Xl AHE SR TS R ~ BB ENE RIERE « EAM BRI E U - BEGE
YR » R T AL » 5% - FE L X BEHS AR REEEEREH - 7]


http://www.trueos.org/
http://www.x.org/

%4t Xorg

RRREEHEEREME - 8 MR EE R ERE AR R AR R
BT HARACE AN - A48 "l # > AR E ARG RIE - T TR
REMUEISNE o 1 E BT Port EAFEERY x11-wn SRR H] -

BEGEEEEA S L ARRBOEES - FEFETFHBAHRERE - AL SEE L TR
HSE AR HIRRE LA ©

HH B (Desktop Environment)
KDE i GNOME F i {E R MR &R A B & T 5w AR IEENERES  BUEAETRES
SCEEEE - BB KR o

ZRHEHSE (Focus Policy)

REEHEEXEERNEENREECK - BEBORTENZ WP E 6 A o R BB AR o
R NGRS BUR Y A “click-to-focus” » sE{EEEF A » 1 FRELEE| O & F G R NEM+
(Active) [REE 7€ “focus-follows-mouse” =1 FRAR IR AT TE AR E (B2 (EF P AORE - HEEE
BB HA R & st /T AU EF R HOMRE » BRI EIRMAE (Root Window) » HIEGRELRAE - 7
“sloppy-focus” #( » REMFVE B EIRAE » (MRS REERERENHRE L IWESAEEEFEAN
PR R A & R E LR E » TAEHERE B BTt & E o “click-to-focus” 1520 F 1 Fl B 2R 2l R e VE A
FIRE » HiZiE e ETEE A R & 2 57 - BN BRI AR R » e s A& HiZ
& BT -

REFRE EHEER R AFARER » £3ETE click-to-focus HH AP ARG TR AR - 35
BHERE TR IS SR T T AR AR o

Wi (Widget)
WG TT R R AR BT A 7E 68 & /T _E v i BB el R EROTE H - 38 O35 IRS ~ BB - BB
RN SR - A it T B (Widget toolkit) &35 i A 37 B A4 (0 JE FAFE N — R FIREE Tt - B
B EE A 2 AR ok T B A » 4 KDE Ff{# FIf Qt ~ GNOME I {# Fi 1 GTK+ o [K] It FI AR =X & i
B FLE AR & it T B A A AR AN -

5.3. 2% Xorg

1% FreeBSD » Xorg A& BB Port 3R %04E -

fi HI Binary Z{FRY %3 etk » (B 0] F Y B 2T 3 IHR D
# pkg install xorg

BLYE Port Z R R EL 248

# cd /usr/ports/x11/xorg
# make install clean

TR 27 4 77 U RS W] SE AL Xorg R4 0 ¥R 2 BUE & B 3 f# A Binary EF404E -

BASTERRAR X RFHEAGEKEAEAE A - /7% x11/xorg-minimal J(1§  SERABRA G LHEKRL
B ~ EBUE DR B AR o TS e AR U R E S LR T A B A o

5.4. Xorg % %

Warren Block

5.4.1. Bz 4

Xorg TR LZHE RAVBER T ~ SBLDUIEEAEE -
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= 5. X Window %%

@ /SN
R ~ BURER DU N E S BB EN - BREMFERE - FRAER B E R
T AIFE 20 5L xorg. conf B{#{{T -configure B o

L 35 Xorg BAEAERMEGE AR » AISCH VA BURCEAE B i 22 R bR

# mv /etc/X11l/xorg.conf ~/xorg.conf.etc
# mv /usr/local/etc/X11/xorg.conf ~/xorg.conf.localetc

2. IIAEEAAT Xorg HYfEM#E] video B wheel F¥AH - DUETE T AIIRFBERA Y 3D K o ZANA(EAE jru
LM T AOREAR -

# pw groupmod video -m jru || pw groupmod wheel -m jru

3. THERAS TWM REEHRE - S8 Xorg RHE & X Bz i i & Bz

% startx

4. TEERYECERRIY FreeBSD » FEYJHL[EISLF Console §if 747 Console WAZH 7 vt(4) 7 vl I EAE - 2%
i 5.4.3, “RLOMEREEE (Kernel Mode Setting, KMS)” o

5.4.2. 7T juig %15 R 3T 6912 AR 4

ZFHL /dev/dri FEAFFHEURRHY 3D DEINHE » i858 H AT/ EHIT X fIEAZ A video mf wheel
BEAH o ILBRGE A pw(8) ZRAS(# FI# slurms fi A\ video F¥AH » 4 video HIE I wheel FE4H :

# pw groupmod video -m slurms || pw groupmod wheel -m slurms

5.4.3. #.u# X% 2 (Kernel Mode Setting, KMS)

B BB R Console I3 iy 28 F A AT B A4t X 8 ARG » I JHEROE R L2 o ST hRUARHY Xorg AT T
D BB R S AGR Y B A R0 o BB AU FreeBSD fif A sc(4) M ANHI1E KMS REGHIFETE » B E
BUBARA X 2 & BNRhTEE E{E R 4t Console A 2B 23 1 o #SHThi 4 vt(4) Console A3k G iz (H &
JINATE] /boot/loader. conf ZSHHAL vt(4) :

kern.vty=vt

544. % %4

BHEATEMTERE  RIFEBRERLEE - TARBNETEHELREH -

5.4.4.1. B %

Xorg & HHBE H 8k AR EME » 7E FreeBSD BIHA(#H] /usr/local/ete/X11/ HAFHUELLREM » &
FAIE 18 B 8% T LU Bhiié e AR s REVEE R AR S 0 i

(R A7 BT MR ARG /ete/X1L/ (RDELE > (HSG SRR I R sURE S B AL FreeBSD IR A 1E 277
JC
5.4.4.2. 453 5 #

FRZHE » B— % N8 — e EIH B SiE 4 (T H ¥ — xorg.conf BRI HE « BHERE T
FEEHTH B N xorg.conf.d/ FHEk » 5EEIKRE R A /usr/local/etc/X11/xorg. conf.d/

FAZEFAIR & 5 LA R EE I -
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BURF

{E# B — xorg.conf {75 AT ATENE » (EHARTE xorg. conf.d/ T H #k i) £ M EE 7 BN ARE Hig A5
o

5.4.5. %7 F

Intel®

3D AR K L Intel® FHR 5 FE#0E 1% > 5313 Ivy Bridge (HD Graphics 2500, 4000, %z P4000) 1 2;
Iron Lake (HD Graphics) B Sandy Bridge (HD Graphics 2000) o

BRENREF R ¢ intel
23R S https://en.wikipedia.org/wiki/List_of _Intel_graphics_processing_units o

AMD® Radeon
Radeon BE/R K 574% 2D J7 3D fi3& - ## %] HD6000 FR 7| o

BEE) T2 (% « radeon
2 # L BhES E https://en.wikipedia.org/wiki/List_of AMD_graphics_processing_units o

NVIDIA
A {lfl NVIDIA BREHFEF AT 5 Port ZFEE R x11 PG - fE LS H P EBUR PR HUERENFES

SEEEE R https://en.wikipedia.org/wiki/List_of Nvidia_graphics_processing_units o

REHEEE S
Hy E B BRI N T A M [ R R B T B L A f i R AH Bl R o Optimus 454 T Intel® J NVIDIA
HIRERS » Switchable Graphics g% Hybrid Graphics Bl 2454 T Intel® 5 AMD® jEFH25EL AMD® Radeon
GPU o

TR A E RS E (F T U ARIE > FreeBSD fY Xorg i 1% BRE) BT A AOIE S48 B R ARUK -

R AR L T BIOS {3 IE AT LAGH B H b —(EAG 8l /1 1 B0 discrete #43 » wl FY 68 F H p— TR
MR FERENIE A AERS) - (5140 - A KFEHFA Optimus ?%EPEI’J NVIDIA GPU 2 A] fig 3% Intel® FE7R & F al
H Intel® FEEH 2 ERE) -

BIOS B e SRR ALSRA BT AR » FERELEPLT » AT LUFIRF B M GPU » TOE S AR AR Y
Device ffi HL{f I ZEELHY GPU {f HER AR HEE -

HABBERF
BONH AR BUR REEB) A2 U AT 72 Port Z(F4EA) x11-drivers HEkHF] -

R AR E R BREN IR ] LIS R BURF - (Al BERI A x11-drivers/xf86-video-vesa BREFECHRE) © 7%
ERBIFE W] {8 B x11/xorg Z28% » ] {# F x11-drivers/xf86-video-vesa FBh 728 o 217 G 8 EERENFEL
IRf Xorg & B s/t 2 (HEREN PR AR ERE R F -

x11-drivers/xf86-video-scfb & NFf e VR R AUBRENFE T » AI{EFT £ UEFI [z ARM® [ FEFE i/ -

EHEFRTBOE T BREEETEN
FAE R EREBOE ] Intel® BEEHFER -

#if 5.1. 7EELE 121 Intel® fARERENFE 0

/usr/local/etc/X11/xorg.conf.d/driver-intel.conf

Section "Device"
Identifier "Card0"
Driver "intel"

# BusID "PCI:1:0:0"
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EndSection

A ZIRERFR » WTHGHREAF BusID identifier fR1% 3% & Ay MBI R » BURFHY Bus ID [ HE
B LAfE H pciconf -lv | grep -B3 display H(f& -

FAEBUE M HUE 1] Radeon BRENFE -

#if5l 5.2. 7 FHE 33242 Radeon L RER TR

/usr/local/etc/X11/xorg.conf.d/driver-radeon.conf

Section "Device"
Identifier "Card0@"
Driver "radeon"

EndSection

TR R E MR BOE ] VESA BREDFES

#if] 5.3. 7 BLAE % 2% VESA R BRENFE 0

/usr/local/etc/X11/xorg.conf.d/driver-vesa.conf

Section "Device"
Identifier "Card0@"
Driver "vesa"

EndSection

ZLHE UEFL 2 ARM® FEf i ] scfb BREHFE -

Hi 5.4. 7£ BLRE 181 sero LB BRENFE(

/usr/local/etc/X11/xorg.conf.d/driver-scfb.conf

Section "Device"
Identifier "Card0"
Driver "scfb"

EndSection

54.6. a7 %

P BT R 8 A SR AR R B R U 4 RS (Extended Display Identification Data, EDID) » Xorg & fif
EDID Bl B 7R s a8 A AR TR0 ST AT 2 B BT R - SRIR BB Al & AR AR & (I RZ VRS ©

HANBR AR TR AT L WD BB TR MBI BAGR - B X ARESEE 2R EA

xrandr(1) o

{i# F xrandr(1)
AT xrandr(1) N HIAE AT 2 BORT IR A 51508 X BRI R AR U E B
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BUR

TE {845 R FE R DVI-0 iy 4 AR BEUR AT BE 2 1920x1200 (2R Y EEFTARRAY 60 Hz fUEH » RAHRER
JHiJ2%l DisplayPort-0 Ed HDMI-0 J5H o

AT xrandr(1) AGEERL A HABA R o FIANETIH% 12801024 JY 60 H

FE RO RN A SN B i H BB ROTESE -

[R5 B T BRI B R R R] > A (e A RS R BB BN AR SR AR © 7ESELEBRE)
TR FURE s HOMI-1 iy 4 75 H A SR B FR 2RI 7T AERE #5 HOMIL o [K] M5 — {8 BRZ BT xrandr(1) 37 i A
A

CFEI DU AR AR LVDST » SPER VGAL, HDMI1 L) J7 DP1 $25H

O TR 2 VAL By - BAEGE A xrandr(1) SGERE 3 B BB (RIGMEITED SNBSS
1) S8 T A R -

--auto &I (H Fi] EDID B AR T B HTARR o R IERE(RIRARAT I » AR - -auto Jy - -mode
KRG TEEE o PRI RIS AT (1 1024x768 T &y » RITIEE - -mode 1024x768

xrandr(1) B ¥ 7L . xinitrc $4TLIE X S BN 3EE AR -

TERE SR P RUC R AT

104

TR R ENERBUE AT By 1024x768


https://www.FreeBSD.org/cgi/man.cgi?query=xrandr&sektion=1&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=xrandr&sektion=1&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=xrandr&sektion=1&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=xrandr&sektion=1&manpath=freebsd-release-ports

= 5. X Window %%

i1 5.5. £ BN P T R A AT
/usr/local/etc/X11/xorg.conf.d/screen-resolution.conf

Section "Screen"
Identifier "Screen0"
Device "Card0"
SubSection "Display"
Modes "1024x768"
EndSubSection

EndSection

BFEUR#R2H EDID » FRE HorizSync J VertRefresh JuJEUR&e SCIRAVHRHE -

rran 2L 2y — B kD 37
i 5.6. TEIFRE B R A EE
/usr/local/etc/X11/xorg.conf.d/monitor@-freq.conf

Section "Monitor"
Identifier "Monitor@"
HorizSync 30-83 # kHz
VertRefresh 50-76 # Hz

EndSection

54.7. i %
5.4.7.1. 4%

GRS
Y A (o B BB DB (Layout) o it 8L it T SAEHY 28117 xkeyboard-config(7) -

YE# A& United States it 8 » ZL8I2 H A AIACE 0] 7F InputClass 2 5E XkbLayout Ed XkbVariant ;I o
EFEMEN GZERREmARE -

TE M8 1]+ 4% French ERACE (£ oss 88 -

i 5.7. FOE AL A
/usr/local/etc/X11/xorg.conf.d/keyboard-fr-oss.conf

Section "InputClass"
Identifier "KeyboardDefaults"
Driver "keyboard"
MatchIsKeyboard "on"

Option "XkbLayout" "fr"
Option "XkbVariant" "oss"
EndSection
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FH

BE

#i ] 5.8. BUE Z (H#HEACE.

xll/xxkb 5§, x11/sbxkb F 58 AL & ) #uds 82 H AR B R o
/usr/local/etc/X11/xorg.conf.d/kbd-layout-multi.conf

Section "InputClass"

Identifier "All Keyboards"
MatchIsKeyboard "yes"

Option "XkbLayout" "us, es, ua"
EndSection

#rE United States, Spanish B Ukrainian $g8F2 5 » 36 a4 Alt+Shift FEL)HE LA R - Al

TESEHERAPA Xorg

X AT LURE AR & BORRARE - TR R E A - R AZ A AR EAERRERS

il R 1 28 T 7 2 B 2 B InputDevice ffj :

5 e B

) 5.9. A A S EEGH X ThEE
/usr/local/etc/X11/xorg.conf.d/keyboard-zap.conf

Section "InputClass"

Identifier "KeyboardDefaults"

Driver "keyboard"

MatchIsKeyboard "on"

Option "XkbOptions" "terminate:ctrl alt bksp"
EndSection

5.4.7.2. B RMIEARKE
IR SHT RS RE A - 5525 mousedrv(4) UG B BIHH -

18 bl
1B SRR BT 7E xorg. conf {5 [l InputDevice HIRAE » (AN B RE FEBEHRy 7

1l

i) 5.10. FETE FIE HEEL
/usr/local/etc/X11/xorg.conf.d/mouse@-buttons.conf

Section "InputDevice"
Identifier "Mouse0®"
Option "Buttons" "7"

EndSection

5.4.8. FHHR T

FERLEIE Xorg A H Bk € IR E RS FEME - FEEFEAANRMRGE - $HEE
HIRLRERE ©
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[

R A
=

O FELEF) FEEISEN - PV ERNFEHREFESEENER -

HOEME ] B Xorg IB(HHIZIAVRERS 22 4 - JE AR RS —Fn BT e RAHY) -

REH xorg.conf :

# Xorg -configure
HENE G FFZE /root/xorg.conf.new » MU{EATFHFEAIE L » AR EH LT HELTHEEZES
# Xorg -config /root/xorg.conf.new

TE B € H o B BRI R 1% - (AT 2 B A NI RE SR B E IE W AL B /usr/local/etc/X11/

xorg.conf.d/ o

5.5. /= Xorg i¢ | A
5.5.1. Typel 37

HR Xorg AEAYTEE 7 A AR BLR A S T H AU ARSI AN AR BAR » K-S 2 BRI RS » Bill
RARNE > NFRIETEEENERE - Nl > EHA#ERESMER Typel (PostScript®) FRIA[ A »
B A F097E Xorg [ o fil4n » URW 52 A48 (Times Roman®, Helvetica®, Palatino® J HAfih) o Freefont %Y
£ (x11-fonts/freefonts) & THLMFE » HE PRI RABEETL GIMP FrEHFE » I ANFETE
VRSB TRE o tbAh » Xors W] DU B AYRCE i H] TrueType® AN o B8 ZHBHA T BRIV SN » 5
2% X(7) BAEFM ek i 5.5.2, “TrueType® F 1" -

B2 Binary 242248 |l Typel F R ATHATLL FHE4 ¢

# pkg install urwfonts

B Port ZF 8R4 » A HITLUTIES ¢

# cd /usr/ports/x11-fonts/urwfonts
# make install clean

[FIEER 277 Xt A Freefont s EfthFAUER o B3 X fAIIRESHEIIRE LB 8T8 » A AEE R
TFEH| X fFIR e B (/etc/X11/xorg.conf ) » N A :

FontPath "/usr/local/share/fonts/urwfonts/"

BETE X session (5L FIHBAT ¢

% xset fp+ /usr/local/share/fonts/urwfonts
% xset fp rehash

TEERERT » (E4E X session [BPARGHS & KA » BRAFZBCEM NS EIE (—fIkHY startx  session WJ7E
~/.xinitre FRE » @ E A0S AN E B XDM B ARFRIFE ~/ . xsession #iE) o 85 —fE 77 22 A
3t /usr/local/etc/fonts/local.conf » 4 i 5.5.3, “/IEEFER" HIRE -

e

5.5.2. TrueType® F#

Xorg A 174G % TrueType® FAY » H FiG W EEAH 7T LASCHRETHTBE o 7R A (3 F freetype #24H >
T IR A B fth 7 B A U R A — 5K o ZEBHIE freetype BAH R EEH R 1T NAF /etc/X11/xorg. conf
Y "Module" section ©
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SR

By
it
fi

Load "freetype"

BEE Y — A7 TrueType® FRIFIHR (ffll > /usr/local/share/fonts/TrueType ) SR{ZMEFELFTE
TrueType® SR F 55 E B $ o S48 TrueType® F 7Yl )% HHH H Apple® Mac® » Xorg {# A F AN /H
& UNIX®/MS-DOS®/Windows® Ft& =, o F 22 #IF3E H $% 2~ 1% » {# A mkfontdir 7837 fonts.dir Z53E X
SRS SE T ORI - nkfontdir 7] FES PR 7 20228 -

# pkg install mkfontdir

RRAE H B IS X FRIERIRS

# cd /usr/local/share/fonts/TrueType
# mkfontdir

BN TrueType® H k2| 7RIS - B EEY1EEL i 5.5.1, “Typel " o 4BA0 7 sUAHR] -

% xset fp+ /usr/local/share/fonts/TrueType
% xset fp rehash

B BN A\ FontPath —472l xorg.conf o

i1 Gimp, Apache OpenOffice L) I H-Ay X Jf& F #2 U iT LIFERE] 2 204610 TrueType® 7Y o fii/ N2 (1
e AT RETE AR E T BRSO BRORAY R (7 StarOffice™ o) BIFE & B AL T -

553. R 4E¥H TR

FB A 7E /usr/local/share/fonts/ J¢ ~/.fonts/ #:%F|fY Xorg FRIP T 1E Xft-aware {48 FFE 0 (F FH S 4
EIRVRCR  KZ Bl TRty % Xft-aware ] » €45 KDE, GNOME L} Firefox ©

SLPETHIHR — Lo R T I o B 8 S R Y I FEESL /usr/local/etc/fonts/local.conf  HE5 (G5
WRAEASRE) - fEEEER A LERE Xt PR AGECRER I - ARHTE ARG EEREE
EHASE— S & - 352 fonts-conf(5) -

EAEELAEMSH XMLER » /INODFARNG » BEHEMEEENBEERAERE - BBENHEFHTE LD
XML R4 » 225 DOCTYPE 3% » $k7% 5 <fontconfig> fE

<?xml version="1.0"?>
<!DOCTYPE fontconfig SYSTEM "fonts.dtd">
<fontconfig>

MR TE PR 28 » BB FE /usr/local/share/fonts/  Bd ~/.fonts/ RYFIUIw[fE Xft-aware AYJE
REFUMUS R ROCR » H AR EINARR T L& DIOMY H &k - ATIIAGI TATEEE] /usr/local/etc/fonts/

local.conf :

<dir>/path/to/my/fonts</dir>

TN 72 R BRSMNOHT 7 B k2 1% T BT AL T AR

# fc-cache -f

SRR GRS RS G EEN] » EE AR SO R A AR R » HERTE
— ST R REEE SRIE R S5 o BLHERR/NPY 14 BERY T RRV/IME I RGBSR » FIINAGELEST ¢

<match target="font">

<test name="size" compare="less">
<double>14</double>

</test>

<edit name="antialias" mode="assign"'>
<bool>false</bool>

</edit>
</match>
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SR8 5 BT E A BRI B A 0y S T R AN B0 - JUHZFE (A KDE By & pls — (BRI o ATBER I =X
e 50 B T BRI EE A 100 » ATAIALLUTRAT -

G e S P R LR B T 2 "mono” ) » SR AIA «

TR > A1 Helvetica » fE(E M USREIRF AT AE & HARE - BH & 2BRE LV M LITR » 2R
e S EEE A REAE - B E (E R - ATE A LI EEE] local. conf

A Local.conf 527 1% » GEMERDA ] </fontconfig> {RERAGE - F514A (£ & T U0 5 2o 2 gt

{FFE g ST 5 O ~/ . config/fontconfig/fonts.conf AN AMANALBIERTE » RS Z2F F B iz
BHAHIRI A XML AZ = o

Hfs—Bh : FEMA LCD &% AL e B A PR R IR (Sub-pixel sampling) » EEA L8 57 Bi R
OKFoF@) AL ~ %% ~ BERARARE S = BN > SRR IIETRA - ERZEEEDIEE > AT
#l| local.conf FA{E—JR :
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<const>unknown</const>

</test>

<edit name="rgba" mode="assign">
<const>rgb</const>

</edit>
</match>

HR
@ IRBEAFIRIBUR AR nT B & 75 2L4% rob H Rk bar, vrb i vbgr : A EHEREERRE
(BRI LF

5.6. X a1 T AKX
Contributed by Seth Kingsley.

Xorg (it T X BURE #IFE (X Display Manager, XDM) » 7] i A B AP B A B o XDM 3@ {3 T — {18 B 282 (L
o TH A 3R BB A 0 R A7 A s DA S A SRR A CR B o

A R ET AN E FreeBSD By X BUREHAER o My R EIRE R CHOBEEAENEEES > F2
%2 £ 5.7.1, “GNOME” Bt /5 f11{f 2% % GNOME Ji 12/ H8 3t (GNOME Display Manager) fy#fE 5 =t LL % i 5.7.2,
“KDE” BU/S 4N i 5% =& KDE B/~ & 225 (KDE Display Manager) flJ#/E /5=, -

5.6.1. zz & XDM

Az XDM A ] x11/xdm B Port o HHSER 1% > AIEE XDM TERIHEFET - A FhmiEE /etc/
ttys IR A -

ttyv8 "/usr/local/bin/xdm -nodaemon" xterm off secure
B (of ) 2B (on) SRR G A7 4R o 7EULIEH A ttyve (3% XDM E7E5E 9 (H R HE AR BT

XDM [J25 78 E %75 /usr/local/ib/X11/xdm o iy, 5% Fh A S () AT FF 25 6 B XDM 45 2 B AN RS 22 1)
T XDM ST Fi G E SR — 28 Script JSR » i 5.1, “XDM RUEH" BT GHERERAYDIAE - 3
o R I REAE TR SR A 7E xdm(1) 47941 <

F4% 5.1 XDM 2y iE i

£ AR

Xaccess HARE] XDM PrfRviEAG ERM X BUREHERE
FEALEAE (X Display Manager Connection
Protocol, XDMCP) » WSS AR FimsbilmH Rl - AR
512K B iz % a5 ) XDMCP J8L4R o THB AR A0S
FOEFARAT R 2 P AR o

Xresources RS2 ] XDM BE/RERIES R BEANEH /NS - T2
HREHENEEEARE » B AR FR
BRI > U T R “Login” B
“Password:” $&7R o [ fEZRAVKEFUEE Xorg FHEH SO
FLEAY app-defaults #AH[R]

Xservers BRI R R L EHR R AH SR i BN
%" o
Xsession THR B APBE B Script » (& 5 A\ Z 1% H XDM #i

7o — A fE A& E A BT HIFEE Script 1E
~/.xsession FEFEZE I Script fUERE ©
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ES AL
Xsetup_* FAARAE BB R AR BUE A [H] Z H B BT IE AR

R Script o G —(AERAE —(H Script » LA
Xsetup * » Hof * BAHBRAYE « EE IS
Script /£ ST — I ERER » FI40 xconsole o

xdn-config RRBCE T TE L B3 LR TOBR I 2 e
K o
xdn-errors Py i B BR324 OBEARATLEL - 25 XDM B

BB RIR B EIE » AT EE I R EUS EERR
B BB AR SR EHEEEEAZR
i F§ 314 ~/ . xsession-errors o

xdm-pid XDM fUEATAEFF 1D ©

5.6.2. 3% T i A B

R A RAKHIEAE T LUER XDM BN - SRR E AN R0 & r AR B VR AR &% - F5 4
T HE R R B A AR B AE 5
e XDM B fr] R A AR » TR /usr/local/lib/X11/xdm/xdm-config Y

P

DisplayManager.requestPort f7HEiIN_E ! AREFMEZAT
! SECURITY: do not listen for XDMCP or Chooser requests

! Comment out this line if you want to manage X terminals with xdm
DisplayManager.requestPort: 0

(Rf A7 I B TR ) XD - R BIENRAFHL - 557 /usr/local/lib/X11/xdm/Xaccess  HEUEIFIEE » A2
% xdm(1) B3 — 5 A -

5.7. £ @ig3z

Contributed by Valentino Vaschetto.

SIS N AAUIATAE FreeBSD RAR4 4% — MEATIHY R IRIT - — 25 5L M ER B A 45 [ v 1 i B PR o AR =X
BSE AR BRI o A L AR R IR A /£ Port ZE{FERHY x11-wm SI4HIT -

5.7.1. GNOME

GNOME & —{A#EA K EMMHE N HHIIREIIRE » a5 E B E AR B R R R ~ —#71
THEEMREF L —EREAEXERSETAE - HE—BWIHE o £ AR FreeBSD GNOME &S
AJ7E https://www.FreeBSD.org/gnome Hif53 » 2 4Huli & & T BITE FreeBSD %4 ~ B fE % GNOME {y%H
GRS o

EERMIRE ] IS

# pkg install gnome3

WA LT 4841 Port 4% GNOME » GNOME 2 —ERMAYEAER » B/ HLBIRAVERS | - & TF
BAL B — LR A

# cd /usr/ports/x11/gnome3
# make install clean

GNOME 5 4 /proc  JIANTE] /etc/fstab [EARGE BN & H Byt doE (IR AR

proc /proc procfs rw 0 0
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KDE

GNOME {# F§ T D-Bus L\ J HAL {4 Message bus Bl Hardware abstraction © 35 p{fi i FIFE R & & GNOME {1
R —OF BB > [BEFRELE /etc/re.conf AR > EHRAL BB A4 &5 H) -

dbus_enable="YES"
hald enable="YES"

LT 7 1% 0 FEEEEE Xorg X E) GNOME o 5 fiff B8 4 5 15 2 B % GNOME Display Manager, GDM » 3% 230 2L fiA
GNOME £ {5\ Port f)—H#f {52 4E T » AIAIA NTE] /etc/re.conf ZEFHK :

gdm_enable="YES"

1B & T EEE FT A HY GNOME fiR#5 » Al A 72| /etc/re.conf
gnome_enable="YES"
GDM Rl 7£ R AR AT 5 B H) o

5 B ONOME [ (R TERYE 52 ~/ xinitre BIEIELTIRA startx o FiERECAETE » By
B9 E AT B0 AE— 1T - BURREE)  /usr/local/bin/gnome-session o AL » AUELLT
o —A :

% echo "exec /usr/local/bin/gnome-session" > ~/.xinitrc
=T IE R XOM R BUREHRE S > 7B AT E T B —E A A THY ~/ . xsession :
% echo "#!/bin/sh" > ~/.xsession

% echo "exec /usr/local/bin/gnome-session" >> ~/.xsession
% chmod +x ~/.xsession

5.7.2. KDE

KDE &5 —&5 AR R B IR © g (A mR G R 7 —BOMRRE AR - R r#EM TR
AR TR~ BERLERSE S - BRI AR FE - L AR KDE A{E http://wwwkde.org/ L
18 o FEEY/S FreeBSD HEE & » B 2% http://freebsd kde.org o

BLHE KDE 4% » Elg A -

# pkg install x11/kded

Bl # BL{# i KDE Port #3% » A6 LU THE< » $RA] Port i @ 3 B w] LRI E L4 TTiF © KDE &2
—EARRR A RER - BEAEE bR A T (/7% BAE 8 — B i o o

# cd /usr/ports/x11/kde4d
# make install clean
KDE 75 L # /proc o I A TATE| /etc/fstab EAGLEN R & H B HEEFEER AL

proc /proc procfs rw 0 0

KDE {# F§ T D-Bus I1 }z HAL f\) Message bus Ed Hardware abstraction o 35 i {f JE FI 2R, & [ KDE gyAE{K —
ff BB &8 - (BT EAE /etc/re.conf BHIE > BRTE RN &4 E)

dbus_enable="YES"
hald enable="YES"

KDE f)%¢ #5604 T KDE Display Manager, KDM » BB S HBEREHER » FIMATITE| /etc/rc.conf

kdm4 enable="YES"
5 TEFIT KDE {5 B RAEAEIE P A startx « EERRAEMRET > FEIMATTE ~/ . xinitrc :
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exec /usr/local/bin/startkde

5 = T4 %) KDE 975 2005 XDM » B A8 8 )5 15 75 2 3L —(H A $ATHY ~/ . xsession 4R :

% echo "#!/bin/sh" > ~/.xsession
% echo "exec /usr/local/bin/startkde" >> ~/.xsession
% chmod +x ~/.xsession

F&H) KDE 2 1% » 55275 N RV R G0 ES 58 2275 B an ] (30 A 45 Fe 38 56 )0 JE R B U0 AR ©

5.7.3. Xfce

Xfce J& L GNOME {# ) GTK + T B A Zpt Al a0 S MRS » (HR T F sy iRt T — M - &
B~ BNMERREE o TR SEEEHEHRE ~ MARE - Applet KBRS ST EN « BEEEEH
RS SUE AR BT = - AR E AT ~ BI7 « SR mRE - B eI AL ER
PR s B 1B M 2 o B 2 B B Xfce f &R AT £ http://www.xfce.org Bi%

FLA 4 Xfce B4

# pkg install xfce

& {  Port 5#

# cd /usr/ports/x11-wm/xfce4d
# make install clean

A& GNOME 5§ KDE » Xfce {8 H OB NEHAER » 15274 E) Xfce FFH A startx » FEIEZ Bl
SEMAHIEH F] ~/ . xinitrc :

% echo "exec /usr/local/bin/startxfce4 --with-ck-launch" > ~/.xinitrc

i — 77 FUR I XDM » BEREIE 8 U7 S S — {E T $AT Y ~/ . xsession

% echo "#!/bin/sh" > ~/.xsession
% echo "exec /usr/local/bin/startxfce4 --with-ck-launch" >> ~/.xsession
% chmod +x ~/.xsession

5.8. %z Compiz Fusion

B4 (55 i LT P B 4 AR 77 1 PRI G 3D R

%45 Compiz Fusion BH-AEH M8 » {H 3 E B MR B — LU TE Port BIHISCHEAF SLBARIA R -
5.8.1. %t & FreeBSD nVidia 5z ;42 X,

SRR A A E R AERF - B Ll nvidia ZBERRA0BUR T - 26 H A RSB 7 AR BUSH
HEAPERE o HARBEUR R A T LLBk#iE —#f - 34858 xorg. conf E7E o

TR T BT nVidia BRBNRLSUT DIZEE FAQ Fh B ARG -

HIE TR B R IR R A R ERERO [ » B T ARAO SR T R 2 4 28— R B -
Bt » B R EEE

# pkg install x11/nvidia-driver

BRENFE U S —(f 7 ZAE AL B EA R O] » AT 1T /boot/loader. conf

nvidia load="YES"
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FE xorg.conf HUE B S HFFR

TR

|§ 37 B AL OB BT O O AT LUT Kldload nvidia $54 » (HEBEEE » #
ARTEHIBERFN > $E28 Xorg JUAS & HEVEIE H6E A o [RIL4R#5E /boot/Loader . conf
2B T E AN -

B OB A Z 1% > A TEE Y xorg. conf FyH A — 17K E H AR BRENFE L -
3| /etc/X11/xorg.conf H 4T ¢

BHEAREZAT R

WA RS S GUL > B & &S| nVidia fSEYEE » H MR P B AGELE -
5.8.2. 3% & xorg.conf 2 &) 2 @ 4% 3%
FERF R Compiz Fusion FF BB /etc/X11/xorg.conf :

HIALLT Section 3 BER& £ Ak

&) “Screen” section » BHIFEZU N iR ¢

SR LU R MiAT (£ “Monitor” 7 1%)

HB A R SRR L FTERY “Subsection” » filfn » FARZLMEA  1280x1024 » HIFEAN T FI/RAY
Section o 5 AEELH IR L ANTEAE T Subsection 2 i1 » AT LIFEIIMA S ERYIEE -

SR A B 2 24 bit BYERIRE > B Pk Subsection %

1B “Module” section A1 248 &, A “glx” Bl “extmod” #4H :

i

1
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= 5. X Window %%

Load "extmod"
Load "glx"

Hil T BTt A B 7] AT x11/nvidia-xconfig 28 B #) 52 AL (] root) :

# nvidia-xconfig --add-argb-glx-visuals
# nvidia-xconfig --composite
# nvidia-xconfig --depth=24

5.8.3. %% #1235 = Compiz Fusion

[=1=]

7% Compiz Fusion 4] [f] 224 HoAh B — KR B

# pkg install x11-wm/compiz-fusion

LHETE 2 1% » BRI E AR - AR B EEA LT 89 (EH—REHE) :
% compiz --replace --sm-disable --ignore-desktop-hints ccp &

% emerald --replace &

HUP R A BRRR S (AN © Metacity » F5 1 A GNOME) & B #i s, Compiz Fusion » fRAY % Fe & PO
#FD o 17 Emerald & R G ROAAT (B0 : BAPA ~ S/ IME ~ SRR ~ B85 R HAARR) -

TEEET AT LU I8 e < BAORS BB/ N Y Script SRIZFEREBIIRF H B EAT (INE) GNOME L) “Sessions”™ H)

#! /bin/sh
compiz --replace --sm-disable --ignore-desktop-hints ccp &

emerald --replace &

[ 7 [ Script AR HERFTTERLE » (140 start-compiz » SRIZTRAZME S AT LIBIT

i
% chmod +x ~/start-compiz

EEMM GUI fFZ N NKEFE Startup Programs (fift GNOME RMEFJAAL System, {mifiiE
Preferences, T{Ef%EL Sessions) °

—z

FLRBPTIEGE A RO RCRARBIRE - TET (A —RFEAE) Compiz  Config  BUEHHEN

Compiz Config Settings Manager :

% ccsm

ey
@ 7E GNOME 1 » {h 7 7£ 5465 System, {filF # <& Preferences £ %] -

AL AR EIRE R T “geonf support” » f{E R it ] gconf-editor ff apps/compiz FHEERE °

5.9. BeHe kA7

FIRMIEMH » TS FEMEE — I E T B - fE50lny  Xorg  JRAR » i BB EIHE B & ZERTE
xorg.conf Hiff] InputDevice section o EERFER T » FHEMMEZIMATITE ServerLayout =j

ServerFlags section :

Option "AutoAddDevices" "false"
i N\ B E AT AT AR —REUE » B FE MR AEE (A V)RR E) -
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SEREHEA

EE

S ORI A A A » hald Daemon THEZ & B BHEHIARAOSEE - R AR SN B e B
BERHEA Eﬁﬁ LA RIS GNOME, KDE &), Xfce @itz GBI T A - EMEZ‘ZMK s
5 A BB i setxkbmap(1) T .85 hald fite% & BIEO T B 2k B i e s JE 1t

BRI AR, A NAEELE ] PC 102 @R » $RA11EEE (French) FC'E - FAME T2 5
3 —{F%5 hald fSEM% S ERE » 4 F8 A x11-input. fdi » SR1Z2EETFZE)| /usr/local/etc/
hal/fdl/Polle Bk o EEE R EEA LT %17

<?xml version="1.0" encoding="iso0-8859-1"7>
<deviceinfo version="0.2">
<device>
<match key="info.capabilities" contains="input.keyboard">
<merge key="input.x11l options.XkbModel" type="string">pcl02</merge>
<merge key="input.x11l options.XkbLayout" type="string">fr</merge>
</match>
</device>
</deviceinfo>

FE (AR O AL - A BE R ERIE = A B SUE A& T -
EE T EEFE B AR SGR hald SEBUE (RS -
A LA X 4k Script "N 5 A R HIRE

% setxkbmap -model pcl02 -layout fr

\

/usr/local/share/X11/xkb/rules/base. lst I T &R ] A~ D
%O

HIAER] LABAIAFA % xorg. conf.new FTERE » 1E LT AmiEas A emacs(1) af ee(1) FSRZHBUER - BHHRGEN
SCB B B (R E 2 #EE (Sync frequency) B BURFIRRIZLSR » (R SEAR AR E FT AT BN E) xorg. conf. new

A "Monitor" section :

Section "Monitor"

Identifier "Monitor@"
VendorName "Monitor Vendor"
ModelName "Monitor Model"
HorizSync 30-107
VertRefresh 48-120
EndSection

ZEIURAH SR BB ERFE SRR » WAFEFHHEELEE - B RTR BB RS -
A A\ H BOE P SR A B E AR R R R 38 -

X FREFAE AR A B R 2 F§ DPMS (Energy Star) ZhgE » xset(1) EJETU\?*‘%JJE_HTIETﬁ?ﬁ'J 1% (Standby) »
wi{s (Suspend) mkBARH (Off) izt o ZEAAHE A EAVEE/RERBE DPMS IhEE » R EMA N TR RS
(Monitor) {4 Section :

Option "DPMS"

TESRERATRRRAPA  xorg.conf.new  STEREHI - BRI EAE A HITHAEATE M O RAIRE 5L HH A

"Screen" section FE :

Section "Screen"
Identifier "Screen0"
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= 5. X Window %%

Device "Card0"
Monitor "Monitor@"
DefaultDepth 24
SubSection "Display"

Viewport 0 0

Depth 24

Modes "1024x768"
EndSubSection
EndSection

DefaultDepth B ORTHRT B AR BRIRE » B ERE AT LUk Xorg(l) HITELF] 28 -depth &

o Modes ff #f 7 U BIT M AR L » 11 » VB VESARIERUA S8R B AR R S AVAG B R RS A E 28
ﬁ”i‘ﬁf“ e bt 5 > PR A A R bkf“?%t{%? 24 bit > JE{E CRARE T I ROEAT R 7 1024 X 768
BE -

A% o A RCE M I P R AR AR AR 3 e

EE

@ H—ATE B2 BRI » Bhpk 2 Xorg HEEME - 3% HEbMEHaCek T Xorg HEE
HIEEE 25 B &R o Xore RUEkIE & IS0 /var/log/Xorg.0.log » FEVIRC EkHE
Z @A BENE Xorg.0.log % Xorg.8.log LIV o

#— HEIEEYR » BEMHELES Xorg(l) §RHMEHREMAE - & /etc/X11/xorg.conf &f /
usr/local/etc/X11/xorg.conf

# cp xorg.conf.new /etc/X11l/xorg.conf

BAECRTERL T Xorg HIRERRSF © Xorg BIFER] LLFE A startx(1) TR  Xorg fAlfiR#st AT LUH H xdm(1)
AL E

5.9.1. % 7 Intel® is10 & B & B 4
FEE Intel® i810 384 Fr AL 75 Z1(# A agpgart AGP R/ 2k 4%l Xorg BRENZ R » 2% agp(4) R
BRI EF M ARBUS B S5 E A -

Yo AT R ATT LA E T (e H A AR R AORERE © TR - TERRE agp(4) BIRL ORI AL » I 1% 6 A kldload(8)
HENZARAL - R BRENAE TR AE BRI (A% DK B » P LA 2B R 4% i ] /boot/loader. conf
HEHIN

o

5.9.2. jm A& BT IRE R B BRI

L EH & T 2 — LR AR R AR A B A L i RRE SR e TR 2 A PR RYROE - R H A
T P AR BRI AR IR FOE AR o TR & 7R B S T A A

H B F & 28 3 (WSXGA, WSXGA+, WUXGA, WXGA, WXGA+, et.al.) #8737 £24 16:10 7 10:9 }8 e H i & =
Rl A RRE o filin—28 16:10 B b R R RRAT A

* 2560x1600
* 1920x1200
* 1680x1050
* 1440x900

* 1280x800
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Compiz Fusion ZEEEHEM

TESELEIF - AT DR A1 12 L0 B2 6 F B0 AR AT LL Mode JilI A %] Section "Screen” :

Xorg FEATE Tk Herb e USSR MT B 3 G238 12C/DDC) - [K I BEAA A58 24 FE RE B ER A SR SR T -

A ERENFE P N FAEAN L R RE SR B ) ModeLines » JIJFR 2245 Xorg —Eh#RR i3l /var/log/Xorg.0.log
A LABUS A ) B R T By 2 32 AT (R ) ModeLine o HUFE B27E H S5ME F HEIB L T AURAE. -

T8 LB R { EDID B3R - {3 F] EDIT BEFE 7 Modeline 75 B354 Bk (i A IEREADIEFF BN

WEEFAAZ 1% » A7 Section "Monitor" FHf ModelLine & F&#EARIFIEHE ¢

SRS R - R T RN RERERREEH X -

5.9.3. Compiz Fusion 3z #: 4 2

fi] © WEKEZLHET Compiz Fusion » {HIEEIT T EFTFREINIES1R - MAVRE POIRES S fEH A T -
AR FE

S URTTRERELAE  /etc/X1l/xorg.conf  HRUERLTE o sEE T ES(AMEZ > 445 & DefaultDepth J%
AdJARGBGLXVisuals 54T o

M ERPITIE L AL H) Compiz Fusion » X fililR 8§ HE T » A% I XGR[A] Console o ZABHA RHRE?
% . FHIEME /var/log/Xorg.0.log - fEA[HET] LA E XX BRE AT A fUSEERANE « I AR R Y
ak

FHREBEFBER ZEHEFART Xorg » EHHFEEH LI x11/nvidia-driver B EHGME a1x o
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= 6. 2@ E AKX

6.1. it

B FreeBSD (kiR HE MR VERAGHEBART - B RIRGE & 1E A& H (LA RIS R © FreeBSD Z 2] Port
iR 24,000 {EA] AAOE RS - AT DU BE AR 52— (8 B 3T A0 S RS AT T A R AN R R B A AR
AFGR R E A R R R AR BEEERER LR U BER A DU B o

@ EE
bU R EE BH R R B4R > BT (6 ] FreeBSD SLTHIEREE O FH L AMAR IFAUR IO I W 2
2% trueos.org 44k o

FERFEDER 2 B > IRbZH T RN

« fEFEMFEL Port LA H MBS AN 3 4, ZWHEIE AR - Z /18 Port Bt -
© LR X B AN 5 5, X Window 4T FrAL ©
ZESARMMRE Z BREREHNEN - 5525 =7, 21 -

6.2. % 5 %
£ FreeBSD Hilfi R FHSC I HBIE R o (B1E Port EFEFRY www 3 HF ¥ £ B 5 7] LIPR Binary

B 4EEH Port E-EEGREN T A% -

KDE 7] GNOME S RGFH AR B A ) HTML BIBE3: - 55 2% Hi 5.7, "RERE" K THREZ AR
B ST B L HIR BT AT

AR RBIER T ER > 85 www/dillo2, www/links LUK www/w3m o

AR RE A2 T I R H B AR BN HFEMIRRER - HEKERHE
Port SR (i 1 Z A IKEM:

JE IR =4 Fi &R H Port % 4ER¢fH] B!

Firefox =} % f FreeBSD ~ Linux® J7F
HAL R AR

Opera s 7> & FreeBSD ~ Linux® kA%

Konqueror H % =35 KDE f& 70

Chromium H % =30 Gtk FERE

6.2.1. Firefox
Firefox /& —& £ 5t #1EF| FreeBSD HUBH MR IAERIE 28 - T B4 HIML [ZEER RS % ~ BHEE
R E B ~ WAREM ~ WL et N EME ZINEE o Firefox FYRBEMF A T Mozilla fyfE = -

BB EHTRE RO Firefox ZERIEHA
# pkg install firefox


http://www.trueos.org/
https://www.FreeBSD.org/ports/www.html
https://www.freebsd.org/cgi/url.cgi?ports/www/dillo2/pkg-descr
https://www.freebsd.org/cgi/url.cgi?ports/www/links/pkg-descr
https://www.freebsd.org/cgi/url.cgi?ports/www/w3m/pkg-descr

Firefox

For G I 52 34 fi (Extended Support Release, ESR) gAY Firefox » ] {5 F
# pkg install firefox-esr
TEHAY B RS AT 7E www/firefox-i18n J7 www/firefox-esr-i18n B{f5 o

{5 FH Port 43w LU S A RS A2 i (X AEL 1Y Firefox WK o i {5l www/firefox » Hrp firefox m[%k
#1 % ESR BUTEMI LR A A2 4

# cd /usr/ports/www/firefox
# make install clean

6.2.1.1. Firefox sz Java™ [t o 7.4

Firefox {22453 A& Java™ 72 » BfESRANIEL java/icedtea-web $2 (LT 402 it 48 B 1 B8 &8 BFH D 044 1A T
Java applet » BEBfFINTCH AT LU Binary 24224

# pkg install icedtea-web

Bl FH Port ZE1FER4HRE

# cd /usr/ports/java/icedtea-web
# make install clean

HzeE Port [RF (3 F TR & A ©

THEESERR > K F) firefox » TEAHUESIE A about:plugins ifi#% Enter # - {# & HBI— (A5 H E L4 noT
PRRTRTE » 5 B B 2 Java™ Koot o

AR AEAIEI M N TTl: - BROL6E A E HIZRET U f8 < i s TR EE 2%

% 1n -s /usr/local/lib/IcedTeaPlugin.so \
$HOME/ .mozilla/plugins/

6.2.1.2. Firefox #2 Adobe® Flash® [ 4o 744

FreeBSD ifi % A J £ ) Adobe® Flash® [ i 4 o EIRANLL » (5] LLAE AIAEICES B 26 RE R T Linux® fft
HIBEInTT i - 32 B R AR B AR L EL MBI BE B P DN TR0 S 4% » 4 RealPlayer® o

LA HAR B InTT i » FTEATLUT 28R

1. [ Port Z#& www/nspluginwrapper - 5723 HEMEIBRE] - 5% B/ Binary R o I, Port F5Z24&
emulators/linux_base-c6 o

B Port % www/linux-flashplayer » 52 S| REMFUAIBR K] - 3% 144 Binary A o
3. H—ERIT TR » BALAE A E TR E BT

% nspluginwrapper -v -a -i

E B InoC i Port SERLEHE B BT R - BAEHEFERT

% nspluginwrapper -v -a -u

FREBIRE AR EAR HE S |# N\ about:plugins ifi¥% Enter $i# - F |l A A AOFN DN TT 115 B A I8 & BURRZ PN
Jilibv e

6.2.1.3. Firefox sz Swfdec Flash® e 0.4

swfdec & Flash® &) & ROfRIERE S M AGBFER, o Swfdec—Mozilla 2 fit Firefox J2IBERS (i F HOF T 1 » AT i A
Swidec F23 R SWF fHE o

TZREEN

N
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B 6. SLITE A AR

# pkg install swfdec-plugin

HEEEMTH - 7T B Port EFRE G 2RI INT A -

# cd /usr/ports/www/swfdec-plugin
# make install clean

AL BRI AR AL B L T A o

6.2.2. Opera

Opera ;& EL 552 B DIRE ~ FFAREE AR ~ UTHBFRIBIES o TRIFHDEE T ARrEH: ~ FEs
#Hes ~ IRC % P ~ RSS/Atom AHFRIFE AR % o A HAYRCAE Wi J AE Y FreeBSD RS % Linux® EHERI
TFEATHIRRCA ©

DL N384 ] %2 %L FreeBSD Binary iR ZK ) Opera » 334 opera % linux-opera BB & 8E Linux® fR 7K o
# pkg install opera

B 0 A Port EAREEHRTRRA o DUT #i 0 & AnE R A IR o

# cd /usr/ports/www/opera
# make install clean

FLZAHE Linux® HI% 1 opera & linux-opera o

B2z 4% Adobe® Flash® [t it » 75 5chmsE www/linux-cé-flashpluginil Port » (K37 B 52 HE (R X PR I M 1A
Jefi Ry Binary B o SR1% %4 www/opera-linuxplugins o I\ & 5l i 4wz Port mh 1432 1 {1 FHF2 =X

# cd /usr/ports/www/linux-c6-flashpluginll

# make install clean

# cd /usr/ports/www/opera-linuxplugins
# make install clean

TERSTERR - FIEBIERREN T B - FEHILYE A opera:plugins (lfi#% T Enter # » {f&H
R B BUR B AT AR Tt o

b
A Java™ B NTT ARG KRR BT 6.2.1.1, “Firefox EB& Java™ FRANTTiH” HRYFETR

6.2.3. Konqueror

Konqueror A FUZ(EAH EEIE RS - BRI R RE S 2 B2 - ©a &1 x11/kded-baseapps &
-k Port H o

Konqueror fiff Fj S¢#% WebKit LK & H A KTHUL © WebKit @ —E 2 BRI 3 Fr i I VA B 5 1 > &
4> Chromium o ZL{E FreeBSD {4 Konqueror {3 Ff} WebKit Z5%7 4% www/kwebkitpart {48 Port o & {5l < &5
Hi Binary 2224

# pkg install kwebkitpart
1€ Port EFERLE 4 ¢

# cd /usr/ports/www/kwebkitpart
# make install clean

Fj&E) Konqueror i) WebKit Zfi# “Settings” -~ “Configure Konqueror” o 7 “General” # %€ H I /A Bh;3
“Default web browser engine” %1 T 41/ 7 192 B8 if 58 BF “KHTML” /& “WebKit” o

Konqueror 13742 Flash® » “4faf” 7£ Konqueror | % #& Flash® {4 BHA] 22 http://freebsd.kde.org/
howtos/konqueror-flash.php o
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Chromium

6.2.4. Chromium

Chromium & —{EBIHURIAREABIE 25518 » szt EI BER EEY A4 4 ~ i HF B e EBE
BSER o Chromium FUZHEEE HE AT - MW EHE - EBrEfESE -

Chromium =] DU EMK 2245 » H g

# pkg install chromium

gl AT E Port ZAFEEHY R UATHSRE Chromium :

# cd /usr/ports/www/chromium
# make install clean

=
PEEY
Chromium f# T+ & /usr/local/bin/chrome > ifiJE /usr/local/bin/chromium o

6.2.4.1. Chromium sz Java™ Pt o 1,4

Chromium f) 24306 A 8 Java™ ST © B2 Java™ FRANTTF 0% » 5E KR 8 6.2.1.1, “Firefox B2 Java™
BEINTTHE" BIFRTRERAE o

Java™ R LA TER% > S5 E) Chromium SA% 7R 4L 51 A about:plugins o B2 4EAFN LIt H b2 —JE
sz & IcedTea-Web o

# Chromium FER IcedTea-Web Zsfft#7e 4 » 3E8UIT A MRS RZ EHE B A BIE S
# mkdir -p /usr/local/share/chromium/plugins

# ln -s /usr/local/lib/IcedTeaPlugin.so \
/usr/local/share/chromium/plugins/

6.2.4.2. Chromium sz Adobe® Flash® P et 44

#oE Chromium J; Adobe® Flash® B ffi 6.2.1.2, “Firefox B Adobe® Flash® Fff i rih” FRAgER/EARLLL » 48
RESMORLAE » Rl Chromium B854 (3 FIEB 1) 2K B H- AR E 2R AP T 4

6.3. #F T T E

EBRIREATIE L - B0 A R R AR A EEEE SR I LR RS R AR o MR S
TRIE 142 KDE O KR (L T #H A B4 S HIE A » FreeBSD THR AARMHEMIF T T E - REmE G A L E
IR - FreeBSD AJ %482 E M/ 8K HE LUK B AU AL SCAF R EEAZ S

ANEEEITCRE AN 224 LU BAPT RO TR LUK I B AR U BRI ~ B Port SRR e BT A
H b EZARKE -

JE 2= i &R B Port 27 4 fH] TEMKEMS

Calligra > % KDE

AbiWord s s Gtk+ 8} GNOME

The Gimp % E4 Gtk+

Apache OpenOffice % EELZ JDK™ % Mozilla

LibreOffice G % e[ Gtk+ @} KDE/ GNOME &}
JDK™
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6.3.1. Calligra

KDE SHSRIEH A& P HKES T LIBE KDE 3BAZE4E  Calligra WA Al 75 H Atk 8CHS shH B RO YE T
> 40 Words & SRR ~ Sheets EFRBE R - Stage ] HHILH 7 LA Karbon [ AR AL E 7Y 3¢
e

1 FreeBSD rf editors/calligra ] LL{# F Btk B}, Port f 7 4248 » T Fl B2

# pkg install calligra

FRH T HREN: » IR Port EREEZ4E

# cd /usr/ports/editors/calligra
# make install clean

6.3.2. AbiWord

AbiWord /& —{[f 6. F (1) SC A g FREKRE - ST ERIT LA Microsoft® Word o BIFFHHE » BETHEZD)
AemHAEH AL EF -

AbiWord A LU A\ 5l 1 5F 2 A28 > B — A H AR > 40 Microsoft® . rtf &5 o

BL92 4% AbiWord Binary Zff: » w]f# H] T 411154 :

# pkg install abiword

#1146 Binary ZERRA » tA] D¢ Port S thfad 4

# cd /usr/ports/editors/abiword
# make install clean

6.3.3. The GIMP

HFRBR A0S M B EORE » The GIMP 2 IE RSB R R B HIEE - &w) LUES (R BE R0 A [ 4R el 2 =
B R EEEE o TR AR L AYIMBE R K4 (script-fu) /ME o The GIMP AT LSS £ M 54%
N o BEMTRFEHMBEMTFER -

FRHRA :
# pkg install gimp
B ] Port E{FEE72 4 ¢

# cd /usr/ports/graphics/gimp
# make install clean

7£ Port ZE {421 graphics )4 (freebsd.org/ports/graphics.html) Nt & T #F % GIMP FHBARIFN hITHF » 3t
AR N (8 F 11

6.3.4. Apache OpenOffice

Apache OpenOffice 2Bl R IAHEAYHE T =8B » By Apache Software Foundation's Incubator Jig T 14 & B Fr i
%o EHETHASERRANEAS - FRES - AR - RIEEREEETEE - BRTEMER
FH AR ORI AREE - (R AEHE AT L P 2 BT RS - BHEE T ARSI
HESH ~ SFFREMT 4 -

Apache OpenOffice BJSCF BRIRAR(H A F R XML MR AASE IS AETE KGR - A REATIRES
(Macro) ThAg ELAES (1SN AR A & RHE /1 THT © Apache OpenOffice 48+ F85E » i HAEHITE Windows®,
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LibreOffice

Solaris™, Linux®, FreeBSD }7 Mac OS® X /B2 R 47 FHIHAT o AEAMEE LRI Apache OpenOffice &+
a] LLfF openoffice.org 44 E | #5#f) o {F FreeBSD 4 E Y&\ 0] 2% porting.openoffice.org/freebsd/ o

L4z Apache OpenOffice - :
# pkg install apache-openoffice
BEMZETEHZ % - REE N T2 B EEEIT Apache OpenOffice :

% openoffice- X.Y.Z

b X. ¥.Z £ %4 Apache OpenOffice A% - 45— 1#iF Apache OpenOffice g3l — LRI &
7E(H I Y5 B $85T—(i .openoffice.org EHE -

&S EFRUSARERY Apache OpenOffice » A EER{E Port #iF - NBLAER « MFFBEETE
R AT B ] B ]

# cd /usr/ports/editors/openoffice-4
# make install clean

TR
@ TNSRAR B G AR A A BRSO - 1 BT T A i B ARy
# make LOCALIZED LANG= your_ language install clean

B your language  fyIERERURES  1SO 45 o SCIRAVRE SAMASIHEIE  files/
Makefile.localized - {i/ A% Port ) H % o

6.3.5. LibreOffice

LibreOffice /& —% F 1 (7} /> #K#8 H1 documentfoundation.org f7 B 8 - & nJ AH A H fil 3= JE A 8~ HCHE LUK 7T
A& L o E/& Apache OpenOffice [ i S B2 1 70 3¢ » &7 AITE 58 A/ A2 E ) KRR H e B A B
e - SRR ~ AR - BEWEEERN - AEE - EREE R DN 57 B EEE N Y
TH - B R B 5 R — BRI N ~ PremaEfE iy o

LibreOffice {30t BRERFR A A T JR A2 A XML A SR A% SR B n T 5 R B o 1 - pR SRR AR S Pl BRSNS
BlE BB ESEES o LibreOffice IEHIEE A 0] B34 Windows®, Linux®, FreeBSD L)}z Mac OS® X %
1T - B £ 75 LibreOffice & 7] 7£ libreoffice.org $;F o

BB R SR LibreOffice Z44:

# pkg install libreoffice

Port E/£2 1 4mEE#E 1> 4H (freebsd.org/ports/editors.html) 145 E{H LibreOffice {38 & - ZaE/EHIL Bt
I > 35K Libreoffice A7EHILEIRILTE o

BT % o A LLT BT LibreOffice :
% libreoffice
B R E AR o E R — SR RN AR A UK H $kESL - Libreoffice BRI o

A HANEIAEFE AR LibreOffice Z5f » A7 Port #3% » (EE & BB AVHLRRZ M I8 RAVF FISE o LUT
1917~ i A2 5 SCRRAS

# cd /usr/ports/editors/libreoffice
# make install clean
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=z
=]

EE
@ BRI > AIFE cd EAMZERIEES Port Hik o IARIVEE S FI1E Port B4
M4 EE 25 34 (freebsd.org/ports/editors.html) F1#:%] o

6.4. ST B B AL X

UNIX® B2 1% » A — LR SO U BABEART - B2 R i AR U] BEML A E R R AR -
AN TR EE AT A DU SRR AR X

JE FARE =4 i &R B Port 274 fH] TEMKEMR
Xpdf /b b FreeType

gv /1 1 Xaw3d

Geeqie s 71> Gtk+ 8} GNOME
ePDFView s> s> Gtk+

Okular s % KDE

6.4.1. Xpdf

AR ARAE ZE—{/]\FU ) FreeBSD PDF BEERIAT » Xpdf e EECEAN M B ARCRIBER - TRFEEF W
BRI B+ 018E o EREAERER X 783 E AT ZEINI TR (Toolkit)

24 Xpdf 44

# pkg install xpdf

A AT AR E R - A Port ZEREEZE

# cd /usr/ports/graphics/xpdf
# make install clean

SERLE LR > BT xpdf {5 FI T Sl AT SREGH AR B
6.4.2. gv

gv & PostScript® A1 PDF R o AN ghostview FUZLHRE |- » ANl [K] £ (] Xaw3d g o it T A6 -
Fr SN B BRI - gv T L A REMIIRE » FLANRRARGRIT 7] ~ ARTRA/D ~ KERCELB ~ A0 g i
(Anti-aliasing) &% o i ELA& P B A A B AR o AT A mici SRR SE AR

2 gv B

# pkg install gv

AT HE IR - A Port ZERE%EE -

# cd /usr/ports/print/gv
# make install clean

6.4.3. Geeqie

Geeqie  ZHDAEILMEER  GQView  HZFATMHMARRD S - WHIHEFRLBECENE
fifl © Geeqie E—ERGEHEEED - RHEBPITIHR - HEINTHMES - WETFEESFDEE - AR
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ePDFView

Pt — SRR RO R IR VBRI RE - BEIERAVE R BRI H AU © Geeqie TR &%
e A B AR B AL

L Geeqie B ¢

# pkg install geegie

A AT A E R » A Port ZEREEZE

# cd /usr/ports/graphics/geeqie
# make install clean

6.4.4. ePDFView

ePDFView & —%/NIf PDF U fa i fE =t » R T Gtk+ Bl Poppler f2xUE - & HANREMEE + » HE
KEAT ABHRE A4 PDF R (BB ZINEFRAY) ~ fEFESUFEAR LK SR i CUPS ZRF1ED -

TLD B %4 ePDFView :

# pkg install epdfview

FEE AT FRIEMRRA » ] H Port E{FEEZE

# cd /usr/ports/graphics/epdfview
# make install clean

6.4.5. Okular

Okular &—Z@ FHSCHARIIES » LI KDE f KPDF FyJLfit o &) LGRS HF 20 f#E=t » & T PDF,
PostScript®, DjVu, CHM, XPS [] J ePub o

B B4 Okular :
# pkg install okular

A AT A E R » A Port ZEREEZE

# cd /usr/ports/graphics/okular
# make install clean

6.5. 4 75

UNSRA E EE F AR AR BEAE VR A FreeBSD SR YE B BIRHIME A %5 » EEA —LEThREsR A ~ (6 A B R
JEFIRE AT 224 - B SRR BRSO SR AR AT Y Quicken B Excel ST o

AR T R

e R4 % &R B Port %74 K] TEMIREM
GnuCash b % GNOME
Gnumeric s> % GNOME
KMyMoney b % KDE

6.5.1. GnuCash

GnuCash J&: GNOME B[k 4% 71 Bl SR i) — 7> > GNOME [P = B4R S 1 7T 558 A 114 S 1 g P A Uk o o
Fi% o ] GnuCash ] DARFEDEHEI A BIERE ~ SRATIR P LRSS - ENRIEENHEZEIE
JEHRHE
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GnuCash @it TR Hias ~ ZIEEIRE RGN PO N HEYERIIRE - EHaEDHE —HERER
EFEAHRIER o GnuCash 1 BESRE A\ K & ff Quicken QIF ## 5 o B 1 BEEREE A AL 4 BIFSAY H 1 Mol & B 2
o

28 GnuCash 44 :

# pkg install gnucash

A A FIEVEFRRCAS - A] 8 A Port ZEFEELEE

# cd /usr/ports/finance/gnucash
# make install clean

6.5.2. Gnumeric

Gnumeric ;& GNOME tE#{ T AU RIEN o BRIV YEA BRAMIRIBRE AR TR EAEE
A BB BRI RS o EHEEAIEAZF L AFTH0E R - B Excel, Lotus 1-2-3 LU Quattro Pro - B
RE AR BT B AES (8 A A ROREEsAE » B2 - B ~ B~ B - WeR R A% s -

-85 Gnumeric E44- .

# pkg install gnumeric

A AT AR E R - A Port ZEREEZE

# cd /usr/ports/math/gnumeric
# make install clean

6.5.3. KMyMoney

KMyMoney & —&{E A\fA %5 A2 » i1 KDE #EREFTRHEE o KuyMoney B F IR St mT 72 7l SE 18 A\ A 55
EHEREN PRI EEZIEE > B WIRH M E 5 X IR A BRI ER © KiyMoney W] fEFRHE
Quicken QIF B N &KL ~ IBHERE ~ BRI L T & W IR B # % -

BB %4 KiyMoney :

# pkg install kmymoney-kde4

A AT AR E R - A Port ZEREEZE

# cd /usr/ports/finance/kmymoney-kded
# make install clean
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Edited by Ross Lippert.

7.1, Bt

FreeBSD @z S B ERTF » BHEHE W UEZRAEM LS EEFEHIFD) - WINREIET s
FN#E 7 MPEG Audio Layer 3 (MP3) ~ Waveform Audio File (WAV) ~ Ogg Vorbis Ll } HAh#F ZiEE S HIRE
71 o [F]i} FreeBSD Port R4t (0 & T #F £ Al 3B IR LB T ~ #fE & 2% DL S 4 MIDI FiT Y AR =X -

FreeBSD 1 §E#E T — AT ATIE A DVD o FreeBSD Port {88 v & R Gfilf ~ WM LL KB UM TE 52 (R IS A
JE R -

AEEBIUITHRE FreeBSD LHITACK - MIGIEHEE - Wil KRR o MR HIE I AR
LA P -

HEEE BT

* XE FreeBSD FRYERF °

© ERGE SRR

© BB~ BRI MP3 R H M EEE R o
+ FreeBSD RATHEHUM QI MER T A -
* B DVD [ .mpg J¢ .avi f# o

* #HEU(Rip) CD I DVDAY AR EREZE o
© HEBHF -

* 7F FreeBSD Z7#& MythTV o

© BERBIRH -
ERIABEE 2 A TR

© FLEANTZSEE MR 4, B AR © ERE Port FrEUH

7.2, %2 F3F

Contributed by Moses Moore.
Enhanced by Marc Fonvieille.

PHURRE Z B » WRSTANEIREI SRR LSS ~ B Fr Ry fi o FreeBSD THRAFLMEMF - B IRV ER
e % Hardware Notes » DURERBRROE RF & IR LUK AN 7E FreeBSD |-BRE) o

BHEAERREE » WHEBAEMAREEN AT - SEETRLL kldload(8) BB - LI
HHUREE Intel UK AR TS A BB R -

# kldload snd_hda

SLHRSI B B BREIFE > FAGEREIFEUINF] /boot/loader. conf  #E » LU ERENFE A f -
snd_hda load="YES"

HAh AT RS B4R TE BRI /boot/defaults/loader.conf o B NFESREE(H F A/ fE ERENFE ST » AT
A snd_driver f&4H :


https://www.FreeBSD.org/releases/11.1R/hardware.html
https://www.FreeBSD.org/cgi/man.cgi?query=kldload&sektion=8&manpath=freebsd-release-ports

BoE BT LR

# kldload snd_driver

B metadriver FE A fol S R GREN AR U B R AR IR S R E RO BREN AR L o AT DUE
metadriver fjj A\ /boot/loader.conf &R E; A PG SACEREIFER o

FgE#E A snd_driver metadriver 1£{# FH T EME SR FERENFE R, » #5#§ A\ cat /dev/sndstat o

7.21. 2 E B3 THS Lk F K

This section is for users who prefer to statically compile in support for the sound card in a custom kernel. For more
information about recompiling a kernel, refer to Z 8, #; 5 FreeBSD #%.[>.

When using a custom kernel to provide sound support, make sure that the audio framework driver exists in the
custom kernel configuration file:

device sound

Next, add support for the sound card. To continue the example of the built-in audio chipset based on the Intel
specification from the previous section, use the following line in the custom kernel configuration file:

device snd hda
Be sure to read the manual page of the driver for the device name to use for the driver.

Non-PnP ISA sound cards may require the IRQ and I/0 port settings of the card to be added to /boot/
device.hints . During the boot process, loader(8) reads this file and passes the settings to the kernel. For example,
an old Creative SoundBlaster® 16 ISA non-PnP card will use the snd_sbc(4) driver in conjunction with snd_sb16.
For this card, the following lines must be added to the kernel configuration file:

device snd sbc
device snd sbl6

If the card uses the 0x220 1/0 port and IRQ 5, these lines must also be added to /boot/device.hints :

hint.sbc.0.at="isa"
hint.sbc.0.port="0x220"
hint.sbc.0.irg="5"
hint.sbc.0.drg="1"
hint.sbc.0.flags="0x15"

The syntax used in /boot/device.hints is described in sound(4) and the manual page for the driver of the sound
card.

The settings shown above are the defaults. In some cases, the IRQ or other settings may need to be changed to
match the card. Refer to snd_sbc(4) for more information about this card.

7.2.2. Al F 3%

After loading the required module or rebooting into the custom kernel, the sound card should be detected. To
confirm, run dmesg | grep pcm . This example is from a system with a built-in Conexant CX20590 chipset:

pcmO: <NVIDIA (06x001c) (HDMI/DP 8ch)> at nid 5 on hdaa0
pcml: <NVIDIA (0x001c) (HDMI/DP 8ch)> at nid 6 on hdaa0
pcm2: <Conexant CX20590 (Analog 2.0+HP/2.0)> at nid 31,25 and 35,27 on hdaal

The status of the sound card may also be checked using this command:

# cat /dev/sndstat

FreeBSD Audio Driver (newpcm: 64bit 2009061500/amd64)

Installed devices:

pcm@: <NVIDIA (06x001c) (HDMI/DP 8ch)> (play)

pcml: <NVIDIA (0x001c) (HDMI/DP 8ch)> (play)

pcm2: <Conexant CX20590 (Analog 2.0+HP/2.0)> (play/rec) default
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The output will vary depending upon the sound card. If no pcm devices are listed, double-check that the correct
device driver was loaded or compiled into the kernel. The next section lists some common problems and their
solutions.

If all goes well, the sound card should now work in FreeBSD. If the CD or DVD drive is properly connected to the
sound card, one can insert an audio CD in the drive and play it with cdcontrol(1):

% cdcontrol -f /dev/acd0® play 1

o}
=

O Audio CDs have specialized encodings which means that they should not be mounted using
mount(8).

I

Various applications, such as audio/workman, provide a friendlier interface. The audio/mpg123 port can be
installed to listen to MP3 audio files.

Another quick way to test the card is to send data to /dev/dsp:

)

% cat filename > /dev/dsp

where filename can be any type of file. This command should produce some noise, confirming that the sound
card is working,

e =
ey
The /dev/dsp* device nodes will be created automatically as needed. When not in use, they
do not exist and will not appear in the output of Is(1).

7.2.3. 53 MRk

Fg 7.1, “H R A lists some common error messages and their solutions:

FAG 7.1 H RIS

SR fiER I3 2

sb_dspwr(XX) timed out The I/0 port is not set correctly.

bad irq XX The IRQ is set incorrectly. Make sure that the set IRQ and
the sound IRQ are the same.

XXX: gus pcm not attached, out of memory There is not enough available memory to use the device.

xxx: can't open /dev/dsp! Type fstat | grep dsp to check if another application

is holding the device open. Noteworthy troublemakers
are esound and KDE's sound support.

Modern graphics cards often come with their own sound driver for use with HDMI. This sound device is sometimes
enumerated before the sound card meaning that the sound card will not be used as the default playback device. To
check if this is the case, run dmesg and look for pcm. The output looks something like this:

hdacO: HDA Driver Revision: 20100226 0142
hdacl: HDA Driver Revision: 20100226 0142
hdac@: HDA Codec #0: NVidia (Unknown)
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hdacO: HDA Codec #1: NVidia (Unknown)

hdac@: HDA Codec #2: NVidia (Unknown)

hdac@: HDA Codec #3: NVidia (Unknown)

pcm@: <HDA NVidia (Unknown) PCM #0 DisplayPort> at cad 0 nid 1 on hdac®
pcml: <HDA NVidia (Unknown) PCM #0 DisplayPort> at cad 1 nid 1 on hdacO
pcm2: <HDA NVidia (Unknown) PCM #0 DisplayPort> at cad 2 nid 1 on hdacO
pcm3: <HDA NVidia (Unknown) PCM #0 DisplayPort> at cad 3 nid 1 on hdac®
hdacl: HDA Codec #2: Realtek ALC889

pcm4: <HDA Realtek ALC889 PCM #0 Analog> at cad 2 nid 1 on hdacl

pcm5: <HDA Realtek ALC889 PCM #1 Analog> at cad 2 nid 1 on hdacl

pcm6: <HDA Realtek ALC889 PCM #2 Digital> at cad 2 nid 1 on hdacl

pcm7: <HDA Realtek ALC889 PCM #3 Digital> at cad 2 nid 1 on hdacl

In this example, the graphics card (NVidia) has been enumerated before the sound card (Realtek ALC889 ). To
use the sound card as the default playback device, change hw.snd.default unit to the unit that should be used
for playback:

# sysctl hw.snd.default_unit= n

where n is the number of the sound device to use. In this example, it should be 4. Make this change permanent by
adding the following line to /etc/sysctl.conf :

hw.snd.default unit=4

7.24. % R 5 f8& SRR
Contributed by Munish Chopra.

It is often desirable to have multiple sources of sound that are able to play simultaneously. FreeBSD uses “Virtual
Sound Channels” to multiplex the sound card's playback by mixing sound in the kernel.

Three sysctl(8) knobs are available for configuring virtual channels:

# sysctl dev.pcm.0.play.vchans=4
# sysctl dev.pcm.0.rec.vchans=4
# sysctl hw.snd.maxautovchans=4

This example allocates four virtual channels, which is a practical number for everyday use. Both
dev.pcm.0.play.vchans=4 anddev.pcm.0.rec.vchans=4 are configurable after a device has been attached and
represent the number of virtual channels pcm@ has for playback and recording. Since the pcm module can be loaded
independently of the hardware drivers, hw. snd.maxautovchans indicates how many virtual channels will be given
to an audio device when it is attached. Refer to pcm(4) for more information.

NESRECY
EE

The number of virtual channels for a device cannot be changed while it is in use. First, close
any programs using the device, such as music players or sound daemons.

The correct pcm device will automatically be allocated transparently to a program that requests /dev/dsp0 .
7.25. Z AR BRETARMA
Contributed by Josef El-Rayes.

The default values for the different mixer channels are hardcoded in the source code of the pcm(4) driver. While
sound card mixer levels can be changed using mixer(8) or third-party applications and daemons, this is not a
permanent solution. To instead set default mixer values at the driver level, define the appropriate values in /boot/
device.hints , as seen in this example:

136


https://www.FreeBSD.org/cgi/man.cgi?query=sysctl&sektion=8&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=pcm&sektion=4&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=pcm&sektion=4&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=mixer&sektion=8&manpath=freebsd-release-ports

7. L

hint.pcm.0.vol="50"

This will set the volume channel to a default value of 50 when the pcm(4) module is loaded.

7.3. MP3 & 4

Contributed by Chern Lee.

This section describes some MP3 players available for FreeBSD, how to rip audio CD tracks, and how to encode and
decode MP3s.

7.3.1. MP3 #%3# &

A popular graphical MP3 player is XMMS. It supports Winamp skins and additional plugins. The interface is
intuitive, with a playlist, graphic equalizer, and more. Those familiar with Winamp will find XMMS simple to use.
On FreeBSD, XMMS can be installed from the multimedia/xmms port or package.

The audio/mpg123 package or port provides an alternative, command-line MP3 player. Once installed, specify the
MP3 file to play on the command line. If the system has multiple audio devices, the sound device can also be
specified:
# mpgl23 -a /dev/dspl.0 Foobar-GreatestHits.mp3
High Performance MPEG 1.0/2.0/2.5 Audio Player for Layers 1, 2 and 3

version 1.18.1; written and copyright by Michael Hipp and others

free software (LGPL) without any warranty but with best wishes

Playing MPEG stream from Foobar-GreatestHits.mp3 ...
MPEG 1.0 layer III, 128 kbit/s, 44100 Hz joint-stereo

Additional MP3 players are available in the FreeBSD Ports Collection.

7.3.2. 455 CD & 41

Before encoding a CD or CD track to MP3, the audio data on the CD must be ripped to the hard drive. This is done
by copying the raw CD Digital Audio (CDDA) data to WAV files.

The cdda2wav tool, which is installed with the sysutils/cdrtools suite, can be used to rip audio information from
CDs.

With the audio CD in the drive, the following command can be issued as root to rip an entire CD into individual,
per track, WAV files:

# cdda2wav -D 0,1,0 -B

In this example, the -D 0, 1, 0 indicates the SCSI device 0,1,0 containing the CD to rip. Use cdrecord -scanbus
to determine the correct device parameters for the system.

To rip individual tracks, use -t to specify the track:

# cdda2wav -D 0,1,0 -t 7

To rip a range of tracks, such as track one to seven, specify a range:

# cdda2wav -D 0,1,0 -t 1+7

To rip from an ATAPI (IDE) CDROM drive, specify the device name in place of the SCSI unit numbers. For example,
to rip track 7 from an IDE drive:

# cdda2wav -D /dev/acdd -t 7

Alternately, dd can be used to extract audio tracks on ATAPI drives, as described in ffj 17.5.5, “#F#l3 4% CD”.
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MP3 il BLAE S

7.3.3. MP3 4 75 4iz fi2 25

Lame is a popular MP3 encoder which can be installed from the audio/lame port. Due to patent issues, a package
is not available.

The following command will convert the ripped WAV file audio01.wav to audio01.mp3 :

# lame -h -b 128 --tt "Foo Song Title" --ta "FooBar Artist " --tl "FooBar Album" \
--ty "2014" --tc "Ripped and encoded by Foo " --tg "Genre" audio0l.wav audio01l.mp3

The specified 128 kbits is a standard MP3 bitrate while the 160 and 192 bitrates provide higher quality. The higher
the bitrate, the larger the size of the resulting MP3. The -h turns on the “higher quality but a little slower” mode.
The options beginning with - -t indicate ID3 tags, which usually contain song information, to be embedded within
the MP3 file. Additional encoding options can be found in the lame manual page.

In order to burn an audio CD from MP3s, they must first be converted to a non-compressed file format. XMMS can
be used to convert to the WAV format, while mpg123 can be used to convert to the raw Pulse-Code Modulation
(PCM) audio data format.

To convert audio01.mp3 using mpg123, specify the name of the PCM file:
# mpgl23 -s audio@l.mp3 > audio@l.pcm

To use XMMS to convert a MP3 to WAV format, use these steps:

J# 72 7.1. Converting to WAV Format in XMMS

1. Launch XMMS.

2. Right-click the window to bring up the XMMS menu.

3. Select Preferences under Options.

4.  Change the Output Plugin to “Disk Writer Plugin”.

5. Press Configure.

6. Enter or browse to a directory to write the uncompressed files to.

7. Load the MP3 file into XMMS as usual, with volume at 100% and EQ settings turned off.

8.  Press Play. The XMMS will appear as if it is playing the MP3, but no music will be heard. It is actually playing
the MP3 to a file.

9.  When finished, be sure to set the default Output Plugin back to what it was before in order to listen to MP3s
again.

Both the WAV and PCM formats can be used with cdrecord. When using WAV files, there will be a small tick sound
at the beginning of each track. This sound is the header of the WAV file. The audio/sox port or package can be
used to remove the header:

[}

% sox -t wav -r 44100 -s -w -c 2 track.wav track.raw

Refer to ffj 17.5, “#& 7 Ed{# FJ CD [EEEE”  for more information on using a CD burner in FreeBSD.

7.4. % K #%7X
Contributed by Ross Lippert.

Before configuring video playback, determine the model and chipset of the video card. While Xorg supports a wide
variety of video cards, not all provide good playback performance. To obtain a list of extensions supported by the
Xorg server using the card, run xdpyinfo while Xorg is running.
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It is a good idea to have a short MPEG test file for evaluating various players and options. Since some DVD
applications look for DVD media in /dev/dvd by default, or have this device name hardcoded in them, it might be
useful to make a symbolic link to the proper device:

#

1n -sf /dev/cd0@ /dev/dvd

Due to the nature of devfs(5), manually created links will not persist after a system reboot. In order to recreate the
symbolic link automatically when the system boots, add the following line to /etc/devfs.conf :

link cd@ dvd

DVD decryption invokes certain functions that require write permission to the DVD device.

To enhance the shared memory Xorg interface, it is recommended to increase the values of these sysctl(8) variables:

kern.ipc.shmmax=67108864
kern.ipc.shmall=32768

7.4.1. 18 R85 8 1P 48

There are several possible ways to display video under Xorg and what works is largely hardware dependent. Each
method described below will have varying quality across different hardware.

Common video interfaces include:

1.

2.

5.

Xorg: normal output using shared memory.

XVideo: an extension to the Xorg interface which allows video to be directly displayed in drawable objects
through a special acceleration. This extension provides good quality playback even on low-end machines. The
next section describes how to determine if this extension is running.

. SDL: the Simple Directmedia Layer is a porting layer for many operating systems, allowing cross-platform

applications to be developed which make efficient use of sound and graphics. SDL provides a low-level
abstraction to the hardware which can sometimes be more efficient than the Xorg interface. On FreeBSD, SDL
can be installed using the devel/sdl20 package or port.

DGA: the Direct Graphics Access is an Xorg extension which allows a program to bypass the Xorg server and
directly alter the framebuffer. Because it relies on a low level memory mapping, programs using it must be run
as root. The DGA extension can be tested and benchmarked using dga(1). When dga is running, it changes the
colors of the display whenever a key is pressed. To quit, press q.

SVGALlib: a low level console graphics layer.

7.4.1.1. XVideo

To check whether this extension is running, use xvinfo:

%

xvinfo

XVideo is supported for the card if the result is similar to:

X-

Video Extension version 2.2
screen #0
Adaptor #0: "Savage Streams Engine"
number of ports: 1
port base: 43
operations supported: PutImage
supported visuals:
depth 16, visualID 0x22
depth 16, visualID 0x23
number of attributes: 5
"XV_COLORKEY" (range 0 to 16777215)
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The formats listed, such as YUV2 and YUV12, are not present with every implementation of XVideo and their
absence may hinder some players.

If the result instead looks like:




7. L

XVideo is probably not supported for the card. This means that it will be more difficult for the display to meet the
computational demands of rendering video, depending on the video card and processor.

7.4.2. T 32 %1509 Port sz £ 44

This section introduces some of the software available from the FreeBSD Ports Collection which can be used for
video playback.

7.4.2.1. MPlayer sz MEncoder

MPlayer is a command-line video player with an optional graphical interface which aims to provide speed and
flexibility. Other graphical front-ends to MPlayer are available from the FreeBSD Ports Collection.

MPlayer can be installed using the multimedia/mplayer package or port. Several compile options are available and
avariety of hardware checks occur during the build process. For these reasons, some users prefer to build the port
rather than install the package.

When compiling the port, the menu options should be reviewed to determine the type of support to compile into
the port. If an option is not selected, MPlayer will not be able to display that type of video format. Use the arrow
keys and spacebar to select the required formats. When finished, press Enter to continue the port compile and
installation.

By default, the package or port will build the mplayer command line utility and the gmplayer graphical utility.
To encode videos, compile the multimedia/mencoder port. Due to licensing restrictions, a package is not available
for MEncoder.

The first time MPlayer is run, it will create ~/.mplayer in the user's home directory. This subdirectory contains
default versions of the user-specific configuration files.

This section describes only a few common uses. Refer to mplayer(1) for a complete description of its numerous
options.

To play the file testfile.avi , specify the video interfaces with -vo, as seen in the following examples:

o0

mplayer -vo xv testfile.avi

o°

mplayer -vo sdl testfile.avi

o°

mplayer -vo x11 testfile.avi
# mplayer -vo dga testfile.avi
# mplayer -vo 'sdl:dga' testfile.avi

It is worth trying all of these options, as their relative performance depends on many factors and will vary
significantly with hardware.

To play a DVD, replace testfile.avi with dvd://N -dvd-device DEVICE, where N is the title number to play
and DEVICE is the device node for the DVD. For example, to play title 3 from /dev/dvd :

# mplayer -vo xv dvd://3 -dvd-device /dev/dvd

NETECY
T
The default DVD device can be defined during the build of the MPlayer port by including the
WITH DVD_DEVICE=/path/to/desired/device  option. By default, the device is /dev/cd® .
More details can be found in the port's Makefile.options .

141


https://www.freebsd.org/cgi/url.cgi?ports/multimedia/mplayer/pkg-descr
https://www.freebsd.org/cgi/url.cgi?ports/multimedia/mencoder/pkg-descr

] BRER R B0 Port BLEE{:

To stop, pause, advance, and so on, use a keybinding. To see the list of keybindings, run mplayer -h or read
mplayer(1).

Additional playback options include -fs -zoom, which engages fullscreen mode, and -framedrop , which helps
performance.

Each user can add commonly used options to their ~/.mplayer/config like so:
VO=XV

fs=yes
zoom=yes

mplayer can be used to rip a DVD title to a .vob. To dump the second title from a DVD:
# mplayer -dumpstream -dumpfile out.vob dvd://2 -dvd-device /dev/dvd
The output file, out.vob, will be in MPEG format.

Anyone wishing to obtain a high level of expertise with UNIX® video should consult mplayerhq.hu/DOCS as it is
technically informative. This documentation should be considered as required reading before submitting any bug
reports.

Before using mencoder , it is a good idea to become familiar with the options described at mplayerhq.hu/DOCS/
HTML/en/mencoder.html. There are innumerable ways to improve quality, lower bitrate, and change formats, and
some of these options may make the difference between good or bad performance. Improper combinations of
command line options can yield output files that are unplayable even by mplayer .

Here is an example of a simple copy:

% mencoder input.avi -oac copy -ovc copy -o output.avi
To rip to a file, use -dumpfile with mplayer.

To convert input.avi to the MPEG4 codec with MPEG3 audio encoding, first install the audio/lame port. Due to
licensing restrictions, a package is not available. Once installed, type:

% mencoder input.avi -oac mp3lame -lameopts br=192 \
-ovc lavc -lavcopts vcodec=mpeg4:vhq -0 output.avi

This will produce output playable by applications such as mplayer and xine.

input.avi can be replaced with dvd://1 -dvd-device /dev/dvd and run as root to re-encode a DVD title
directly. Since it may take a few tries to get the desired result, it is recommended to instead dump the title to a
file and to work on the file.

7.4.2.2. xine % 43 A R

xine is a video player with a reusable base library and a modular executable which can be extended with plugins.
It can be installed using the multimedia/xine package or port.

In practice, xine requires either a fast CPU with a fast video card, or support for the XVideo extension. The xine
video player performs best on XVideo interfaces.

By default, the xine player starts a graphical user interface. The menus can then be used to open a specific file.
Alternatively, xine may be invoked from the command line by specifying the name of the file to play:
% xine -g -p mymovie.avi

Refer to xine-project.org/faq for more information and troubleshooting tips.
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7.4.2.3. Transcode T 2

Transcode provides a suite of tools for re-encoding video and audio files. Transcode can be used to merge video
files or repair broken files using command line tools with stdin/stdout stream interfaces.

In FreeBSD, Transcode can be installed using the multimedia/transcode package or port. Many users prefer to
compile the port as it provides a menu of compile options for specifying the support and codecs to compile in. If an
option is not selected, Transcode will not be able to encode that format. Use the arrow keys and spacebar to select
the required formats. When finished, press Enter to continue the port compile and installation.

This example demonstrates how to convert a DivX file into a PAL MPEG-1 file (PAL VCD):

% transcode -i input.avi -V --export_prof vcd-pal -o output_vcd
% mplex -f 1 -0 output_vcd.mpg output_vcd.mlv output vcd.mpa

The resulting MPEG file, output vcd.mpg ,is ready to be played with MPlayer. The file can be burned on a CD media
to create a video CD using a utility such as multimedia/vcdimager or sysutils/cdrdao.

In addition to the manual page for transcode , refer to transcoding.org/cgi-bin/transcode for further information
and examples.

7.5. ERF

Original contribution by Josef El-Rayes.
Enhanced and adapted by Marc Fonvieille.

EARF (TV card) ATLGEE A BERRE B ~ BHEBEREE © 572 FHZE I RCA 5Y S-video i A3 T A%
WA, » 0 ELA L3 T 200 FM R A DD BE

FreeBSD ~ n[jZEj# bkitr(4) BEEE - AR PCL NHEAVEHRF - AZELEFRHEMAZ  Brooktree
Bt848/849/878/879 &, Conexant CN-878/Fusion 878a HIAMHHLR F o ILAh » BLFRERIRLL K LATFHIEA T
BERT A S » A LA bkir(4) BB » DIEB P CRAVIERTE E -

7.5.1. SN\ BB AL X

EHEBERFHEE - giE A bktr(4) BREHFES » 55l 7] LUE IR TE /boot/loader. conf #EHN_E N E—1THE Al
PIT :

bktr load="YES"

& AT LA B AR R SOk R RS B AT D E R - 35 BLEE M AT A BRI DU I LU AT

device bktr
device iicbus
device iichb
device smbus

Z BT LV EAN g RSN BRENRE S - R R R RHA AR o AR 12C REJRHETT AR R » B R
AR~ THRRID -

ZOREARRE S (Tuner) ERBLEMAYEGR > S CENEB RS - BN FEZ G HBERREMAET - W0
IELE ] -

bktr0: <BrookTree 848A> mem 0xd7000000-0xd7000fff irq 10 at device 10.0 on pci0®
iicbb@: <I2C bit-banging driver> on bti2cO

iicbus@: <Philips I2C bus> on iicbb® master-only

iicbusl: <Philips I2C bus> on iicbb® master-only

smbus@: <System Management Bus> on bti2c0®

bktr@: Pinnacle/Miro TV, Philips SECAM tuner.
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ZARE E IR ARG BTN o 2 ATLLEEAT sysctl(8) RETERIAI 2B a#E BT RO EEIE -
0 L35 ) 5 Philips SECAM FEAR AIRTINA R II47 2 BT OBER

options OVERRIDE_TUNER=6

Bl A A sysctl(8) :
# sysctl hw.bt848.tuner=6

527 bktr(4) EF sysctl(8) ] AU S HIA A% 0#IH -

7.5.2. 43 7 69 J& R #2 K,

To use the TV card, install one of the following applications:

+ multimedia/fxtv provides TV-in-a-window and image/audio/video capture capabilities.
+ multimedia/xawtv is another TV application with similar features.

+ audio/xmradio provides an application for using the FM radio tuner of a TV card.

More applications are available in the FreeBSD Ports Collection.

7.5.3. Ze¥rbE AR

If any problems are encountered with the TV card, check that the video capture chip and the tuner are supported by
bktr(4) and that the right configuration options were used. For more support or to ask questions about supported
TV cards, refer to the freebsd-multimedia mailing list.

7.6. MythTV

MythTV is a popular, open source Personal Video Recorder (PVR) application. This section demonstrates how to
install and setup MythTV on FreeBSD. Refer to mythtv.org/wiki for more information on how to use MythTV.

MythTV requires a frontend and a backend. These components can either be installed on the same system or on
different machines.

The frontend can be installed on FreeBSD using the multimedia/mythtv-frontend package or port. Xorg must also
be installed and configured as described in & 5, X Window % #%. Ideally, this system has a video card that supports
X-Video Motion Compensation (XvMC) and, optionally, a Linux Infrared Remote Control (LIRC)-compatible remote.

To install both the backend and the frontend on FreeBSD, use the multimedia/mythtv package or port. A MySQL™
database server is also required and should automatically be installed as a dependency. Optionally, this system
should have a tuner card and sufficient storage to hold recorded data.

7.6.1. #5582

MythTV uses Video for Linux (V4L) to access video input devices such as encoders and tuners. In FreeBSD, MythTv
works best with USB DVB-S/C/T cards as they are well supported by the multimedia/webcamd package or port
which provides a VAL userland application. Any Digital Video Broadcasting (DVB) card supported by webcamd
should work with MythTV. A list of known working cards can be found at wiki.freebsd.org/WebcamCompat. Drivers
are also available for Hauppauge cards in the multimedia/pvr250 and multimedia/pvrxxx ports, but they provide
a non-standard driver interface that does not work with versions of MythTV greater than 0.23. Due to licensing
restrictions, no packages are available and these two ports must be compiled.

The wiki.freebsd.org/HTPC page contains a list of all available DVB drivers.
7.6.2. 3 ;x MythTV #% 5%
L F Binary Z {4 MythTV 7] :
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# pkg install mythtv

i fiE Port ZFEELEE

# cd /usr/ports/multimedia/mythtv
# make install

Once installed, set up the MythTV database:

# mysql -uroot -p < /usr/local/share/mythtv/database/mc.sql

Then, configure the backend:

# mythtv-setup

Finally, start the backend:

# echo 'mythbackend_enable="YES"' >> /etc/rc.conf
# service mythbackend start

7.7. H 134740 &
Written by Marc Fonvieille.

In FreeBSD, access to image scanners is provided by SANE (Scanner Access Now Easy), which is available in
the FreeBSD Ports Collection. SANE will also use some FreeBSD device drivers to provide access to the scanner
hardware.

FreeBSD supports both SCSI and USB scanners. Depending upon the scanner interface, different device drivers
are required. Be sure the scanner is supported by SANE prior to performing any configuration. Refer to http://
www.sane-project.org/sane-supported-devices.html for more information about supported scanners.

This chapter describes how to determine if the scanner has been detected by FreeBSD. It then provides an overview
of how to configure and use SANE on a FreeBSD system.

770 5w E

The GENERIC kernel includes the device drivers needed to support USB scanners. Users with a custom kernel should
ensure that the following lines are present in the custom kernel configuration file:

device usb
device uhci
device ohci
device ehci

To determine if the USB scanner is detected, plug it in and use dmesg to determine whether the scanner appears
in the system message bulffer. If it does, it should display a message similar to this:

ugen0.2: <EPSON> at usbus0
In this example, an EPSON Perfection® 1650 USB scanner was detected on /dev/ugen@.2 .

If the scanner uses a SCSI interface, it is important to know which SCSI controller board it will use. Depending
upon the SCSI chipset, a custom kernel configuration file may be needed. The GENERIC kernel supports the most
common SCSI controllers. Refer to /usr/src/sys/conf/NOTES to determine the correct line to add to a custom
kernel configuration file. In addition to the SCSI adapter driver, the following lines are needed in a custom kernel
configuration file:

device scbus
device pass
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SANE %5

Verify that the device is displayed in the system message buffer:

pass2 at aicO bus 0 target 2 lun 0
pass2: <AGFA SNAPSCAN 600 1.10> Fixed Scanner SCSI-2 device
pass2: 3.300MB/s transfers

If the scanner was not powered-on at system boot, it is still possible to manually force detection by performing a
SCSI bus scan with camcontrol :

# camcontrol rescan all

Re-scan of bus 0 was successful
Re-scan of bus 1 was successful
Re-scan of bus 2 was successful
Re-scan of bus 3 was successful

The scanner should now appear in the SCSI devices list:

# camcontrol devlist

<IBM DDRS-34560 S97B> at scbus@ target 5 lun 0 (pass0,dad)
<IBM DDRS-34560 S97B> at scbus@ target 6 lun 0 (passl,dal)
<AGFA SNAPSCAN 600 1.10> at scbusl target 2 lun 0 (pass3)

<PHILIPS CDD3610 CD-R/RW 1.00> at scbus2 target 0 lun 0 (pass2,cd0)

Refer to scsi(4) and camcontrol(8) for more details about SCSI devices on FreeBSD.

7.7.2. SANE % &

The SANE system is split in two parts: the backends (graphics/sane-backends) and the frontends (graphics/sane-
frontends or graphics/xsane). The backends provide access to the scanner. Refer to http://www.sane-project.org/
sane-supported-devices.html to determine which backend supports the scanner. The frontends provide the
graphical scanning interface. graphics/sane-frontends installs xscanimage while graphics/xsane installs xsane.

ZLH Binary ZF 2 8E M EE D A -

# pkg install xsane sane-frontends

aj iy Port ZFEE20 4

# cd /usr/ports/graphics/sane-frontends
# make install clean

# cd /usr/ports/graphics/xsane

# make install clean

After installing the graphics/sane-backends port or package, use sane-find-scanner to check the scanner
detection by the SANE system:

# sane-find-scanner -q
found SCSI scanner "AGFA SNAPSCAN 600 1.10" at /dev/pass3

The output should show the interface type of the scanner and the device node used to attach the scanner to the
system. The vendor and the product model may or may not appear.

e =
e
Some USB scanners require firmware to be loaded. Refer to sane-find-scanner(1) and sane(7)
for details.

Next, check if the scanner will be identified by a scanning frontend. The SANE backends include scanimage which
can be used to list the devices and perform an image acquisition. Use -L to list the scanner devices. The first
example is for a SCSI scanner and the second is for a USB scanner:
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# scanimage -L

device ‘snapscan:/dev/pass3' is a AGFA SNAPSCAN 600 flatbed scanner

# scanimage -L

device 'epson2:libusb:/dev/usb:/dev/ugen0.2' is a Epson GT-8200 flatbed scanner

In this second example, 'epson2:libusb:/dev/usb:/dev/ugen0.2' is the backend name (epson2) and /dev/
ugen0.2 is the device node used by the scanner.

If scanimage is unable to identify the scanner, this message will appear:
# scanimage -L

No scanners were identified. If you were expecting something different,
check that the scanner is plugged in, turned on and detected by the
sane-find-scanner tool (if appropriate). Please read the documentation
which came with this software (README, FAQ, manpages).

If this happens, edit the backend configuration file in /usr/local/etc/sane.d/ and define the scanner device
used. For example, if the undetected scanner model is an EPSON Perfection® 1650 and it uses the epson2 backend,
edit /usr/local/etc/sane.d/epson2.conf . When editing, add a line specifying the interface and the device
node used. In this case, add the following line:

usb /dev/ugen0.2

Save the edits and verify that the scanner is identified with the right backend name and the device node:

# scanimage -L
device 'epson2:libusb:/dev/usb:/dev/ugen0.2' is a Epson GT-8200 flatbed scanner

Once scanimage -L sees the scanner, the configuration is complete and the scanner is now ready to use.

While scanimage can be used to perform an image acquisition from the command line, it is often preferable to use
a graphical interface to perform image scanning. The graphics/sane-frontends package or port installs a simple
but efficient graphical interface, xscanimage.

Alternately, xsane, which is installed with the graphics/xsane package or port, is another popular graphical
scanning frontend. It offers advanced features such as various scanning modes, color correction, and batch scans.
Both of these applications are usable as a GIMP plugin.

7.7.3. 345 ZHETR

In order to have access to the scanner, a user needs read and write permissions to the device node used by the
scanner. In the previous example, the USB scanner uses the device node /dev/ugen®.2 which is really a symlink to
the real device node /dev/usb/0.2.0 . The symlink and the device node are owned, respectively, by the wheel and
operator groups. While adding the user to these groups will allow access to the scanner, it is considered insecure
to add a user to wheel. A better solution is to create a group and make the scanner device accessible to members
of this group.

This example creates a group called usb:

# pw groupadd usb

Then, make the /dev/ugen0.2 symlink and the /dev/usb/0.2.0 device node accessible to the usb group with
write permissions of 0660 or 0664 by adding the following lines to /etc/devfs.rules :

[system=5]

add path ugen0.2 mode 0660 group usb
add path usb/0.2.0 mode 0666 group usb

Finally, add the users to usb in order to allow access to the scanner:

# pw groupmod usb -m joe
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For more details refer to pw(8).
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= 8. % = FreeBSD #5.v

8.1. ik

#l> (Kernel) £ FreeBSD {E3 AGMBEEMIMH 2 — - A CEIEH « oW - B - WlERE
% o (A5 H B FreeBSD k% W UM BHAERCE » LGRS (TR Bk B M A% AT HOMLL
WS TR

© (TR B TR -

« WMARUSRER R -

o TR AT RO DR -

o B RO B R R AR S I R

o QTR o

o B R FTHERR A -

A TEAR T TR S I RELL root ST -

8.2. BAT 4% A FTHIAZL?

FLHAR FreeBSD Ry L (Kernel) HEiRERy “EA" o FAERNZ LS —EIEH KRR » B RSCREE
AUREREAEE - ARG EUE L ORIERE - Bl /B S — B3 O R hatk - A BemEA -

B4 KZWEE  FreeBSD MLAMUTHREE FATMAL  (Module) fy77stase » ST A KEVAEHE R O
NEEIEL o B AT TR O BEAT PodE e B R AR IR B M AL O B RS B I Th B Bl AT AL O
(Modular Kerne1) o

BE L - R EE — e ThBER f F B B AR RO O3 e B » [ R iE I BB D RS & 0 BRI
R AT B REE A RURRA o B 903 20 & MR IRE & o Bl Sl \ B EOZ O A - B R S R T RE SR
RER SRR RO E A -

A HE] (O & A0ERER)  BSD I P s JHACRER@ AR - (@8 15 7H T1F Al B8 LLECRERs - (B4

FreeBSD g ff L& A FF 2 HFIR o BRAMASCIRA Z Bias SN G AY GENERTC A0 UAHLLAIRS - HETHIRLL AT LA

B TEEREY - A0k TH O BUsiamlly - BRTROLARFZIRER: - W

© DEBARE - B B AT RO A TR BRI R AR _ EAEERIRERS - BT LIRS B BT TE A0 IR AR B i R o

« JORBREGEA - HETAORL OB E L GENERIC OO A A HyRCiEEE - BIRE R » WAKOLHE—H
FREE IR - SR EAESEIEGEA - Bt - BETROE A IRIRE N RFAGH - i
RAREVER -

© SCERERSMIRERE - HETHIAZ D AT DAE BN — L8 GENERTC #2057 4 SR IHHVRERE S i% -

FEfE HET D 2B » 5585 ZhE M IR - 52 I A ik B E R RS0 - R REE A BE A ROBAE T
LABEAT ©

O BAE & AT /boot/kernel ifi H AT {if A kldload(8) B)REH A ZIBAT R L o KER AL BB FE AT
A TR B HRAE T o 4 ath(4) B4R 2 XA EREN IR X7 HAREF A LU T &
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T R AT

Alternatively, to load the driver as a module at boot time, place the
following line in loader.conf(5):

if ath load="YES"
B if ath load="YES" %I /boot/loader.conf & A RIKEHART B BhE A IS ERELH -
B IAE /boot/kernel & A AEBARIALAH » EHNFL T RERZ EEM -

8.3. 1a | A & rE By

%’“ AREEAZ DRBOE R Z BT - R AR RS S EE R E A - AR RRIRET - R H A ERE R
MR T EA HJ*&%&LE’J@‘E’““HQR BRI AT > Microsof t® [y #5 B A H B (Device Manager) N & A Hil O %
EHEREE

{E I
@ HELERZS ) Microsoft® Windows® &7 £ 47 (System) /<] FIAGE AN KEEFHE -

=

#; FreeBSD J2ME—ZZ4E((ER R AR - AR dmesg(8) ZR 2 BARFRE R A I E AUTERE & o FreeBsD b
jt%ﬁ% BEEREN R A A R E T & 4] ST R ATERS o 0 > DUF AT 20 psm(4) BEENFE RS T — 218
psmO: <PS/2 Mouse> irq 12 on atkbdcO

psmO: [GIANT-LOCKED]

psm@: [ITHREAD]
psmO: model Generic PS/2 mouse, device ID 0

R Rz R A > HLEREN AR SN IERZ A EH 5T % D et P A B o
5 dmesg i H FOAE ROR BURFEB (R RERE AP0 - RIAT 2 B5E /var/run/dmesg.boot  HEZRAIAE °

54k > tBA] LA peiconf(8) T HL AT AR &L AIREAS EaR 2% LH &5 st AR RERS Eaman
% pciconf -lv
athO@pcif:3:0:0: class=0x020000 card=0x058al014 chip=0x1014168c rev=0x01 hdr=0x00
vendor = 'Atheros Communications Inc.'
device = 'AR5212 Atheros AR5212 802.1labg wireless'
class = network
subclass = ethernet

DL i H & AR ath BRENFRE 0 A E| — AR L KR S E -
7£ man(1) $84 00 L -k FEAERTRALE RGN - Flan - B 5 A 6 &1 5 B e 2 TR A T E S
B

# man -k Atheros
ath(4) - Atheros IEEE 802.11 wireless network driver
ath hal(4) - Atheros Hardware Access Layer (HAL)

MEIFRERSTE B 2 18 - 2534 TR B C R I R BR B A2 U A e B 5T % D RUE RHR B BB B

8 4- ailri*l’
By T B HATOBRUERG SRR BT D W/HSE %S 58 BE) FreeBSD [RIGTEH o
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= 8. B 5E FreeBSD #%.0»

% usr/sre/ FSTESRE RN » (RAMALS o FUATER LA Subversion fikci i A3, £/
Subversion” fiFI R BLATACL S -

SERURIBTESE AR » e /usr/src/sys ARIRER - Z BHAESEEFES B FESHE T IHE
HATEEEIAKE (Architecture) #1 R : amd64, 1386, ia64, pc98, powerpc LK sparc6d o fEISELEMEEH BTN
HEZZERAR . HEREMr iR RS B R 2R I RE » DB ATA P & - BE SRR T & A conf
T B &k A AR Y GENERIC 205 ERE o

A NEERE GENERIC MW o MEGER BN — AN - W ER N RAE R weE - B E L
HEEMEARNETIC - EHiEL 5 LI FRUREHIR FreeBSD HRasH - #H1E 4127 N Eikas O 02 7
(Host name) ZAEAFEATTIE o LI NEIFIEA amd6d  ZUREHY GENERIC @ idisy T —(EME AL A
MYKERNEL :

# cd /usr/src/sys/ amd64 /conf
# cp GENERIC MYKERNEL

A AT LU F A Ao ASCIL SO A o A€ [ 3T MYKERNEL © TEECHOSwERER & vi » 7E FreeBSD B A —1H 5 144
R A RO AR 2 T 8 ce

BOBERIR R » B—17T& S HNREE (Device) 5 T R4 (Subsystem) (R T ~ 2BLI K5
AU o AEFTTE # RS8RV EHCE BEEEE B o ERERI OB AR ES R RRE - EF
R RRZRENT RAGNTROIN L # 77598 - SEANZAE AR T A ERATRTIN_ B2 bR # 4555 -

i
=

O bR 4 B sURIAR SRR A 5 G AU DR » G0 BIROORCER ata(4) BEE)

R - ARG ATA RETREEENAE TR R A 08 & BILBEE o B E AORMEERT - 3B7E~
OREZIHE R

&

bR T AERCE M PSR R B AR A 2 5h > 1A FM AR AE NOTES € » I 7EBdRZ 284 GENERIC AR/ HY H
PRI T ] - REFFTEEMER IR - 32% /usr/src/sys/conf/NOTES o

/R
@ WA EATROR OB - SRE) /usr/src KBS -

B o A% ORE RS CTE T o SRR —ASFREAS  (Symbolic link)  FRZ A
S

# cd /usr/src/sys/amd64/conf

# mkdir /root/kernels

# cp GENERIC /root/kernels/MYKERNEL
# ln -s /root/kernels/MYKERNEL

HEMFATLLEA include 54 (Directive) o ZIE<S A LAGI FIHAMEREMEE] HATRIREH » SR AHR
TRBVAHE SRBOE ML AR B B - o5 U D BRVBSMEIH B REN R AR B ARSI A
GENERIC Sifi i € BEAME N A0IERIH » An#i I FrR -

include GENERIC
ident MYKERNEL

options IPFIREWALL

options DUMMYNET

options IPFIREWALL DEFAULT TO ACCEPT
options IPDIVERT
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SRARETEEARTIZL

FERIETTIE » BEME A &AL GENERIC A% UNFIRIERD o BT A HIEEI A GENERIC [ » A —f#35]
i » BRIEHRE 5 A nooptions =Y nodevice SEIEACHERRHE o HAFAAIRE TS R HB A AT 7E config(s) #
e

V=
EE

BREASHITE ] FLEENEEN > AT root $UTLLTHES ¢
# cd /usr/src/sys/ arch/conf & make LINT

8.5. 4 MR A TS

SERK H AT RUE AR SRR R AT 2 1R (R TRIR LA 2 BRAR % O B JUA TS
MR 8.1 SRRt L

L PHAZEIE

# cd /usr/src

2. 1B BETOBENEI AT ARSI O
# make buildkernel KERNCONF= MYKERNEL

3. HEFRAIEERZ OB ERE TR HIZ O gL e i@ 28 LHZ 08 /boot/kernel/kernel i f§EE %
LM E /boot/kernel.old/kernel

# make installkernel KERNCONF= MYKERNEL
4. BRI EHBEMEE A GO L - BEAERRESE A F O o

THRAE BET A% O s iz » I DA R 9 B A o BRSO B A e B AT A » T/AE
B UG 4R 2 2 B o HmilE /etc/make. conf o

N > 56 A LN B EORT 15 78 B AR 1 R AR B A CT R A s Pl B A RO
MODULES OVERRIDE = linux acpi

B o WA DU B BOR ISR T HERR B R n A

WITHOUT MODULES = linux acpi sound

A EL At ] IR > 5§25 make.conf(5) BUSFEAH &R -

8.6. o R A A 443
B3R AT W0 LR T B A DL DU AR (R -

config ZeHi
#i config SKRHL » EHHAIEMERITIR o (M LU TERE R il » 75 252 GENERIC Bf NOTES LU ACHEZD 5
17 4780 NI A B IR -

config: line 17: syntax error

make ZEER
#i make SR o EE R R AL OBUE R ARIR UL R AR E FGE config HEIRIE o s FAMEDER » &
IATEEERRE » 552788 B T[4 45 FreeBSD general questions mailing list 3 fff A%/ OB ERE o
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= 8. B 5E FreeBSD #%.0»

BT IO R
HRT O EEVA B B AP E A AN | SEUF 0 FreeBSD A RUFHUBEHI AT LUE T AH AR ME
J o H 7 EAE FreeBSD % \F23X (Boot loader) ;245 B A ARBRAM AL MEFT » & RARFHHGEREL H B
112 “Escape to a loader prompt” J#IH » Wi fE 512 R % #i A boot kernel.old B %y (£ Hoth 4%
FATE T LLIEH BAR AR D4 o

R R OB 2 12 - B R M I B S M aE— K o /var/log/messages &H MIHIER » EEE
TN BB & R BRI DTS, o [RIEREY » dmesg(8) & BN Y B AR BAIZ HII LIS,

R
3 TEHEBRIZ ORI R » SETEE A GENERIC AUHEA » o3& HAh 2 4nm] LLEAERI
O W ASFEIR LR ARRER T IR G2 A Es - SR EE » FILEEHRY
OS2 1% » kernel.old W RELENZOERE » Bl Gee kGG -
A FRE BT A A T EER O B ERSEI R B BEER D BBk -

# mv /boot/kernel /boot/kernel.bad
# mv /boot/ kernel.good /boot/kernel

PO RELE - fH ps(1) iR (R
B D R B R A T B BB A AN - filan - B — (%0068 A -CURRENT [y [ 4R Til5 4 a8t 47 47 -
RELEASE (U R 4% I » #F % REURAETE 40 ps(1) J vmstat(8) & Wi o BB IE MR - 5508 B
ORI R AR EE 5 (Source tree) B i lf: 4 4 World o (i i B/ 3% R 50 KA BR G ASUA A TR A% O
KIEANF AT ER
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= 9. 7] ¢p

Originally contributed by Warren Block.

SERE NGB WEIRTENTE » EFIENE AR L2 —(E = ZATEE - 5B M A AT » B
T ERHMEASIEN AR T UL A A] LR BRI -

9.1. Hrig ke

EAHIFIENTHRE AT LAPEBE ST » FIENHRL B RESFIENSE ASCIT ST - & BLAEH AR RIS - 552
FHi953, “BEaR"

Lo Sl H S AR BN

2. L) root #E3T /etc/printcap AR T :

AT B HE L E USB IR AEISRH
HEFNY s “E1EES (Printer)” HAYEIRIEZH A -

HEGHEEE RN RAR A -

B network-printer-name 48RS EIFEHEA) DNS 142 F o

3. 4 /etc/rc.conf A T4TACHER pd :

REEIRES

4. HERFED :

Q ..
EFENEIMATARIE B F B - T2 2B “PEEBIR (Stairstep)” » F52% § 9.5.3.1,
B SU T EIRARFEEBARSEN”




ENFRARIEAR

BAERTLUE R Wpr RFIEICTFHE - HEAEIR QTS IS4 RS - sl i (PR B 415 9% (Pipe) (33X

% pro

% lpr textfile.txt
% ls -1h | lpr

9.2. fp R iR &%

ENFAEA 3T 2 07 AT LUEIR R ER N - /NS BN RS & B ROE I FE AR USB 1R » B EI R EE
B35 (Parallel)  “FIFHE (Printer)” 35 » T4 —#R{3 EIRIEAIE EEE AR - SREDRIBAA L 68
BEHZM - BA A VR 2SR A5 (Serial) 3

FreeBSD mJ DL By LU3H 7 (O EI SR -

USB
USB B[ A% AT LUEE 2 TR AR AT A USB ## o

# FreeBSD {gifllF] USB EN#HS » @RI IS BIAE : /dev/ulpte LLJ /dev/unlptd s [EiiE5] [ (T
— B R S B B EN A o 7EAHFBIED TOE52 1% ulpte (E@r &3k USB 8 » B2t USB HRE
T E A BRTRE o PRHGE 5 7T DAZKCBE R unlpto #5E o unlpte g Esk USB 4 o

i %1] (IEEE-1284)
Wi FHREE B /dev/pto » AR B NIREDRIEE T EE FH G HFE - Bl A BEEH -

HEFC A FRAEE "E" SR AL ENEECEAEMEER o DU SRR AGHEE
AFENAEE] USB 35 » T 88y - 65 ENFRAK AT DAGCE 1B USB ENSRBEGE AT » B o5 —RREE 51N Al
# (Print server) {5 &t A] Fi AR F2 0 51| E1 RAKE F %

7% (RS-232)
PR — R s GE R - DR AEENENE b BT R U kaO B A - AR TR TR Y
4R AR T SR B MR A -

P 7 AR O 1 L R 37 45 S 4 B /dev/cuau@ BY /dev/cuaul o 5351 USB BEBZS% Al # FH
T 4 B A 4 A I & /dev/cual 0 o

LT | ENRAE AL H A E R B 2 > KRR H#iH % (Baud rate) g BPS (Bits Per
Second) LUK, [Al AL (Parity) » UG S » (H—BF 5 EDRAE & 6 A EHE 42 9600 HLAE[F AR

AR ENFAK AT L HOE B E AR R o

i EN A7 368 DHCP ) ECBhRE Ak » Al /E B8 DNS %47 Rl » DNS JEB) R 5B AIC 3 A% 40 RE BE S #T
TEEI IERERY IP A7hE o HERE AR M EN A% —(EEFRREY TP (7 1k v 58 07 3 (] A

K E BB ENFA% AT ARG LPD JEa I 2 Ak th #0571 B TAF » FE{75 (Print queue) 45 FE &
TEIERFIERE o #R Uy ENFRAK & R IR G A RO I AR E BR B ORI T 3 » N raw {751 & S EN SR E0K) -
T text {75 A & 7EAl T ERIN#HAT75% (Carriage return)
KR A B EN AR AR 7T 51 B L R (EA EHR T 9100 HUERY

9.21. #H &

A ERKE S EARGE K 2 LR AT 20 - BT DU BLPOERADSIE] » 35 BRI RN - BUEE LA

USB » FHFNERBRIE ~ 5 o M6 FEARIIR AT LUGE A - (BA BEARR L B E RRRH] o 055 AR I e

SE > RSOSSN > BB S M AR AR TR - FrE RS
TRZ -
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9. FI[ER

/%Jélj ,E\@J}Yﬂkwa =

A EIRER ERL B FENRASREAIEMBNEE S > BUE S A EMHMEES  (Page  Description
Languages) 8§, PDL ©

ASCII
4 ASCH FREXERFENEMRE RN R - —ETF e E—EES R SCE  ERFR A &
FIEN—{E A FEETE o 7 LMERAEIER D - A REF A E BRI EE o 351068 A B A4l
ASCIL s )2 3 S0 7 ] DL BRI IS B BN A 5 — B el B B AT B AR A alid s - 5| EIA4S SR ] B e
EMIAZS

H Oy ELEN AR VA 51 EN A ASCIL 305 » TE s LB AR R € -

PostScript®
PostScript® £ ASCIT & -F-AH ¢ » B BT A » PostScript® IR FH — B84 A LG H ik
Fﬁ%ﬂ’]ﬁ(ﬁi ’ EIWE)%TI_JE’J%?QE@I% B ERIRARII RS A UER MR E R IR
HFE= EEEAEETFHEAERES - IUEREZE AR -

{8 B D B S RF & A5 PostScript® AR A MR ACHT & B A -

PCL (Printer Command Language)
PCL Hy ASCIT ZEAHTAK - HHATEJEEFET?“@J (Escape sequence) FIE/RIET ~ JEIEFAILL R FIENE A
KEBG ENRAEEC SR PCLS » DEEIREGHAY PCL6 B PCLXL » jEL8f2KAUMAE PCLS [U#ELE S
(Superset) » Mfi A DAY BT PRA 3 FIHEE -

DL A 5 pfE (Host-Based)
B35 T AT BE S 5 B SR AR AN B N RC AR B R PR R EN SRR AU R » E LR AR AT EN Al S0
R » T BB & ek e EHIERENFE S B R FEFIENFAR - B A L M AR (Host-
based) frE1 A% -

Bl B A% 7 B DL 0% R SR B S A TOE 2 0 ) e SO PR RE AR AE - BRI L R R BT
R IR R AT 0EAE -

9.3.1. #24% PostScript® % i & PDL

Port ZEff£2E FreeBSD T HEFGFFLAILIEIEE PostScript® gy pfE AR » A B T n i
PostScript® g EH {5 F PDLAY T B :

FA% 9.1 H ] PDL A% 2(

i i PDL B Gl

PCL 8} PCL5 print/ghostscript9 B -sDEVICE=ljetd -~ %
{fi F§ -sDEVICE=cljet5

PCLXL B} PCL6 print/ghostscript9 B {6 i F§ -SsDEVICE=pxlmono ~ %
1o, f# F -sDEVICE=pxlcolor

ESC/P2 print/ghostscript9 -SDEVICE=uniprint

XQX print/foo2zjs

93.2. HE&

FLR B LIGIED » ARSI PostScript® RYEIFME o HIRAIKHE PCL MUEDERME > AT  print/
ghostscript i5 25 EN F At 7] 5 57 4 S0 1% PostScript® REIFE K — ] - A B 3% (% PostScript® & PCLAYE]
FME W & B RS A ASCIL U7 RS -

A BN A A (7] i R e 2 5B FAE B NS % PostScript® &Y PCL » sEREEI R AR 5 7] LIFIENFE ASCII

SCFHESE o print/ghostscript IR {715 REFI SRR FIHY PDL » ANI8 BEAE 5 R IR0 b 51 B 52 4 LB Ay 2
R H EEHE &R RE - NG RZEX KRR E LS
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HIEFIED

DAZE R SRR BN FAR0E W B3R - AL F R T B ARy POL UYL A - T BEkE % (8 A E R En
FbE o

5 B & & PDL 19448 0] 2 http://www.undocprint.org/formats/page_description_languages o & f& RS2 E1 514
Bt FH B4R <€ PDL A] & http://www.openprinting.org/printers ZF#f] o

9.4. 7|

HNEWIIE - R EREER N REE R > BRMEFERE o flan - ZEEE—H4 755 sanple. txt
BoRE 222 USB E1#4% -

# cp sample.txt /dev/unlpt@

B AR PR S ENTF B L AN RE SR TIAE - (BERZEEEZIRE 9100 BYF|EIESE » FI{EH
nc(1) SE5EHL © BLAH A DNS 454§ 4 netlaser {EIFEF 1B F bR AR R |

# nc netlaser 9100 < sample.txt

9.5. LPD (472] X 7 % #% Daemon)

TER BRI EN— (AR 2R (E Spooling » £&E 2, (Spooler) (¥ F & Fesm A BT BASA HA AR T R Te B &
TRENZAR SR8 B 52 LA EN TAE »

FreeBSD [ & () 4% i #2X, (Spooler) Fg{E pd(8) » 51 EN TE& i A lpr(1) 24258 -
9.5.1. n¥E T

F 3L BRI AR GEAT S ED TARAD B 8% ~ SUETER BR (R LL SRR AGRE 8 At (8 A1 25 7] LU BlE L RV

# mkdir -p /var/spool/lpd/lp
# chown daemon:daemon /var/spool/lpd/lp
# chmod 770 /var/spool/lpd/1lp

FIRME G EFTE /etc/printcap » B EHIRMEIEE r@ SRV E RG240 - EE20HE0E DU &1 Ho M 3%
FE o H7 /etc/printcap fFHLITAZL :
1p:\ (1]

:1p=/dev/unlpt0:\ &

:sh:\  ©

imx#0:\ @

:sd=/var/spool/lpd/1p:\ ©

:1f=/var/log/lpd-errs: @

Q  EIEMAVZTE o lpr(1) & EEFEI TIES] Lo EIEN - BRIEE A -P IBE HMENELE - BT ATERVEN
FIEZTEEMSH o

O HIEIRPTEEEHEE o BT A EREREAREER » IILERATR o
JEARSEAY 1E /etc/printcap fJZFEEIEH
USB :lp=/dev/unlpt0:\

WA ANEEK USB FIEIEAEEE » BF A &L

R - R ulpto » EERE G EEREA
TR E B USB # -

DI :1p=/dev/1pt0:\
A SHEFHE LPD S@ T 0 RE I ENERH -

:Up=: rm=network-printer-name :rp=raw:\
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9. FI[ER

JEARFEAY 1£ /etc/printcap FYFEETHH
ST S 3R FHHR5% 9100 FIEIHIENFA

: 1p=9100@network-printer-name :\
BT SCRAEIERN - sEER network-

printer-name A8 EZ %A DNS £G4 HE -
52l :lp=/dev/cuau@:br=9600:pa=none:\

T L — R B BN b B E M T B IR R
P B » (ElE R (Baud rate) £ 9600 H 4% [F] {7

B (No Parity) o

TEFVEN TAEBHIRRE AT E H ©

AR ED TAER SRR T o

UL EN B4R T (Spooling) B #kEk 1K » & AENFAR S B O F—{EM 3L f948 1 (Spooling) H i
B3 Y E F AR A S5 SR H 5EAE o
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# chkprintcap

TEHEAE 2 BTG IE R [ R RIRE -

BHAK /ete/re.conf g 1pd(8) :

lpd_enable="YES"

IS EARTS

# service lpd start

o000

9.5.2. & A lpr(1) 7| ¢p

Documents are sent to the printer with 1pr. A file to be printed can be named on the command line or piped into
1pr. These two commands are equivalent, sending the contents of doc. txt to the default printer:

% lpr doc.txt
% cat doc.txt | lpr

Printers can be selected with -P. To print to a printer called laser:

% lpr -Plaser doc.txt

9.5.3. @8 %

The examples shown so far have sent the contents of a text file directly to the printer. As long as the printer
understands the content of those files, output will be printed correctly.

Some printers are not capable of printing plain text, and the input file might not even be plain text.

Filters allow files to be translated or processed. The typical use is to translate one type of input, like plain text,
into a form that the printer can understand, like PostScript® or PCL. Filters can also be used to provide additional
features, like adding page numbers or highlighting source code to make it easier to read.

The filters discussed here are input filters or text filters. These filters convert the incoming file into different forms.
Use su(1) to become root before creating the files.

Filters are specified in /etc/printcap with the if= identifier. To use /usr/local/libexec/1f2crif as a filter,
modify /etc/printcap like this:
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1p:\
:lp=/dev/unlptO:\
:sh:\
TMx#0:\
:sd=/var/spool/1lpd/lp:\
:if=/usr/local/libexec/1f2crlf:\ @
:lf=/var/log/lpd-errs:

©  if=identifies the input filter that will be used on incoming text.

SN

The backslash line continuation characters at the end of the lines in printcap entries
reveal that an entry for a printer is really just one long line with entries delimited by colon
characters. An earlier example can be rewritten as a single less-readable line:

1p:lp=/dev/unlpt0O:sh:mx#0:sd=/var/spool/lpd/lp:if=/usr/local/libexec/
1f2crif:1f=/var/log/lpd-errs:

9.5.3.1. 8 % f& #b ST T 5 R KSR AR ) PP

Typical FreeBSD text files contain only a single line feed character at the end of each line. These lines will “stairstep”
on a standard printer:

A printed file looks

like the steps of a staircase
scattered by the wind

A filter can convert the newline characters into carriage returns and newlines. The carriage returns make the
printer return to the left after each line. Create /usr/local/libexec/1f2crlf with these contents:

#!/bin/sh

CR=$"'\r'
/usr/bin/sed -e "s/$/${CR}/g"

Set the permissions and make it executable:
# chmod 555 /usr/local/libexec/1f2crlf

Modify /etc/printcap to use the new filter:

:if=/usr/local/libexec/1f2crlf:\

Test the filter by printing the same plain text file. The carriage returns will cause each line to start at the left side
of the page.

9.5.3.2. 1% A print/enscript /= PostScript® fp &4 £ LF AR

GNU Enscript converts plain text files into nicely-formatted PostScript® for printing on PostScript® printers. It
adds page numbers, wraps long lines, and provides numerous other features to make printed text files easier to
read. Depending on the local paper size, install either print/enscript-letter or print/enscript-a4 from the Ports
Collection.

Create /usr/local/libexec/enscript with these contents:

#!/bin/sh
/usr/local/bin/enscript -o -

Set the permissions and make it executable:
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Modify /etc/printcap to use the new filter:

Test the filter by printing a plain text file.
9.5.3.3. 7| ¢ PostScript® %] PCL ¢ & 4%

Many programs produce PostScript® documents. However, inexpensive printers often only understand plain text
or PCL. This filter converts PostScript® files to PCL before sending them to the printer.

Install the Ghostscript PostScript® interpreter, print/ghostscript9, from the Ports Collection.

Create /usr/local/libexec/ps2pcl with these contents:

Set the permissions and make it executable:

PostScript® input sent to this script will be rendered and converted to PCL before being sent on to the printer.

Modify /etc/printcap to use this new input filter:

Test the filter by sending a small PostScript® program to it:

9534. % EMER

A filter that detects the type of input and automatically converts it to the correct format for the printer can be very
convenient. The first two characters of a PostScript® file are usually %!. A filter can detect those two characters.
PostScript® files can be sent on to a PostScript® printer unchanged. Text files can be converted to PostScript®
with Enscript as shown earlier. Create /usr/local/libexec/psif with these contents:

Set the permissions and make it executable:
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# chmod 555 /usr/local/libexec/psif

Modify /etc/printcap to use this new input filter:

:if=/usr/local/libexec/psif:\
Test the filter by printing PostScript® and plain text files.
9.5.35. Ay B &

Writing a filter that detects many different types of input and formats them correctly is challenging. print/apsfilter
from the Ports Collection is a smart “magic” filter that detects dozens of file types and automatically converts them
to the PDL understood by the printer. See http://www.apsfilter.org for more details.

9.5.4. % 57|

The entries in /etc/printcap are really definitions of queues. There can be more than one queue for a single
printer. When combined with filters, multiple queues provide users more control over how their jobs are printed.

As an example, consider a networked PostScript® laser printer in an office. Most users want to print plain text,
but a few advanced users want to be able to print PostScript® files directly. Two entries can be created for the
same printer in /etc/printcap :

textprinter:\
:1p=9100@officelaser:\
:sh:\
Tmx#0:\
:sd=/var/spool/1lpd/textprinter:\
:if=/usr/local/libexec/enscript:\
:lf=/var/log/lpd-errs:
psprinter:\
:1p=9100@officelaser:\
:sh:\
TMX#0 1\
:sd=/var/spool/lpd/psprinter:\
:lf=/var/log/lpd-errs:

Documents sent to textprinter will be formatted by the /usr/local/libexec/enscript filter shown in an
earlier example. Advanced users can print PostScript® files on psprinter , where no filtering is done.

This multiple queue technique can be used to provide direct access to all kinds of printer features. A printer
with a duplexer could use two queues, one for ordinary single-sided printing, and one with a filter that sends the
command sequence to enable double-sided printing and then sends the incoming file.

9.5.5. B AL iz 4] 7| Fp

Several utilities are available to monitor print jobs and check and control printer operation.
9.5.5.1. Ipq(1)

lpq(1) shows the status of a user's print jobs. Print jobs from other users are not shown.

Show the current user's pending jobs on a single printer:

% lpgq -Plp
Rank  Owner Job Files Total Size
1st jsmith 0 (standard input) 12792 bytes

Show the current user's pending jobs on all printers:

% lpq -a
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9.5.5.2. Iprm(1)

lprm(1) is used to remove print jobs. Normal users are only allowed to remove their own jobs. root can remove
any or all jobs.

Remove all pending jobs from a printer:

Remove a single job from a printer. Ipq(1) is used to find the job number.

9.5.5.3. Ipc(8)

lpc(8) is used to check and modify printer status. 1pc is followed by a command and an optional printer name. all
can be used instead of a specific printer name, and the command will be applied to all printers. Normal users can
view status with lpc(8). Only class="username">root can use commands which modify printer status.

Show the status of all printers:

Prevent a printer from accepting new jobs, then begin accepting new jobs again:

Stop printing, but continue to accept new jobs. Then begin printing again:
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printing disabled
# 1lpc start Ip
lp:
printing enabled
daemon started

Restart a printer after some error condition:
# lpc restart 1p
lp:
no daemon to abort

printing enabled
daemon restarted

Turn the print queue off and disable printing, with a message to explain the problem to users:
# lpc down 1p Repair parts will arrive on Monday
lp:

printer and queuing disabled
status message is now: Repair parts will arrive on Monday

Re-enable a printer that is down:
# lpc up 1p
lp:

printing enabled
daemon started

See lpc(8) for more commands and options.

9.5.6. 5 ZfF & %

Printers are often shared by multiple users in businesses and schools. Additional features are provided to make
sharing printers more convenient.

9.5.6.1. 3| %

The printer name is set in the first line of the entry in /etc/printcap . Additional names, or aliases, can be added
after that name. Aliases are separated from the name and each other by vertical bars:

lp|repairsprinter |salesprinter :\

Aliases can be used in place of the printer name. For example, users in the Sales department print to their printer
with

% lpr -Psalesprinter sales-report.txt
Users in the Repairs department print to their printer with
% lpr -Prepairsprinter repairs-report.txt

All of the documents print on that single printer. When the Sales department grows enough to need their own
printer, the alias can be removed from the shared printer entry and used as the name of a new printer. Users in
both departments continue to use the same commands, but the Sales documents are sent to the new printer.

9.5.6.2. B

It can be difficult for users to locate their documents in the stack of pages produced by a busy shared printer.
Header pages were created to solve this problem. A header page with the user name and document name is printed
before each print job. These pages are also sometimes called banner or separator pages.

Enabling header pages differs depending on whether the printer is connected directly to the computer with a USB,
parallel, or serial cable, or is connected remotely over a network.
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Header pages on directly-connected printers are enabled by removing the :sh:\ (Suppress Header) line from the
entry in /etc/printcap . These header pages only use line feed characters for new lines. Some printers will need
the /usr/share/examples/printing/hpif filter to prevent stairstepped text. The filter configures PCL printers
to print both carriage returns and line feeds when a line feed is received.

Header pages for network printers must be configured on the printer itself. Header page entries in /etc/printcap
are ignored. Settings are usually available from the printer front panel or a configuration web page accessible with
a web browser.

9.5.7. %% X i
Example files: /usr/share/examples/printing/
The 4.3BSD Line Printer Spooler Manual, /usr/share/doc/smm/07.1pd/paper.ascii.gz

Manual pages: printcap(5), lpd(8), Ipr(1), Ipc(8), lprm(1), Ipq(1).

9.6. b7 2 &

Several other printing systems are available in addition to the built-in lpd(8). These systems offer support for other
protocols or additional features.

9.6.1. CUPS (Common UNIX® Printing System)

CUPS is a popular printing system available on many operating systems. Using CUPS on FreeBSD is documented in
a separate article:https://www.FreeBSD.org/doc/en_US.1S08859-1/articles/cups

9.6.2. HPLIP

Hewlett Packard provides a printing system that supports many of their inkjet and laser printers. The port is
print/hplip. The main web page is at http://hplipopensource.com/hplip-web/index.html. The port handles all the
installation details on FreeBSD. Configuration information is shown at http://hplipopensource.com/hplip-web/
install/manual/hp_setup.html.

9.6.3. LPRng

LPRng was developed as an enhanced alternative to Ipd(8). The port is sysutils/LPRng. For details and
documentation, see http://www.lprng.com/.
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Linux® f2 2B TR 3 R 19255 » LR @)% Linux® Binary A7et:
FreeBSD Port ZEfhEE 77 -

TEE s 4w5E Port B > ZHEA Linux® 20 BAH » RIS E & LR :
# kldload linux
¥ 64-( TR -
# kldload linux64
AR EA ¢
% kldstat
Id Refs Address Size Name

1 2 0xc0100000 16bdb8 kernel
7 1 0xc24db0eO dO6O linux.ko

o Linux® FE 58 ] L FB) e el 21
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# pkg install emulators/linux_base-c6

ZAERAREF S Linux® FEZEM: » "] LA AGEFTE] /etc/rc.conf

linux_enable="YES"

Tt 64-(r T HIME RS b > /ete/re.d/abi & HEEA IR 64- (T BCHE A o

Since the Linux binary compatibility layer has gained support for running both 32- and 64-bit Linux binaries (on
64-bit x86 hosts), it is no longer possible to link the emulation functionality statically into a custom kernel.

10.2.1. F %o LAz X &

# A Linux® JiE AR S 7ERUE Linux® Binary ARZPEAR HHE /D I AR SURB A BT » #ER20E (8 Linux® Binary
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% ldd linuxdoom

libXt.so.3 (DLL Jump 3.1) => /usr/X11/lib/libXt.s0.3.1.0
1ibX11.s0.3 (DLL Jump 3.1) => /usr/X11/1ib/1ibX11.s0.3.1.0
libc.so.4 (DLL Jump 4.5pl26) => /lib/libc.s0.4.6.29

Rtz - ERTA Linux® A7 H R A IR — RO 52 5] FreeBSD A /compat/linux - #ERISEIR »
SLAFSRIEAS (Symbolic link) i H 45 5 55— 044 8 © LUE ] F & 1E FreeBSD RGTEA LUTHES

/compat/linux/usr/X11/1ib/1ibXt.s0.3.1.0
/compat/linux/usr/X11/1ib/1ibXt.s0.3 -> libXt.s0.3.1.0
/compat/linux/usr/X11/1ib/1ibX11.s0.3.1.0
/compat/linux/usr/X11/1ib/1ibX11.s0.3 -> 1ibX11l.s0.3.1.0
/compat/linux/lib/libc.s0.4.6.29
/compat/linux/lib/libc.s0.4 -> 1libc.s0.4.6.29
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/compat/linux/lib/libc.s0.4.6.27
/compat/linux/lib/libc.s0.4 -> libc.s0.4.6.27

H. dd Ji7R Binary & S8 FIESHTHIARCA
libc.so.4 (DLL Jump 4.5pl26) -> libc.so0.4.6.29
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/compat/linux/1lib/1libc.s0.4.6.29
/compat/linux/lib/1libc.s0.4 -> libc.s0.4.6.29
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% ./my-linux-elf-binary

m
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ELF binary type not known
Abort

217 Bf) FreeBSD #%.0> & HI| & FreeBSD ELF Binary & 2 Linux® Binary » A]{§ f brandelf(1) :

% brandelf -t Linux my-linux-elf-binary

0

o
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&=
%

i

10.2.3. 52% 04 Linux® RPM & 3k ## 64 J& i 42 &,

B2 45 Linux® RPM A& KL e FRESS » F2 5044 archivers/rpm4 ZE 8% Port o ZCHE5EALZ 1% » root A L,
EHEMEE L% rom

# cd /compat/linux
# rpm2cpio < /path/to/linux.archive.rpm | cpio -id

WRFFE » brandelf T Z#ER) ELF Binary o £ » B4 & BIEG F O RRZAEE -

10.2.4. 35 € T MG AR BT B
2R DNS HEJE S al i BhiE (8 #H R

resolv+: "bind" is an invalid keyword resolv+:
"hosts" is an invalid keyword

1 /compat/linux/etc/host.conf EF5EANT :

order hosts, bind
multi on

BRI S Jetc/hosts » HYA DNS o # /compat/linux/etc/host.conf ANFEFE » Linux® &R &
i ] /etc/host.conf ilfi & & ANHEZR Y FreeBSD 357% o A1 R 2RIk as AR A€ (£ ] /etc/resolv.conf HY
&% o HIATR8ER bind o

103. % .78

This section describes how Linux® binary compatibility works and is based on an email
written to FreeBSD chat mailing list by Terry Lambert <tlambert@primenet.com > (Message ID:
<199906020108.SAA07001@usr09.primenet.com> ).

FreeBSD has an abstraction called an “execution class loader”. This is a wedge into the execve(2) system call.

Historically, the UNIX® loader examined the magic number (generally the first 4 or 8 bytes of the file) to see if it
was a binary known to the system, and if so, invoked the binary loader.

If it was not the binary type for the system, the execve(2) call returned a failure, and the shell attempted to start
executing it as shell commands. The assumption was a default of “whatever the current shell is”.

Later, a hack was made for sh(1) to examine the first two characters, and if they were :\n, it invoked the csh(1)
shell instead.

FreeBSD has a list of loaders, instead of a single loader, with a fallback to the #! loader for running shell interpreters
or shell scripts.

For the Linux® ABI support, FreeBSD sees the magic number as an ELF binary. The ELF loader looks for a specialized
brand, which is a comment section in the ELF image, and which is not present on SVR4/Solaris™ ELF binaries.

For Linux® binaries to function, they must be branded as type Linux using brandelf(1):
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# brandelf -t Linux file

When the ELF loader sees the Linux brand, the loader replaces a pointer in the proc structure. All system calls
are indexed through this pointer. In addition, the process is flagged for special handling of the trap vector for the
signal trampoline code, and several other (minor) fix-ups that are handled by the Linux® kernel module.

The Linux® system call vector contains, among other things, a list of sysent[] entries whose addresses reside
in the kernel module.

When a system call is called by the Linux® binary, the trap code dereferences the system call function pointer off
the proc structure, and gets the Linux®, not the FreeBSD, system call entry points.

Linux® mode dynamically reroots lookups. This is, in effect, equivalent to the union option to file system mounts.
First, an attempt is made to lookup the file in /compat/linux/ original-path . If that fails, the lookup is done
in /original-path . This makes sure that binaries that require other binaries can run. For example, the Linux®
toolchain can all run under Linux® ABI support. It also means that the Linux® binaries can load and execute
FreeBSD binaries, if there are no corresponding Linux® binaries present, and that a uname(1) command can be
placed in the /compat/linux directory tree to ensure that the Linux® binaries cannot tell they are not running
on Linux®.

In effect, there is a Linux® kernel in the FreeBSD kernel. The various underlying functions that implement all of
the services provided by the kernel are identical to both the FreeBSD system call table entries, and the Linux®
system call table entries: file system operations, virtual memory operations, signal delivery, and System V IPC. The
only difference is that FreeBSD binaries get the FreeBSD glue functions, and Linux® binaries get the Linux® glue
functions. The FreeBSD glue functions are statically linked into the kernel, and the Linux® glue functions can be
statically linked, or they can be accessed via a kernel module.

Technically, this is not really emulation, it is an ABI implementation. It is sometimes called “Linux® emulation”
because the implementation was done at a time when there was no other word to describe what was going on.
Saying that FreeBSD ran Linux® binaries was not true, since the code was not compiled in.
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= 1. R AR
Written by Chern Lee.

Based on a tutorial written by Mike Smith.
Also based on tuning(7) written by Matt Dillon.

11.1. Bk

7. FreeBSD { FIIRAE - HE HEARET 2 — B2 T IEMERE R o AFZEEF/M4H FreeBSD HURLE R
> A FE—LER] DIFA%E FreeBSD MUBERY 2B E -
AHTTEE AT

« rc.conf HriEAEREME & ) /usr/local/ete/re.d FEEf Script o
© AMATECE MEHIER AR R o

© AMATEAERRAEE bEUE EHEEAY o

o« WA FLE Jete PR TERERE o

« QA fE A sysctl(8) S BLHHAL FreeBsD o

© AR AL BE S B % D BR ) -
TEBRIRBIREDE B 2 1l » R E

* T4 UNIX® J FreeBSD 3L (2 3, FreeBSD L) o

© BERMLEE B LA (5 8, € FreeBSD 1)) -

11.2. &%) 75

Contributed by Tom Rhodes.

FFLZE R G (A Port ZEFERLAEE = JyHKASE] FreeBSD H & B HEARFAE R AU LI A R BYRZ RS -
AR5 » ffil4 mail/postfix 8% www/apache22 8 - 15 58 £ 7 BAE R GUHIR (LR RS B RORKEE 2 FRRI I © AR 2E
B B AT F RS B 5 = T R AR Y

T£ FreeBSD K 22 8 A AR » 40 cron(8) th 2% 8 R 47 & B Script HEHAT o
11.2.1. 249 e A A2 X3E T

Biff FreeBSD &5|H rc.d > ZEBAREAESBIF A EHRMEFELHTIEE - AR & 114, "F
H FreeBSD wifes” FriREIRVRRMTY - o DISCE AR AR E RS 2 2 B H ] LUE® /etc/
rc. conf ZEELEEAS BT AU R S B Script *F AR o —{EELARH) Script RIBEE 41T Bl FT7s
#!/bin/sh

#

# PROVIDE: utility

# REQUIRE: DAEMON
# KEYWORD: shutdown

. /etc/rc.subr

name=utility
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56 P R A D L At A 5

rcvar=utility enable
command="/usr/local/sbin/utility"
load rc_config $name

0 NOT CHANGE THESE DEFAULT VALUES HERE

D
SET THEM IN THE /etc/rc.conf FILE

H H H W

utility enable=${utility enable-"NO"}
pidfile=${utility pidfile-"/var/run/utility.pid"}

run_rc_command "$1"

JEfE Script EHEREPUTH utility FIEEMAMRSE DAEMON 2 1%/KH) » thFRHE M E BB BT 1D
(Process ID, PID) fi /715 ©

P I AR U RS N ATHE] Jete/re.conf A
utility enable="YES"

{8 S FE 5 20 FT AR B AR B AR 2 51 2 8L ~ 51 /etc/rc.subr FrEEAtAGTERLENEL ~ B rcorder(8) AHZ I AT
fE rc.conf fEEEHIEHE o

11.2.2. 4% 7 AR A 25 B FACIR A

HoAly o ARBS 7T LLBE A inetd(8) SRS E) > 78 i 28.2, “inetd BRAR AR A W17 inetd(8) LUK HEEHIIR
NG o

RS L LS B & 8 1] cron(8) ZRX B RAUARSS » HIt cron(8) & {# ] crontab(s) fU¥ER # I TIELAEF »
B LUE 75 58 AN D8R » G2 — ARy (A B ] LUK Bh S e 5 OB IR -

cron(8) ) @reboot Ty » W] HIACE TR EFAMAIRERH » TURZ LAEE/E ARSI LR BT cron(8) R #4T -

11.3. 3% = cron(8)
Contributed by Tom Rhodes.

Tt FreeBSD H it i A AR H Ap—IH T B A& cron » &2l TR AT RHITI HEBIE /etc/crontab 5
A EHITHI TAERIZ 5 /var/cron/tabs 275 HETHY crontab 1E 22 » 5 LU HE 52 H A HE B cron 7E45E
ORI TAY AR » crontab R —EIHE € T —(HZHATHI LAE » IREAE cron job o

ERMEH T MEEAAECEN c H— R A crontabs R crontab  RIERZHEN > H R MAE
crontab » {fi i crontab A] LUK T B4 37 B4R - 2 WK R AR 2UFE crontab(5) HHERA « 4% crontab /
etc/crontab FIRET &G 1L FA# crontab FiZ A H who AL » 7ERHE crontab » cron BIRKIERZMALFTTEE
HIE B RBATIRS » TIAEFEAE crontab » & LU crontab [y FIEREITIRS

{E I crontab FE{E I8 I AT LLZHEH CAY LA » root (fH#F WAl A B CRIEHFE crontab ZLZHATE
A crontab HETAE o

LR B 2 4% crontab /etc/crontab gEiFIEH :

# /etc/crontab - root's crontab for FreeBSD
#

# $FreeBSD: head/zh TW.UTF-8/books/handbook/book.xml 51147 2017-10-26 15:25:09Z rcyu $
# O

SHELL=/bin/sh

PATH=/etc:/bin:/sbin:/usr/bin:/usr/sbin &
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BB B

#

#minute hour mday month wday who command €
#
*/5 * * * % root /usr/libexec/atrun @

QO  Di#FnhEMITREM o vTERE R E B BT B S A T « s BiltR
LT » BRIEHEMIE S0 —E My o FERRLEEFI—1T > ZEATRIE W RIS o

0 E5E (=) FIUHAE BTMIRBEECE o B EPFE T o HH T E5REF SHELL Ji PATH o 2 SHELL
e » cron R & {# FHTHRLHY Bourne shell o 5 PATH #g g » HIWAZHTEE T84 B Script By 52 8 pE 1K
A REBAT o

© HWITEETHERS crontab & HEAY-L{EMESL : minute, hour, mday, month, wday, who LJJ%
command o minute (i EFEE RS ZEHITHIRERHIRY S > hour $8EFELZHUTHIEE > mday & H#HHE
fIH » month j&H » LUK wday ZEMEEAH o ZLefini 0 /EEUE MR 24 NEFRIROR R B * 2R AR
B FIBERME - who EMEMENL HB R4L crontab A7F » FZKIEE ERI—EFHERKBITIES - HiB—
TERR AR 2 EHATHITE S

O EEHEEEHETZ LIEMEHANEIE » */5 BEFEME * Foota28E A NE — B —HrEE
/N AR 5 4 i i FH root # 4T /usr/libexec/atrun o

BT ST EN 28 HETRSEM A Z1TRIT DURHE “\” BARF T T -
11.3.1. & .4 ] %44 Crontab
g7 — {8 F 3 crontab A F 4 #E L UEAT crontab :

% crontab -e

ERE AR ST RS ARG EAER)  crontab s EAIE S —KBUTEEIES G —HEZHIE
% o fEAE L crontab 7 2 IEE R4 A & B 52K crontab (4EE -

INNIE 26175 crontab 18 H) K 77 AR SUE IRBTE B LL K IS AE crontab il (i RUEAER A H -

SHELL=/bin/sh
PATH=/etc:/bin:/sbin:/usr/bin:/usr/sbin
# Order of crontab fields

# minute hour mday month wday command

R E—(EEHUTHIE L 8L Script JIA—AT » $8E BHITIHECHIRR - ST EE8RETF 2 BEITH
REHY H AT Bourne shell script » Hyj¥i% A 7E PATH FE7E Script (%1% » B LLAZHAR T 52 BEAY Script 1K -

0 14 * * * /usr/home/dru/bin/mycustomscript.sh

@ For
768 i 3T Script 2 37 » $556RERE 2 Script 7] LUBIT 6 L6 cron 767 FR BRI
BRI o TR (R ST Lt cron TE B ATREE AT LU A -

env -i SHELL=/bin/sh PATH=/etc:/bin:/sbin:/usr/bin:/usr/sbin HOME=/
home/dru LOGNAME=dru /usr/home/dru/bin/mycustomscript.sh

7E crontab(5) A &1 cron i FIRYIRIFEEEL » & Script 7 S A (E{7 & 8 A T oMbk
M RITES > BB E Script AT [IEH 7E cron FIRBLE(EIEH HE -

AR ST Y crontab 2 IR FEAFIE S » Sl 5ERY crontab i H )44 B cron FEEHX crontab fi 7E K5 E AR
FRENITH: cron job o EF| i crontab fiAF—LE cron job Al LI A5 4 -

% crontab -1
0 14 * * * /usr/home/dru/bin/mycustomscript.sh
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‘&7 FreeBSD R IR 5

TR B i FEE6E FI % crontab H1f) cron job 1

% crontab -r
remove crontab for dru? y

11.4. % 32 FreeBSD & ¢4 IR 7

Contributed by Tom Rhodes.

FreeBSD 7E RETHN IR H re(8) RALHIEE) Script o Fjt /ete/re.d fy Script HE43 T H AR IRES 7]
service(8) i start, stop LUK restart jEIEACIES] o (40 ] LT 48 AT LUE B 8 sshd(8)

# service sshd restart

EEFRR T LU SRS T H A R AR LIS BIARAS - T 7E re.conf(5) 175 48 18 A AR5 I & 72 B RS B B4 8D -
i > EAE R GLEREEI L natd(8) » W] A F47% /etc/rc.conf :

natd enable="YES"

2 natd_enable="NO" 47 CL7E7E » HII%E NO B Lk YES » 75 N IREEALRS rc(8) script (H & [ B# AT AR
s » R4S B -

Hit re(8) T FEHHAE R AR GV BB MRIE A B 845 1 R ES - HUR BB IR BER ETE /etc/rc. conf
R start, stop L)} restart A& G {EF o fl4 sshd restart H&fE /etc/rc.conf HIfj sshd enable
%5 YES [ GLIE » EEURIEIE Jetc/r.conf HURTEA start, stop o restart —(ERESHI% EEH AT
I “one” » {FANEANEH H BITE /etc/rc.conf % E HFEH) sshd(8) ATHATLL N84 ¢

# service sshd onerestart

ERE—ARBEGHIE /etc/re.conf BARK » ATHATIRESHY re(8) Script fil b revar o E{AFIFERE
sshd(8) 27 7F /etc/rc.conf 2 RREHL

# service sshd rcvar
# sshd

#

sshd enable="YES"

# (default: "")

Eil FE
17 # sshd [ 2K H _Eififs 4> » M3E root console ©

FOHET R —(FRES &6 IEAERIT » W 6EA] status > (FIA0SEHERY sshd(8) &4 EH7EHT ¢

# service sshd status
sshd is running as pid 433.

FERLLEEYL - ATl reload —{EARES - i@ (EEN1E G ERlH L — (RS TEEAIIRFS - 305 IRP5 A
HEBEM » ERZEIBEIT - FXBIRESHIE5RE SICHUP o i N8 ARESE A SR ILIIRE

rc(8) A% & FIAEAE G IRES b b B FHE K 2B R4 WAL » BIANEAT /ete/re.d/bgfsck Script & 31 E1H LIR
B -

Starting background file system checks in 60 seconds.

JEfH Script FACEH RHIERARRE - AEERRDIG LR ZHNIT -
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BB B

7% RS EAR L RIS A AR » (101 yp(8) T B fh b RPC s BEREROFRFSTE rpcbind(8) AR R BY AT T A
FRAEN R - BRERERE - BLUAJATERAE) Script _EOTEOREAR AR R meta-data - 1 REEH)
1B R roorder(8) 24 54712 M AEAS R B2 LA IR BT 28 SIS LA S AT IR o

resubr(8) AU EE » LR AUBIUESE /B A BB HORE) Script 77 ] “enable” FH) Script :

+ PROVIDE : ¥4 & I A SR AR LA RS

DR B 5 T A 7B AS) Script #_E 7SI > BEARIEITE - (BB reorder(s) RAEE A AINOIET -

+ REQUIRE: ¥t IO B 557 355 | FAFRAS © 75 (6 FRLL BB Script & 749 A BRI Y 2 1 A 84T o

+ BEFORE: 51| A FRIAR S HOBRES = 1 PR B ) Script @RS R RIRBS A BY 2 T 947 -

I (14 BCE B (BB Script (35 LERI#E Y - B (F AT # Script fOREBIIEETHER » AR A
Ho ] UNIX® {F3¢ A4 T8 A Y “runlevels” -

BB A AT AE re(8) LUK re.subr(8) sy E] o 3525 M E ARBUF AN SL B 3T re(8) Script fUi/EHLA o
1141 22 258K 97T

RHROE BRI AR /ete/re.conf » 55 (BHE R AYRBOE B AR E R W R B & £ RS BIREDUGR E A
B EMRHEE R rox R

£ /etc/rc.conf R EIHH @ #H AL /etc/defaults/re.conf  [UTHRGRE » AE BB EERZE R 1)
THRGEUE » FTE AR ERSUEIEE] /etc/re.conf FRERL

T 5% 5 PG B3 AR U A8 AURROE B U R RE YRR 0 Bl RELLIRU D B BN B  RE T 1% » R T TE
A AT EREMETE /etc/re.conf.local - FAILL N EEREI A RGHIREHERARAE /ete/

rc.conf :
sshd _enable="YES"

keyrate="fast"
defaultrouter="10.1.1.254"

R ERE| RN ERE /etc/re. conf. local

hostname="nodel.example.org"
ifconfig fxp6="inet 10.1.1.1/8"

(ERMEARENAN rsync B puppet ji§ /etc/rc.conf HUMEIRERL > MAESRARE HCH) /ete/

rc.conf.local o

THRAFIAGEE /etc/re.conf » FrLIRGHE EAMA T EHESR -

/RN

/etc/rc.conf DI} /etc/rc.conf.local Pi{fEkEZeERE 5/ sh(1) BT » B RALIRIE
BRI ST BRI E R o 558 % re.conf(5) REVEE LA B ZEH G -

11.5. % 7 @%@ F
Contributed by Marc Fonvieille.

$#} FreeBSD & ¥ A1 A\ B 3% € 4% /111 K (Network Interface Card, NIC) &2 — % R LAE
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HEERERBEEIRE

11.5.1. 3% 5| EsE6G B $7 42 X,

Bt BOTHERE NIC B9RUSE K HAE AT & F  FreeBSD STHRA-ME NIC » AT AREL, FreeBSD S {fi i A HORE BEAR
BRUERREER R EAEZNIC

FE YHERZ NIC » FR BHERE 3% NIC Fr B35 A FreeBSD ERENFEF 2 7% - 5523 /usr/src/sys/conf/NOTES
K /usr/src/sys/ arch/conf/NOTES FRH({S NIC BREHFETCE B M S B A0S AHAHRBE &3 - BB SER & » 55
FIEZERENFECAORIETM - S FIRMTE S G B B B A R B -

GENERTC 0.0, B8 4 £ 5, NIC (BEEHIES » B LR BRI & (AIE] NIC o ATLUA nore /var/
run/dnesg. boot  ACH LR G MR 8 P 25 (A MRS S « 7RI+ I 2 A4S NIC (0 R 2
1k dela) BEBH TR -

dcO: <82c169 PNIC 10/100BaseTX> port 0xa000-0xa@ff mem Oxd3800000-0xd38
000ff irg 15 at device 11.0 on pci0

miibus®: <MII bus> on dc@

bmtphy0: <BCM5201 10/100baseTX PHY> PHY 1 on miibus0

bmtphy0: 10baseT, 10baseT-FDX, 100baseTX, 100baseTX-FDX, auto

dcO: Ethernet address: 00:a0:cc:da:da:da

dcO: [ITHREAD]

dcl: <82c169 PNIC 10/100BaseTX> port 0x9800-0x98ff mem Oxd3000000-0xd30
000ff irg 11 at device 12.0 on pci0

miibusl: <MII bus> on dcl

bmtphyl: <BCM5201 10/100baseTX PHY> PHY 1 on miibusl

bmtphyl: 10baseT, 10baseT-FDX, 100baseTX, 100baseTX-FDX, auto

dcl: Ethernet address: 00:a0:cc:da:da:db

dcl: [ITHREAD]

A 1E GENERIC iR A 3% NIC fuBRENiE= - (B4 ] FABRENFE S » ARBELERUE K AL A NIC Hi Z5eH A 2 EE B
R AW A A LISESGE R

o BB 2 A kldload(8) & A NIC B4 A AR% ORAH o BLZEBEMERF HBELA » "I GEE AR E S
/boot/loader.conf o & frE NIC BREHFE B ] & MUK AR -

o BYE - EREEMmEES] NIC FUIBRIBETHL » 3E2%  /usr/src/sys/conf/NOTES , /usr/src/sys/ arch/
conf/NOTES % BEENFE FCAHRIE T AC T AR ZLAE B AT OO RUE ME 7 ZEINATBEUE - BRUSHE L AR ER
A% DRV E NI 228 B 8, 3RE FreeBSD #%.0) o A TEFHHERT A (HHIEI NIC » B A ZH HFFL O -

11.5.1.1. 4 /1 Windows® NDIS 5z 342 X,

RANSER) » (B AR Z LB R AL 12 A e Bt e FBRENRE A B ST AR BRI - [ Roid BSOS
W o B - FreeBSD N HA{EZE RGRIFHE N B AR T iRy 0] LUEER © Z 00 R SR 1R R ok A
T ARG S R B 12 U R (T BLA it Microsoft® Windows® - &5 I EEE) £ Binary °

FreeBSD ¥} Network Driver Interface Specification (NDIS) At “HA4” X% » BH S T ndisgen(8) 7]

Zf<iE L Windows® XP BREhF2 A 1] 7F FreeBSD b FARE L o fr A ndis(4) BRBHFE = (E A A2 Windows® XP
binary » ffLL HEELF i386™ J amdé64 R 45 #4147 - PCI, CardBus, PCMCIA ) )7 USB #& & th #4512 -

i A ndisgen(8) T 2 =R :

1. FreeBSD #.LJFIGHS

2. —{f .SYS [fHi4 % ) Windows® XP EREIF2=t Binary o
3. —f .INF P44 1) Windows® XP BRE)FE A E A -

N E TR RE NIC SEFIRY .SYS K L INF ¥ o JEH ELER SR T DI/EBR B R 20 CD B LB R A48l B4k - DIF
;{5 & {# FF] W32DRIVER.SYS J% W32DRIVER.INF o

BB FE U (VLT 7L B % JE B FreeBSD {RRASAHST o f3il4] FreeBSD/i386 75 ZL{# ] Windows® 32-bit BREFEK »
T FreeBSD/amdé4 HI|ZE . {# B Windows® 64-bit EREFE = o
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BB B

T E S BR R AR SR B 2 Binary BRI EA AU OBEAH © DL root & 453 ] ndisgen(s) :

EETE LB » SR AL MR ORINE - BRI ORAE S AR B AT B 8% - A
kldload(8) e \HTHIREAH :

BRT R ERI OB Z S o ndis.ko DL if ndis.ko tHUAZHEA o @ TEEM A AHIK ndis(4) FRLAR HE
—BFEBHEA - HREEBEA - AIFEA LTS FHEA -

SE—{E4E < G # A\ ndis(4) miniport ERENRA @46 RE R - T 58 AR < G FE A Y NIC BRI P2 -

HRE dmesg(8) EFE R A A EMEAGR - H—VIER > BHARBEFW TR :

Bt 2 1% ndiso AT LUGE A H At NIC B fE A -

B E AL HABIRERSEL A ndis(4) BE4H - W18 BUE A= 540 W32DRIVER SYS.ko % /boot/modules o $R1ZHIA
T47%| /boot/loader.conf :

11.5.2. %% w@%F

BN IERER NIC BEETE 2 1% - S R ERENH R » B HE)E AT BE1E 25 CAL(E M bsdinstall(8) 35E:8
To

HHEE NICFEAEALITIES

EEEFTHH T LU 4 E ¢
* de@: FE—{E LKA -
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BEAERE R

+ dcl: 58 T R A BRI o
+ 100: Loopback #:& o

FreeBSD & (i F B & 72 =X 42 2 BAAREE AT (I BN A9 T R BT 2R 5 44 NIC o ffilan sis2 JEF87E R 4% L 1F
sis(4) BRENFEAOEE = (@ NIC -

TEULA - deo ELAR FARI HBATH « FEAKIEA -

L UP (USRS K EsCE Il BB RLAE -

2. M RA AL (inet) (il » 192.168.1.3 o

3. NMEEE—EE U TAE RS (netmask ) » Eorr OxFFFFFFOO 2 [F]j 255.255.255.0 o
4. JrHERAE —EA R E AL » 192.168.1.255 -

5. /)T F (ether) § MAC firtil 2 00:a0:cc:da:da:da o

6. EPLIE /-SRI A B B8R (nedia: Ethernet autoselect (100baseTX <full-duplex>) o FEA ] F
del B E (it F 10baseT/UTP #i) o ZLENAG 5E £ 4 B T FH 0% B B0 72 U 2 %%}%&T’Eiﬂ%

7. SEAERIREE (status) Ay A (active) » [RFAG EIEIHE(E57 (Carrier Signal) o & dcl Fr{CEM /M H
ERIFEAN LR EHE ALK FE B status: no carrier ZIEHH o

#+ ifconfig(8) Fli AL AT -

dcO: flags=8843<BROADCAST,SIMPLEX,MULTICAST> metric @ mtu 1500
options=80008<VLAN MTU,LINKSTATE>
ether 00:a0:cc:da:da:da

media: Ethernet autoselect (100baseTX <full-duplex>)
status: active

AR ARBOEN T F ©

FEFLZELL root AGRE o NIC FURE FITEFE 2 FI AT ifconfig(s) AR » (HEBFHE 2 R &% - Ir
EHEH BOE HNE] /ete/re.conf o Z57E LAN fiAg DHCP fAlfiRas » B AT INALLAT -

ifconfig dc@®="DHCP"
B deo Ryi% A SHYIEEE ©
MAEFTZ 1% » HERIE £111.5.3, “HEABESEEHER" TRk -

@ TE
EHME LR ORE - AR C&HE NIC Ak o FEM AT A 5% R€ il 56 A b

7 /etc/rc.conf o

FEiZ I+ » 3278 DHCP filfieds » W/HFEIRRE NIC » 28 —(E7E R4 _ LAY NIC IR —AT30E » atkf -

ifconfig dcO@="inet 192.168.1.3 netmask 255.255.255.0"
ifconfig dcl="inet 10.0.0.1 netmask 255.255.255.0 media 10baseT/UTP"

B de 7 del DU IP ik Ef A RS IEREE 25 BRBRRAIRIETM - ifconfig8) LI rc.conf(5)
UG R 24 B ] I B)i%IE K /ete/re.conf HURERIE -

EHEMER A M DNS - Hi4g#E /etc/hosts fiA LAN L EiAOUEFEEL IP il - BEUSE £ EiiE 2%
hosts(5) } /usr/share/examples/etc/hosts o
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B 1L BRE B

{E/L}\
@ #2F DHCP fifli#s B EF AR AERE - BlEETE B F B3 THR R E K 2 A ARk
g .

# echo 'defaultrouter=" your default_router "' >> /etc/rc.conf
# echo 'nameserver your DNS_server ' >> /etc/resolv.conf

11.5.3. 2K o2 5 S 4F 2

B EAFE] /etc/re.conf 1R > FHFEEPIKE AGHEHFERRELMEATENEDETIRE
ETCE s o B0 fEALE TR M e E MBI AL

# service netif restart

R
@ 5 TR IERI B EBUE AL /ete/re.conf HRIREE TaE 16

# service routing restart

MRk A GTEFEER o (B EEEHIENIC -
11.5.3.1. Al 2 K@% F

A LR RS CIEMERE R ping(8) MEF AT » MA1% ping(8) HAf LAN ERJFH :

% ping -c5 192.168.1.3
PING 192.168.1.3 (192.
64 bytes from 192.168.
64 bytes from 192.168.
64 bytes from 192.168.
64 bytes from 192.168.
64 bytes from 192.168.

68.1.3): 56 data bytes

3: icmp seq=0 ttl=64 time=0.082 ms
.3: icmp_seg=1 ttl=64 time=0.074 ms
3: icmp_seq=2 ttl=64 time=0.076 ms
3: icmp seq=3 ttl=64 time=0.108 ms
3: icmp_seq=4 ttl=64 time=0.076 ms

--- 192.168.1.3 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.074/0.083/0.108/0.013 ms

% ping -c5 192.168.1.2
PING 192.168.1.2 (192.
64 bytes from 192.168.
64 bytes from 192.168.
64 bytes from 192.168.
64 bytes from 192.168.
64 bytes from 192.168.

68.1.2): 56 data bytes

2: icmp seq=0 ttl=64 time=0.726 ms
.2: icmp seq=1 ttl=64 time=0.766 ms
2: icmp seq=2 ttl=64 time=0.700 ms
2: icmp _seq=3 ttl=64 time=0.747 ms
2: icmp seq=4 ttl=64 time=0.704 ms

--- 192.168.1.2 ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.700/0.729/0.766/0.025 ms

SEAE B AT o AR ERS A RACE 1P firdk o ATEAERE LIRA DNS  fAlfiRasHILZHCEE  /ete/
hosts » FEREMABER] /etc/hosts ot » BT /etc/hosts JIA LAN EIBEAIERER IP (rkik » ZIH
1BH £ &35 5% hosts(5) J /usr/share/examples/etc/hosts o

11.5.3.2. 528 4E 2
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JE 5 %

TEHERRAE B N K B OE I - BB IR B EE » MIRARTE b T8 2 AR A0 RS R IEREROE 105 2
B K80E /2 75 IERE ? FreeBSD B G R4 NIC ? fE IR 2 AT » /GEE LA Hardware Notes ~ B
FreeBSD £I| 5% #f7f) STABLE i ~ S & S0 RGwIE B Al sk DU LA A -

ENE R ATLGEAE - (EREERZE - M tuning(7) - R EREREMZE » FA N EMAERRES
18 BOEAR R RS -

HB 3  F 5 BB E — IR IR device timeout PUFRE, » 7ER LN H R IEFAY « &S FHE T £ sURIE
) > FERER R S A S M B - HUOREMERAR - S B M mEF

TR watchdog timeout 53 » SEIREAAREAR o 5F 241 1075 Z (8 A 3% Bus Mastering {1 PCI i1l » 75—
LRI ERR - R — (8 PCHEE SCk - @R 0 o R NIC LUK AR I SO AHE R A 15 A It
il

B AREETA R B EA R O E AR BT No route to host FUE » SE A RER K &4 A 15 ETHR AR
BORIE L AHRRAR o FERE netstat  -rn AOE HGRERE —(EA RGBS HTEAR B - HIRAE - SRR
fi30.2, “iEENRIELEEH" o

J& By, ping: sendto: Permission denied FE3REN S A5 FIE ¥ 2 B JOMBOE $53R o #7E FreeBSD A RIER; K
1 o AEAIARE FAEMARRA > TERRAIR AR IEAE PTG @ - B2 ping(8) - 525 & 29, B Kfl BUSE

L -

AR -RHREER Z B RA P ME - s RIE DA Bl B H Ul autoselect B PAU&y IEHERY
9% - BESRELE B RERE FEAE - (AT REME AR E - RIERAY - W PR RO I 2%
tuning(7) o

11.6. & £ £ 1%

FreeBSD f# A0 & 2 — -2 MR s (UF - BIDL— & MRS 7EA B LI 2 & ks - 37 LLER R
E 2 {IF A8 o B 1) — (1 AR 8 o T 2R AR

—(EFEBNTEEE—E “HE Real)” (it HF VAL 54 (Alias)” fitk - —fR&7E /etc/re.conf
TECE A 5 T EHASE N5 42 > i R

ifconfig fxp0 aliasO="inet xXxX.XXX.XXX.XXX netmask XXX.XXX.XXX.XXX"

BIZIHH AL alias 0 BHEH - (3 HEE R T 540 alias0, aliasl DUKHME - SREREFF G725 — (B EI5RIR
AR ik o

FER R R (Netmask) AUEHEL » ff RO T H 208 — 8 IEMERVIH B AR S A okl > T H At
PR TR AR % A O 1k RI6ZB 6 F 420 1 HOAE G - T 255.255.255.255 & OXFIFFFfff FERIR o

SIS A —(F Fxp® £\ EELETI I EAGE: : 10.1.1.0 {54855 B 255.255.255.0 1% 202.0.75.16
(6 4B 4 B 255.255.255.240 o [ A T (I ATE 10.1.1.1 %] 10.1.1.5 L% 202.0.75.17 %
202.0.75.20 - 7EHEERIAEIEEEE T LA S A AL E A AR EE - ik (10.1.1.2 F] 10.1.1.5
T 202.0.75.18 F202.0.75.20 ) HI W /E % 2 f# ] 255.255.255.255 FiHEE o

TEUUT 5 T IERERR E AR A T 7 200 R /ete/re.conf HREIHA -

ifconfig fxp6="inet 10.1.1.1 netmask 255.255.255.0"
ifconfig fxp0 aliasO="inet 10.1.1.2 netmask 255.255.255.255"
ifconfig fxp@ aliasl="inet 10.1.1.3 netmask 255.255.255.255"
ifconfig fxp0 alias2="inet 10.1.1.4 netmask 255.255.255.255"
ifconfig fxp0 alias3="inet 10.1.1.5 netmask 255.255.255.255"
ifconfig fxpO alias4="inet 202.0.75.17 netmask 255.255.255.240"
ifconfig fxp0 alias5="inet 202.0.75.18 netmask 255.255.255.255"
ifconfig fxp0 alias6="inet 202.0.75.19 netmask 255.255.255.255"

186


https://www.FreeBSD.org/cgi/man.cgi?query=tuning&sektion=7&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=ping&sektion=8&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=tuning&sektion=7&manpath=freebsd-release-ports

BB B

ifconfig fxp0 alias7="inet 202.0.75.20 netmask 255.255.255.255"

R A7 2 LS R > (IR (T LS (1 50 WBH 1P (ki B o FU 38— (B bk
B TABBGE S » E A0 AL AL 6 (] 255.255.255.255 A9 TAEHAEE -

ifconfig fxp0 aliases="inet 10.1.1.1-5/24 inet 202.0.75.17-20/28"

1.7. %2 2% 0 3%
Contributed by Niclas Zeising.

7 AR BRREEUR A H a8 R B R — R AR RV - R H s8R &I AT DU AR A B B RS
HORIRE » [t m] DUE I AR B R U RIS RR © B B E L e Re E B R (R [m] B R B nis T &
TRy - RZBARH Daemon B AR A #L & £ HSEHHE -

FreeBSD #ftT —{f R4% HEt ez syslogd FIZREEEHEE o THE syslogd & 8L R GTHIMEIGIEE) o 35 mI (£ A
1E /etc/rc.conf R 5EEL syslogd enable ZR¥E#H| o 1 B A EUEEHE R RE A /etc/rc.conf fFH
syslogd flags FELE  #§2% syslogd(s) KM £ 7] F 2 HAYEA -

RGN GBUMAE  FreeBSD A4 H s RS MUA M iz H 5530 AR M#T H Rl (Log
rotation) Bl H ZE4FH o

11.71. g AR %

BUERE /etc/syslog.conf 4] syslogd Wi Hl| H EIH H e LAY 1 » A BE 2 80nT DUR = B Bl 2l # 44
IRRBREE T 2 o 30t (facility) FEARIACERRE SR T REE (subsystem) » WML Daemon » T
% (level) FIACHEMRAT 3 L SRR o AT LUK A REURT 38 RTS8 A2 H B S B A 2 6% 42
AR E R B B VBN -

WECERF —ITRER—EEE » B TR AE R —ERRRMA  (Selector  field)  fZE— (AT IEM
fir (Action field) < JEREIMINAUME Sy facility.level  FIDAIZRILEIRE facility JYEHK
level BHE /& 1Y HEGANS. >t Al DUFERE SR T DN AR M Y U AR ACE REDI A FE RE AL BRI A © [l —
(EEDE AT LLAE 2 8 SR an Ll 6 A 2058 ) SR FR o I * w ARSI SR Y - By Rl ] AR e E ik
HasallEny B R » in—(ERE S el H 5554 o #5712 LI % FreeBSD FH A syslog. conf :

# $FreeBSD: head/zh_TW.UTF-8/books/handbook/book.xml 51147 2017-10-26 15:25:09Z rcyu $

#

# Spaces ARE valid field separators in this file. However,

# other *nix-like systems still insist on using tabs as field

# separators. If you are sharing this file between systems, you

# may want to use only tabs as field separators here.

# Consult the syslog.conf(5) manpage.
*.err;kern.warning;auth.notice;mail.crit /dev/console
*.notice;authpriv.none;kern.debug;lpr.info;mail.crit;news.err /var/log/messages
security.* /var/log/security
auth.info;authpriv.info /var/log/auth.log
mail.info /var/log/maillog

lpr.info /var/log/lpd-errs

ftp.info /var/log/xferlog

cron.* /var/log/cron

! -devd

*.=debug /var/log/debug. log

*.emerg &

# uncomment this to log all writes to /dev/console to /var/log/console.log
#console.info /var/log/console. log

# uncomment this to enable logging of all log messages to /var/log/all.log
# touch /var/log/all.log and chmod it to mode 600 before it will work

#x ok /var/log/all. log
# uncomment this to enable logging to a remote loghost named loghost
#*, *x @loghost
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# uncomment these if you're running inn

# news.crit /var/log/news/news.crit
# news.err /var/log/news/news.err
# news.notice /var/log/news/news.notice
# Uncomment this if you wish to see messages produced by devd

# !devd

# *.>=info

'ppp

W8 /var/log/ppp.log

| X

TESE A+

« BTG ILHATERA err 8L LEAAIFRE » B kern.warning , auth.notice Edmail.crit fIFHE -
SR1% 35 0 H 5551 S %55 Console (/dev/console ) o

© B LR ATEHMFTA G mail g info BiLLEEARAGEE - AECERENE 2 /var/log/maillog o
© BITATOERT HLEERE () R AT & debug JEARATERE. - SFERE R ERE /var/log/debug. log -

« 5 33 ITRIBEENIVEG AL o B0 LEEEZIT LA TN IR e e fRE SRR - FEbElF o R H
ppp A RUERE & #i s $%E] /var/log/ppp.log o

FrLAE] F B it & B B B i N B BB A IE T & emerg, alert, crit, err,warning, notice, info [} 7 debug o

=it (facility) HI4E4E )BT » 0 FHAU7E auth, authpriv, console, cron, daemon, ftp, kern, lpr, mail, mark

any

news, security, syslog, user, uucp } local® % local7 o By:EIEHMAEZE RANEH AT GER NE o

HELEFTA T notice BLL g2k AIER/EF /var/log/daemon. log  RAIAIALLFIEA :

daemon.notice /var/log/daemon. log

HRSEZ A ARG RS ENESE  syslog(3)  J syslogd(8) - HEUSEL AR /etc/
syslog.conf ~ 3Ri% LI BE 2 RS F VA #i () 0 E3RGE 275 syslog.conf(5) -

11.7.2. n 5 mdinsd

HESHE R G R RAVAEE POE » 18 SRR RS 00 B& AR H 35 a6 RO > HEt BB s T
ERARBIEMERTRE o /£ FreeBSD AILIfHA] newsyslog ZREHHFEMHSE - & (E AR & HIRNEE
(Rotate) —EJEEAfE H 3EHESE - i B AR IE AT B R 00 H R R TE H 3 R 9 B A ERNEER - H
R A S T RE G Hy syslogd BE A2 ml MR & 28 A2 HEEAE R AUTE © newsyslog IEH & i cron(8) REIT » B
Af: AF— 1 R 4R Daemon » TR & BRI/ NRFEIT—IXK

newsyslog & HEUH R ER /etc/newsyslog. conf  FRPLE HESRIAIEN(F » 4508 %t newsyslog B Bl H
AR E R EETRE T » BT EHEROEEE ~ MR - (i SRR SRR H R
TEHERE - 40« BRAE - LUK BN ELEANAIAE N o LU A FreeBSD [THEGUE ¢

configuration file for newsyslog
$FreeBSD: head/zh TW.UTF-8/books/handbook/book.xml 51147 2017-10-26 15:25:09Z rcyu $

Entries which do not specify the '/pid file' field will cause the
syslogd process to be signalled when that log file is rotated. This
action is only appropriate for log files which are written to by the
syslogd process (ie, files listed in /etc/syslog.conf). If there
is no process which needs to be signalled when a given log file is
rotated, then the entry for that file should include the 'N' flag.

The 'flags' field is one or more of the letters: BCDGINUXZ or a '-'.
Note: some sites will want to select more restrictive protections than the

defaults. In particular, it may be desirable to switch many of the 644
entries to 640 or 600. For example, some sites will consider the

FHoHOH K R W OH KR HH KRR HHH
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# contents of maillog, messages, and lpd-errs to be confidential. In the
# future, these defaults may change to more conservative ones.

#

# logfilename [owner:group] mode count size when flags [/pid file] [sig num]
/var/log/all.log 600 7 * @Te0 J
/var/log/amd. log 644 7 100 * J
/var/log/auth.log 600 7 100 @0101T JC
/var/log/console. log 600 5 100 * J
/var/log/cron 600 3 100 * Jc
/var/log/daily.log 640 7 & @760 JN
/var/log/debug. log 600 7 100 * JC
/var/log/kerberos.log 600 7 100 * J
/var/log/lpd-errs 644 7 100 * JC
/var/log/maillog 640 7 * @Te0 IC
/var/log/messages 644 5 100 @0101T JC
/var/log/monthly. log 640 12 & $M1DO IN
/var/log/pflog 600 3 100 * JB /var/run/pflogd.pid
/var/log/ppp.log root:network 640 3 100 * Jc
/var/log/devd. log 644 3 100 * JC
/var/log/security 600 10 100 * JC
/var/log/sendmail.st 640 10 &3 168 B
/var/log/utx.log 644 3 3 @01T05 B
/var/log/weekly.log 640 5 1 $W6DO IN
/var/log/xferlog 600 7 100 * Jc

B—1THBR IR & BRI R H R R ~ B R RS R A O E B SO GBI - mode {7 ]
BE H FbtE ZZAIHERR » count (R E(RE L/ D ERIELRAT HFEHEZE » T size B when {7 & &3 newsyslog
RS BRI 2 - HEMER R E HIEREE size BRI AR/NEE R when H{7 1572 B RFEIEE -
A SR (%) S ZMRAL o flags MGLAT LIS TEREA0 S8 > G0« A0 BEGEETEE IR 1R SR o S5 Sk i H
;ﬂ(ﬁ%% ° )%%Wﬁ'ﬁﬁ%“?%i%iﬁ » WIREREFFRIRERF 1D (PID) 4% 7 LU MR SR RIS (% L R A AR PRI E
5% (Signal) 455 -

TS A RRT A AL ~ 7T A RS A 45 RE RIEEIRERY - 352 newsyslog.conf(5) o fjjt newsyslog &
Hi cron(8) $A1T » FRIIHLEI% L HLAE cron(8) mf Ak RE MR R R BE A SE AR RO BATIRIEIAE 2% -

11.7.3. A2 3% B 3%
Contributed by Tom Rhodes.

Monitoring the log files of multiple hosts can become unwieldy as the number of systems increases. Configuring
centralized logging can reduce some of the administrative burden of log file administration.

In FreeBSD, centralized log file aggregation, merging, and rotation can be configured using syslogd and newsyslog.
This section demonstrates an example configuration, where host A, named logserv.example.com , will collect
logging information for the local network. Host B, named logclient.example.com , will be configured to pass
logging information to the logging server.

11.7.3.1. BfFIRERT

Alog server is a system that has been configured to accept logging information from other hosts. Before configuring
a log server, check the following:

« If there is a firewall between the logging server and any logging clients, ensure that the firewall ruleset allows
UDP port 514 for both the clients and the server.

+ Thelogging server and all client machines must have forward and reverse entries in the local DNS. If the network
does not have a DNS server, create entries in each system's /etc/hosts . Proper name resolution is required so
that log entries are not rejected by the logging server.

On the log server, edit /etc/syslog.conf to specify the name of the client to receive log entries from, the logging
facility to be used, and the name of the log to store the host's log entries. This example adds the hostname of B,
logs all facilities, and stores the log entries in /var/log/logclient.log .
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+logclient.example.com
W& /var/log/logclient. log

When adding multiple log clients, add a similar two-line entry for each client. More information about the available
facilities may be found in syslog.conf(5).

Next, configure /etc/rc.conf :

syslogd enable="YES"
syslogd flags="-a logclient.example.com -v -v"

The first entry starts syslogd at system boot. The second entry allows log entries from the specified client. The -
v -v increases the verbosity of logged messages. This is useful for tweaking facilities as administrators are able to
see what type of messages are being logged under each facility.

Multiple -a options may be specified to allow logging from multiple clients. IP addresses and whole netblocks may
also be specified. Refer to syslogd(8) for a full list of possible options.

Finally, create the log file:
# touch /var/log/logclient.log

At this point, syslogd should be restarted and verified:

# service syslogd restart
# pgrep syslog

IfaPID is returned, the server restarted successfully, and client configuration can begin. If the server did not restart,
consult /var/log/messages for the error.

11.73.2. REX P BT

A logging client sends log entries to a logging server on the network. The client also keeps a local copy of its own
logs.

Once a logging server has been configured, edit /etc/rc.conf on the logging client:

syslogd enable="YES"
syslogd flags="-s -v -v"

The first entry enables syslogd on boot up. The second entry prevents logs from being accepted by this client from
other hosts (-s) and increases the verbosity of logged messages.

Next, define the logging server in the client's /etc/syslog.conf . In this example, all logged facilities are sent to
a remote system, denoted by the @ symbol, with the specified hostname:

*.* @logserv.example.com

After saving the edit, restart syslogd for the changes to take effect:

# service syslogd restart

To test that log messages are being sent across the network, use logger(1) on the client to send a message to syslogd:

# logger " Test message from logclient "
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This message should now exist both in /var/log/messages on the client and /var/log/logclient.log on the
log server.

11.7.3.3. A6 R 5 hds

If no messages are being received on the log server, the cause is most likely a network connectivity issue, a hostname
resolution issue, or a typo in a configuration file. To isolate the cause, ensure that both the logging server and the
logging client are able to ping each other using the hostname specified in their /etc/rc.conf . If this fails, check
the network cabling, the firewall ruleset, and the hostname entries in the DNS server or /etc/hosts on both the
logging server and clients. Repeat until the ping is successful from both hosts.

If the ping succeeds on both hosts but log messages are still not being received, temporarily increase logging
verbosity to narrow down the configuration issue. In the following example, /var/log/logclient.log on the
logging server is empty and /var/log/messages on the logging client does not indicate a reason for the failure.
To increase debugging output, edit the syslogd flags entry on the logging server and issue a restart:

syslogd flags="-d -a logclient.example.com -v -v"

# service syslogd restart

Debugging data similar to the following will flash on the console immediately after the restart:

logmsg: pri 56, flags 4, from logserv.example.com, msg syslogd: restart

syslogd: restarted

logmsg: pri 6, flags 4, from logserv.example.com, msg syslogd: kernel boot file is /boot/
kernel/kernel

Logging to FILE /var/log/messages

syslogd: kernel boot file is /boot/kernel/kernel

cvthname(192.168.1.10)

validate: dgram from IP 192.168.1.10, port 514, name logclient.example.com;

rejected in rule 0 due to name mismatch.

In this example, the log messages are being rejected due to a typo which results in a hostname mismatch. The
client's hostname should be logclient, not logclien . Fix the typo, issue a restart, and verify the results:

# service syslogd restart

logmsg: pri 56, flags 4, from logserv.example.com, msg syslogd: restart

syslogd: restarted

logmsg: pri 6, flags 4, from logserv.example.com, msg syslogd: kernel boot file is /boot/
kernel/kernel

syslogd: kernel boot file is /boot/kernel/kernel

logmsg: pri 166, flags 17, from logserv.example.com,

msg Dec 10 20:55:02 <syslog.err> logserv.example.com syslogd: exiting on signal 2
cvthname(192.168.1.10)

validate: dgram from IP 192.168.1.10, port 514, name logclient.example.com;

accepted in rule 0.

logmsg: pri 15, flags 0, from logclient.example.com, msg Dec 11 02:01:28 trhodes: Test
message 2

Logging to FILE /var/log/logclient.log

Logging to FILE /var/log/messages

At this point, the messages are being properly received and placed in the correct file.
11734 22z & ¥

As with any network service, security requirements should be considered before implementing a logging server.
Log files may contain sensitive data about services enabled on the local host, user accounts, and configuration
data. Network data sent from the client to the server will not be encrypted or password protected. If a need for
encryption exists, consider using security/stunnel, which will transmit the logging data over an encrypted tunnel.

Local security is also an issue. Log files are not encrypted during use or after log rotation. Local users may access
log files to gain additional insight into system configuration. Setting proper permissions on log files is critical. The
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built-in log rotator, newsyslog, supports setting permissions on newly created and rotated log files. Setting log files
to mode 600 should prevent unwanted access by local users. Refer to newsyslog.conf(5) for additional information.

11.8.
11.8.1.

RAH

/etc &

AHE B B R FEREEN - B EE

rete A R R R -

/etc/defaults A R TR A -

/etc/mail sendmail(8) ZHA MR RE LUK Hifh MTA 2 5EHE -

/etc/ppp user- } kernel-ppp PRI E ©

/etc/namedb named(8) ERIITEER . E o named.conf J [F 15 (Zone) % IF % & i AE
TELLRR

/usr/local/etc ERRERAEANBUEH - wTeEE A LUE AR T B 8 -

/usr/local/etc/rc.d

2 BRI FE A re(8) Script o

/var/db

11.8.2. T & H4

11.8.2.1. /etc/resolv.conf

HE)E R R G E ERBIE S » BIANE - ERE LU locate(1) BR
& o

FreeBSD ZE 411 {A] 77 BUAERS4E Bk 4915 4% FE 2 47 (Internet Domain Name System, DNS) 2 resolv.conf(5) Ag#zs#] o

/etc/resolv.conf HigrH HINIEHR A :

nameserver AT (Resolver) BEERI 4 TR (AIIRES 1P (7 » 82 (RS & oFF
ST ACEE » B v L = 1 o

search E R WA (I TS B - R A (T AR T TR
5 o

domain K H 4 0 B -

BLAIGY /etc/resolv.conf &EHIF :

search example.com
nameserver 147.11.1.11
nameserver 147.11.100.30

NESRED
A

K

search Ei domain jEIEERE—fFF

& fiffi} DHCP 5§ »

11.8.2.2. /etc/hosts

192

dhclient(8) i % & it 14 DHCP fal iR 2% FTH2UCEI ) S 3R 55 /etc/resolv. conf o



https://www.FreeBSD.org/cgi/man.cgi?query=newsyslog.conf&sektion=5&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=sendmail&sektion=8&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=named&sektion=8&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=rc&sektion=8&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=locate&sektion=1&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=resolv.conf&sektion=5&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=dhclient&sektion=8&manpath=freebsd-release-ports

BB B

/etc/hosts BT BORLEL » & 8L DNS i NIS —{f i AR (A% 2 BB 1P (U bR JE © ATHIE 8
LAN Ffr S48 7 1 B8 S TE FUIN N 2153 18 R S MU il BE A 4% AR AU3E — 8 named(8) faIfRES - Bz 5b
/etc/hosts A LRI 2SR BEACH A0 AE R AR I 40 RE AT 8% » AR P 45 RB ) SMET DNS fRlfiR e B AMAY K -

/etc/hosts FIRRUOTE -

fan -
16.9.0.1 myRealHostname. exanple. com myRealostname foobarl foobarz
##2% hosts(5) BUSE L &l -

11.9. 42 /A sysctl(8) #

sysctl(8) n] FI 2 B BT H ) FreeBSD R4 - JEfl &3 £ TCP/IP Hih N B HER IS S R AT EMGETE - 8 G
AEBRI R AE T B B AOIRFIRUEE o B L R R AR B BT LU A sysctl(8) ZREEE BT R E o
sysctl(8) FEARBEMELIEE : BB RIAHE ©

IR AT A AT AR R

SRR E B A E R R A
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sysctl.conf

T AR SO (] variable ~value ¥

# sysctl kern.maxfiles=5000
kern.maxfiles: 2088 -> 5000

sysctl (UBCE B H AT & ~ BFEAARE » HhmkEn 1HARE » 0 RERE -

BB VIR B BhaE — S ET A A Z /etc/sysctl.conf o ZEISH LW ERFESEH
sysctl.conf(5) J7 #fj 11.9.1, “sysctl.conf” o

11.9.1. sysctl.conf

sysctl(8) fAUER SEREIA /ete/sysctl.conf » AZARIE /etc/rec.conf » B EE{E(H ] variable=value #&3{ o
TRRERBE G TE R FUEANZ (A E BRI SOE » (AT 8BS v R UROE -

Bl - ERARAREEYE (Fatal signal) A - AR08k 8 6 (5 F 3 6 B Ho M A & BT ROFET » ATINALLR
M EF| /etc/sysctl.conf

# Do not log fatal signal exits (e.g., sig 11)
kern.logsigexit=0

# Prevent users from seeing information about processes that
# are being run under another UID.
security.bsd.see other uids=0

11.9.2. “ 3% sysctl(8)
Contributed by Tom Rhodes.

TEA eI AT RE & T B DOME Y sysctl(8) 1M » ME G HFERFLIAL -
fFhn » FLEHEERIGEH) cardbus(4) $& B ML 2 O IRBS I E T B & ARG A BRI LU T roghas -

cbb0: Could not map register memory
device probe and attach: cbb® attach returned 12

EEBIEEEGHMERER  sysctl(8) #5%E o A hw.pci.allow unsupported io range=1 2] /boot/
loader.conf SR1ZEEHTREE) o IRAE cardbus(4) ER] 1F 5 1#AE o

11.10. A 2 2E

TR & 2 SRR S B AT AT RO ] BRI - FERZ BRI - A (A MOT R AORERS -

A0 SCSI FAHiEdS » & R S BUEEE R G AR IR T AOMREE o MR O ACH I RIS T RO TERRAS A IR 77 52
- [ RERERR - (L AT AR A RERRAR AT A I N BV R o TEFRRCTERRRS » B n] LA iostat(8) 754
OB BEACHIAAS RS AR AR B - o (15 < RT3 (8 A 8 U 3340 10 MBI A & AR »

11.10.1. Sysctl & %

11.10.1.1. vfs.vmiodirenable

The vfs.vmiodirenable sysctl(8) variable may be set to either 0 (off) or 1 (on). It is set to 1 by default. This variable
controls how directories are cached by the system. Most directories are small, using just a single fragment (typically
1K) in the file system and typically 512 bytes in the buffer cache. With this variable turned off, the buffer cache will
only cache a fixed number of directories, even if the system has a huge amount of memory. When turned on, this
sysctl(8) allows the buffer cache to use the VM page cache to cache the directories, making all the memory available
for caching directories. However, the minimum in-core memory used to cache a directory is the physical page size
(typically 4 K) rather than 512 bytes. Keeping this option enabled is recommended if the system is running any
services which manipulate large numbers of files. Such services can include web caches, large mail systems, and
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news systems. Keeping this option on will generally not reduce performance, even with the wasted memory, but
one should experiment to find out.

11.10.1.2. vfs.write_behind

The vfs.write behind sysctl(8) variable defaults to 1 (on). This tells the file system to issue media writes as full
clusters are collected, which typically occurs when writing large sequential files. This avoids saturating the buffer
cache with dirty buffers when it would not benefit I/0 performance. However, this may stall processes and under
certain circumstances should be turned off.

11.10.1.3. vfs.hirunningspace

The vfs.hirunningspace sysctl(8) variable determines how much outstanding write /0 may be queued to disk
controllers system-wide at any given instance. The default is usually sufficient, but on machines with many disks,
try bumping it up to four or five megabytes. Setting too high a value which exceeds the buffer cache's write
threshold can lead to bad clustering performance. Do not set this value arbitrarily high as higher write values may
add latency to reads occurring at the same time.

There are various other buffer cache and VM page cache related sysctl(8) values. Modifying these values is not
recommended as the VM system does a good job of automatically tuning itself.

11.10.1.4. vm.swap_idle_enabled

The vm.swap_idle enabled sysctl(8) variable is useful in large multi-user systems with many active login
users and lots of idle processes. Such systems tend to generate continuous pressure on free memory reserves.
Turning this feature on and tweaking the swapout hysteresis (in idle seconds) via vm.swap_idle thresholdl and
vm.swap_idle threshold2 depresses the priority of memory pages associated with idle processes more quickly
then the normal pageout algorithm. This gives a helping hand to the pageout daemon. Only turn this option on if
needed, because the tradeoff is essentially pre-page memory sooner rather than later which eats more swap and
disk bandwidth. In a small system this option will have a determinable effect, but in a large system that is already
doing moderate paging, this option allows the VM system to stage whole processes into and out of memory easily.

11.10.1.5. hw.ata.wc

Turning off IDE write caching reduces write bandwidth to IDE disks, but may sometimes be necessary due to data
consistency issues introduced by hard drive vendors. The problem is that some IDE drives lie about when a write
completes. With IDE write caching turned on, IDE hard drives write data to disk out of order and will sometimes
delay writing some blocks indefinitely when under heavy disk load. A crash or power failure may cause serious
file system corruption. Check the default on the system by observing the hw.ata.wc sysctl(8) variable. If IDE write
caching is turned off, one can set this read-only variable to 1 in /boot/loader.conf in order to enable it at boot
time.

For more information, refer to ata(4).

11.10.1.6. SCSI_DELAY (kern.cam.scsi_delay )

The SCSI_DELAY kernel configuration option may be used to reduce system boot times. The defaults are fairly
high and can be responsible for 15 seconds of delay in the boot process. Reducing it to 5 seconds usually works
with modern drives. The kern.cam.scsi delay boot time tunable should be used. The tunable and kernel
configuration option accept values in terms of milliseconds and not seconds.

11.10.2. 3k & #

To fine-tune a file system, use tunefs(8). This program has many different options. To toggle Soft Updates on and
off, use:

# tunefs -n enable /filesystem

# tunefs -n disable /filesystem
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A file system cannot be modified with tunefs(8) while it is mounted. A good time to enable Soft Updates is before
any partitions have been mounted, in single-user mode.

Soft Updates is recommended for UFS file systems as it drastically improves meta-data performance, mainly file
creation and deletion, through the use of a memory cache. There are two downsides to Soft Updates to be aware of.
First, Soft Updates guarantee file system consistency in the case of a crash, but could easily be several seconds or
even a minute behind updating the physical disk. If the system crashes, unwritten data may be lost. Secondly, Soft
Updates delay the freeing of file system blocks. If the root file system is almost full, performing a major update,
such as make installworld , can cause the file system to run out of space and the update to fail.

11.10.2.1. A Bl 3 & 3769 8 % ¢4 KR

Meta-data updates are updates to non-content data like inodes or directories. There are two traditional approaches
to writing a file system's meta-data back to disk.

Historically, the default behavior was to write out meta-data updates synchronously. If a directory changed, the
system waited until the change was actually written to disk. The file data buffers (file contents) were passed
through the buffer cache and backed up to disk later on asynchronously. The advantage of this implementation
is that it operates safely. If there is a failure during an update, meta-data is always in a consistent state. A file is
either created completely or not at all. If the data blocks of a file did not find their way out of the buffer cache
onto the disk by the time of the crash, fsck(8) recognizes this and repairs the file system by setting the file length
to 0. Additionally, the implementation is clear and simple. The disadvantage is that meta-data changes are slow.
For example, rm -r touches all the files in a directory sequentially, but each directory change will be written
synchronously to the disk. This includes updates to the directory itself, to the inode table, and possibly to indirect
blocks allocated by the file. Similar considerations apply for unrolling large hierarchies using tar -x.

The second approach is to use asynchronous meta-data updates. This is the default for a UFS file system mounted
withmount -0 async . Since all meta-data updates are also passed through the buffer cache, they will be intermixed
with the updates of the file content data. The advantage of this implementation is there is no need to wait until
each meta-data update has been written to disk, so all operations which cause huge amounts of meta-data updates
work much faster than in the synchronous case. This implementation is still clear and simple, so there is a low risk
for bugs creeping into the code. The disadvantage is that there is no guarantee for a consistent state of the file
system., If there is a failure during an operation that updated large amounts of meta-data, like a power failure or
someone pressing the reset button, the file system will be left in an unpredictable state. There is no opportunity to
examine the state of the file system when the system comes up again as the data blocks of a file could already have
been written to the disk while the updates of the inode table or the associated directory were not. It is impossible to
implement a fsck(8) which is able to clean up the resulting chaos because the necessary information is not available
on the disk. If the file system has been damaged beyond repair, the only choice is to reformat it and restore from
backup.

The usual solution for this problem is to implement dirty region logging, which is also referred to as journaling.
Meta-data updates are still written synchronously, but only into a small region of the disk. Later on, they are
moved to their proper location. Because the logging area is a small, contiguous region on the disk, there are no
long distances for the disk heads to move, even during heavy operations, so these operations are quicker than
synchronous updates. Additionally, the complexity of the implementation is limited, so the risk of bugs being
present is low. A disadvantage is that all meta-data is written twice, once into the logging region and once to the
proper location, so performarnce “pessimization” might result. On the other hand, in case of a crash, all pending
meta-data operations can be either quickly rolled back or completed from the logging area after the system comes
up again, resulting in a fast file system startup.

Kirk McKusick, the developer of Berkeley FFS, solved this problem with Soft Updates. All pending meta-data
updates are kept in memory and written out to disk in a sorted sequence (“ordered meta-data updates”). This has
the effect that, in case of heavy meta-data operations, later updates to an item “catch” the earlier ones which are
still in memory and have not already been written to disk. All operations are generally performed in memory before
the update is written to disk and the data blocks are sorted according to their position so that they will not be on
the disk ahead of their meta-data. If the system crashes, an implicit “log rewind” causes all operations which were
not written to the disk appear as if they never happened. A consistent file system state is maintained that appears
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to be the one of 30 to 60 seconds earlier. The algorithm used guarantees that all resources in use are marked as
such in their blocks and inodes. After a crash, the only resource allocation error that occurs is that resources are
marked as “used” which are actually “free”. fsck(8) recognizes this situation, and frees the resources that are no
longer used. 1t is safe to ignore the dirty state of the file system after a crash by forcibly mounting it with mount
-f. In order to free resources that may be unused, fsck(8) needs to be run at a later time. This is the idea behind
the background fsck(8): at system startup time, only a snapshot of the file system is recorded and fsck(8) is run
afterwards. All file systems can then be mounted “dirty”, so the system startup proceeds in multi-user mode. Then,
background fsck(8) is scheduled for all file systems where this is required, to free resources that may be unused.
File systems that do not use Soft Updates still need the usual foreground fsck(8).

The advantage is that meta-data operations are nearly as fast as asynchronous updates and are faster than logging,
which has to write the meta-data twice. The disadvantages are the complexity of the code, a higher memory
consumption, and some idiosyncrasies. After a crash, the state of the file system appears to be somewhat “older”.
In situations where the standard synchronous approach would have caused some zero-length files to remain after
the fsck(8), these files do not exist at all with Soft Updates because neither the meta-data nor the file contents have
been written to disk. Disk space is not released until the updates have been written to disk, which may take place
some time after running rm(1). This may cause problems when installing large amounts of data on a file system
that does not have enough free space to hold all the files twice.

11.11. ARz TR A
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11.11.1.1. kern.maxfiles

The kern.maxfiles sysctl(8) variable can be raised or lowered based upon system requirements. This variable
indicates the maximum number of file descriptors on the system. When the file descriptor table is full, file: table
is full will show up repeatedly in the system message buffer, which can be viewed using dmesg(8).

Each open file, socket, or fifo uses one file descriptor. A large-scale production server may easily require many
thousands of file descriptors, depending on the kind and number of services running concurrently.

In older FreeBSD releases, the default value of kern.maxfiles is derived from maxusers in the kernel
configuration file. kern.maxfiles grows proportionally to the value of maxusers. When compiling a custom
kernel, consider setting this kernel configuration option according to the use of the system. From this number,
the kernel is given most of its pre-defined limits. Even though a production machine may not have 256 concurrent
users, the resources needed may be similar to a high-scale web server.

The read-only sysctl(8) variable kern.maxusers is automatically sized at boot based on the amount of memory
available in the system, and may be determined at run-time by inspecting the value of kern.maxusers . Some
systems require larger or smaller values of kern.maxusers and values of 64, 128, and 256 are not uncommon.
Going above 256 is not recommended unless a huge number of file descriptors is needed. Many of the tunable
values set to their defaults by kern.maxusers may be individually overridden at boot-time or run-time in /boot/
loader.conf . Refer to loader.conf(5) and /boot/defaults/loader.conf for more details and some hints.

In older releases, the system will auto-tune maxusers if it is set to 0. . When setting this option, set maxusers to at
least 4, especially if the system runs Xorg or is used to compile software. The most important table set by maxusers

is the maximum number of processes, which is set to 20 + 16 * maxusers . If maxusers is set to 1, there can only
be 36 simultaneous processes, including the 18 or so that the system starts up at boot time and the 15 or so used
by Xorg. Even a simple task like reading a manual page will start up nine processes to filter, decompress, and view
it. Setting maxusers to 64 allows up to 1044 simultaneous processes, which should be enough for nearly all uses.
If, however, the proc table full error is displayed when trying to start another program, or a server is running with
a large number of simultaneous users, increase the number and rebuild.

'The auto-tuning algorithm sets Maxusers equal to the amount of memory in the system, with a minimum of 32, and a maximum of 384.
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maxusers does not limit the number of users which can log into the machine. It instead sets
various table sizes to reasonable values considering the maximum number of users on the
system and how many processes each user will be running.

11.11.1.2. kern.ipc.soacceptqueue

The kern.ipc.soacceptqueue sysctl(8) variable limits the size of the listen queue for accepting new TCP
connections. The default value of 128 is typically too low for robust handling of new connections on a heavily
loaded web server. For such environments, it is recommended to increase this value to 1024 or higher. A service
such as sendmail(8), or Apache may itself limit the listen queue size, but will often have a directive in its
configuration file to adjust the queue size. Large listen queues do a better job of avoiding Denial of Service (DoS)
attacks.

11.11.2. 438 1R %)

The NMBCLUSTERS kernel configuration option dictates the amount of network Mbufs available to the system.
A heavily-trafficked server with a low number of Mbufs will hinder performance. Each cluster represents
approximately 2 K of memory, so a value of 1024 represents 2 megabytes of kernel memory reserved for network
buffers. A simple calculation can be done to figure out how many are needed. A web server which maxes out at 1000
simultaneous connections where each connection uses a 6 K receive and 16 K send buffer, requires approximately
32 MB worth of network buffers to cover the web server. A good rule of thumb is to multiply by 2, s0 2x32 MB / 2KB =
64 MB / 2 kB = 32768. Values between 4096 and 32768 are recommended for machines with greater amounts of
memory. Never specify an arbitrarily high value for this parameter as it could lead to a boot time crash. To observe
network cluster usage, use -m with netstat(1).

The kern.ipc.nmbclusters loader tunable should be used to tune this at boot time. Only older versions of
FreeBSD will require the use of the NMBCLUSTERS kernel config(8) option.

For busy servers that make extensive use of the sendfile(2) system call, it may be necessary to increase the number
of sendfile(2) buffers via the NSFBUFS kernel configuration option or by setting its value in /boot/loader.conf
(see loader(8) for details). A common indicator that this parameter needs to be adjusted is when processes are seen
in the sfbufa state. The sysctl(8) variable kern.ipc.nsfbufs is read-only. This parameter nominally scales with
kern.maxusers , however it may be necessary to tune accordingly.

A Even though a socket has been marked as non-blocking, calling sendfile(2) on the non-
blocking socket may result in the sendfile(2) call blocking until enough struct sf buf 's are
made available.

11.11.2.1. net.inet.ip.portrange.*

The net.inet.ip.portrange.* sysctl(8) variables control the port number ranges automatically bound to TCP
and UDP sockets. There are three ranges: a low range, a default range, and a high range. Most network programs use
the default range which is controlled by net.inet.ip.portrange.first and net.inet.ip.portrange.last |,
which default to 1024 and 5000, respectively. Bound port ranges are used for outgoing connections and it is
possible to run the system out of ports under certain circumstances. This most commonly occurs when running a
heavily loaded web proxy. The port range is not an issue when running a server which handles mainly incoming
connections, such as a web server, or has a limited number of outgoing connections, such as a mail relay. For
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situations where there is a shortage of ports, it is recommended to increase net.inet.ip.portrange.last
modestly. A value of 10000, 20000 or 30000 may be reasonable. Consider firewall effects when changing the
port range. Some firewalls may block large ranges of ports, usually low-numbered ports, and expect systems to
use higher ranges of ports for outgoing connections. For this reason, it is not recommended that the value of
net.inet.ip.portrange.first be lowered.

11.11.2.2. TCP 48 L AE & FfeAx

TCP bandwidth delay product limiting can be enabled by setting the net.inet.tcp.inflight.enable sysctl(8)
variable to 1. This instructs the system to attempt to calculate the bandwidth delay product for each connection
and limit the amount of data queued to the network to just the amount required to maintain optimum throughput.

This feature is useful when serving data over modems, Gigabit Ethernet, high speed WAN links, or any other link with
a high bandwidth delay product, especially when also using window scaling or when a large send window has been
configured. When enabling this option, also set net.inet.tcp.inflight.debug to 0 to disable debugging. For
production use, setting net.inet.tcp.inflight.min to at least 6144 may be beneficial. Setting high minimums
may effectively disable bandwidth limiting, depending on the link. The limiting feature reduces the amount of data
built up in intermediate route and switch packet queues and reduces the amount of data built up in the local host's
interface queue. With fewer queued packets, interactive connections, especially over slow modems, will operate
with lower Round Trip Times. This feature only effects server side data transmission such as uploading. It has no
effect on data reception or downloading.

Adjusting net.inet.tcp.inflight.stab is not recommended. This parameter defaults to 20, representing 2
maximal packets added to the bandwidth delay product window calculation. The additional window is required to
stabilize the algorithm and improve responsiveness to changing conditions, but it can also result in higher ping(8)
times over slow links, though still much lower than without the inflight algorithm. In such cases, try reducing this
parameter to 15, 10, or 5 and reducing net.inet.tcp.inflight.min to a value such as 3500 to get the desired
effect. Reducing these parameters should be done as a last resort only.

11.11.3. jE ey
11.11.3.1. kern.maxvnodes

A vnode is the internal representation of a file or directory. Increasing the number of vnodes available to the
operating system reduces disk /0. Normally, this is handled by the operating system and does not need to be
changed. In some cases where disk 1/0 is a bottleneck and the system is running out of vnodes, this setting needs
to be increased. The amount of inactive and free RAM will need to be taken into account.

To see the current number of vnodes in use:

# sysctl vfs.numvnodes
vfs.numvnodes: 91349

To see the maximum vnodes:

# sysctl kern.maxvnodes
kern.maxvnodes: 100000

If the current vnode usage is near the maximum, try increasing kern.maxvnodes by a value of 1000. Keep an eye on
the number of vfs.numvnodes . If it climbs up to the maximum again, kern.maxvnodes will need to be increased
further. Otherwise, a shift in memory usage as reported by top(1) should be visible and more memory should be
active.
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fiE ] swapon ZRIE A FIE@E R - B -

# swapon /dev/adalslb

A
=

I

O "] LU AE i AR O - BEEEEAAS BRI %JEM%X?@E S HESHE
Ko EE _E A swapon & RSN EERZ - E] B L ATERIERL > FEAEBUT swapon Z
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T B B0 A LSS 58 > AT LL R IR B 5 Jetc/fstab

/dev/adalslb none swap sw 0 0

%% fstab(5) HHUSHE /etc/fstab FIE E (U5LH « F 25 swapon (1€, 7T LU7E swapon(s) $%] -
11.12.2. 3% 5 4k

DA f51°F- e 37— 1 64M HZCHR Y /usr/swap® S ({5 P 51 [ e o7 52 s o

i P A MR R A 0 28 T B TR B AEAZ O A md(4) Fregnuisl] > 5525 & 8, BE FreeBSD 0> T fi#
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# dd if=/dev/zero of= /usr/swap® bs=1lm count= 64

=

2. TEHTHESEUEEE RIMER

# chmod 0600 /usr/swap@

3. JIAATE 7etc/fstab DIZERATAECHAE R &R -
md99 none swap sw,file=/usr/swap0,late 0 0
B md(4) 468 1) md99 - {RFEARAIHE B HRSTHL B BN RVERE ] o
4. THZSHEIGH RSB IN o BRI # 2SR - 5525 swapon(8) :

# swapon -aL
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HI 11.3. F AL ACHRAE R FreeBSD 9.X N ST HIARUA
1. BESIACHRE /usr/swap :

# dd if=/dev/zero of= /usr/swap® bs=1m count= 64
2. BUEEE HERAY /usr/swapo :

# chmod 0600 /usr/swap

3. 1 /etc/rc.conf BHEEASHFE :

swapfile="/usr/swap@ " # Set to name of swap file

4. THEHERASEEIRIN o 5 E BN - ATHEE —EAREHIEREEE - 3F
2% i 17,9, "RIREHE BUSEZARLEEEENEN -

# mdconfig -a -t vnode -f /usr/swap@ -u 0 & swapon /dev/md 0
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11.13.1. 32 © ACPI
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11.13.2. % LA

ACPI is present in all modern computers that conform to the ia32 (x86), ia64 (Itanium), and amdé4 (AMD)
architectures. The full standard has many features including CPU performance management, power planes control,
thermal zones, various battery systems, embedded controllers, and bus enumeration. Most systems implement less
than the full standard. For instance, a desktop system usually only implements bus enumeration while a laptop
might have cooling and battery management support as well. Laptops also have suspend and resume, with their
own associated complexity.

An ACPI-compliant system has various components. The BIOS and chipset vendors provide various fixed tables,
such as FADT, in memory that specify things like the APIC map (used for SMP), config registers, and simple
configuration values. Additionally, a bytecode table, the Differentiated System Description Table DSDT, specifies a
tree-like name space of devices and methods.

The ACPI driver must parse the fixed tables, implement an interpreter for the bytecode, and modify device drivers
and the kernel to accept information from the ACPI subsystem. For FreeBSD, Intel® has provided an interpreter
(ACPI-CA) that is shared with Linux® and NetBSD. The path to the ACPI-CA source code is src/sys/contrib/dev/
acpica. The glue code that allows ACPI-CA to work on FreeBSD is in src/sys/dev/acpica/0sd . Finally, drivers
that implement various ACPI devices are found in src/sys/dev/acpica .

For ACPI to work correctly, all the parts have to work correctly. Here are some common problems, in order of
frequency of appearance, and some possible workarounds or fixes. If a fix does not resolve the issue, refer to
i 11.13.4, “BEUESEAEEFREEEH" for instructions on how to submit a bug report.

11.13.21. F A M A

In some cases, resuming from a suspend operation will cause the mouse to fail. A known work around is to add
hint.psm.0.flags="0x3000" to /boot/loader.conf .

11.13.2.2. 154/ 88

ACPI has three suspend to RAM (STR) states, S1-S3, and one suspend to disk state (STD), called S4. STD can be
implemented in two separate ways. The S4BIOS is a BIOS-assisted suspend to disk and S40S is implemented entirely
by the operating system. The normal state the system is in when plugged in but not powered up is “soft off” (S5).

Use sysctl hw.acpi to check for the suspend-related items. These example results are from a Thinkpad:

hw.acpi.supported sleep state: S3 S4 S5
hw.acpi.s4bios: 0

Use acpiconf -s to test S3, S4, and S5. An s4bios of one (1) indicates S4BIOS support instead of S4 operating
system support.
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When testing suspend/resume, start with S1, if supported. This state is most likely to work since it does not require
much driver support. No one has implemented S2, which is similar to S1. Next, try S3. This is the deepest STR state
and requires a lot of driver support to properly reinitialize the hardware.

A common problem with suspend/resume is that many device drivers do not save, restore, or reinitialize their
firmware, registers, or device memory properly. As a first attempt at debugging the problem, try:

# sysctl debug.bootverbose=1
# sysctl debug.acpi.suspend_bounce=1
# acpiconf -s 3

This test emulates the suspend/resume cycle of all device drivers without actually going into S3 state. In some
cases, problems such as losing firmware state, device watchdog time out, and retrying forever, can be captured
with this method. Note that the system will not really enter S3 state, which means devices may not lose power,
and many will work fine even if suspend/resume methods are totally missing, unlike real S3 state.

Harder cases require additional hardware, such as a serial port and cable for debugging through a serial console,
a Firewire port and cable for using dcons(4), and kernel debugging skills.

To help isolate the problem, unload as many drivers as possible. If it works, narrow down which driver is the
problem by loading drivers until it fails again. Typically, binary drivers like nvidia.ko , display drivers, and USB
will have the most problems while Ethernet interfaces usually work fine. If drivers can be properly loaded and
unloaded, automate this by putting the appropriate commands in /etc/rc.suspend and /etc/rc.resume . Try
setting hw.acpi.reset_video to 1 if the display is messed up after resume. Try setting longer or shorter values
for hw.acpi.sleep delay to see if that helps.

Try loading a recent Linux® distribution to see if suspend/resume works on the same hardware. If it works
on Linux®, it is likely a FreeBSD driver problem. Narrowing down which driver causes the problem will assist
developers in fixing the problem. Since the ACPI maintainers rarely maintain other drivers, such as sound or ATA,
any driver problems should also be posted to the freebsd-current list and mailed to the driver maintainer. Advanced
users can include debugging printf(3)s in a problematic driver to track down where in its resume function it hangs.

Finally, try disabling ACPI and enabling APM instead. If suspend/resume works with APM, stick with APM,
especially on older hardware (pre-2000). It took vendors a while to get ACPI support correct and older hardware
is more likely to have BIOS problems with ACPI.

11.13.23. 2426 )&

Most system hangs are a result of lost interrupts or an interrupt storm. Chipsets may have problems based on
boot, how the BIOS configures interrupts before correctness of the APIC (MADT) table, and routing of the System
Control Interrupt (SCI).

Interrupt storms can be distinguished from lost interrupts by checking the output of vmstat -i and looking at
the line that has acpi@. If the counter is increasing at more than a couple per second, there is an interrupt storm.
If the system appears hung, try breaking to DDB (CTRL+ALT+ESC on console) and type show interrupts .

When dealing with interrupt problems, try disabling APIC support with hint.apic.0.disabled="1" in /boot/
loader.conf .

11.13.2.4. &%

Panics are relatively rare for ACPI and are the top priority to be fixed. The first step is to isolate the steps to
reproduce the panic, if possible, and get a backtrace. Follow the advice for enabling options DDB and setting up
a serial console in f 25.6.4, “4¢F 545 % (Serial Line) 1 A\ DDB [&$Ef25L" or setting up a dump partition. To
get a backtrace in DDB, use tr. When handwriting the backtrace, get at least the last five and the top five lines
in the trace.

Then, try to isolate the problem by booting with ACPI disabled. If that works, isolate the ACPI subsystem by using
various values of debug.acpi.disable . See acpi(4) for some examples.

203


https://www.FreeBSD.org/cgi/man.cgi?query=dcons&sektion=4&manpath=freebsd-release-ports
http://lists.FreeBSD.org/mailman/listinfo/freebsd-current
https://www.FreeBSD.org/cgi/man.cgi?query=printf&sektion=3&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=acpi&sektion=4&manpath=freebsd-release-ports

TR TER A AML

T1A3.2.5. A 478 45 4R 3 AR A7 B 14

First, try setting hw.acpi.disable on poweroff="0" in /boot/loader.conf . This keeps ACPI from disabling
various events during the shutdown process. Some systems need this value set to 1 (the default) for the same
reason. This usually fixes the problem of a system powering up spontaneously after a suspend or poweroff.

11.13.2.6. BIOS 474 # F 7 4y Bytecode

Some BIOS vendors provide incorrect or buggy bytecode. This is usually manifested by kernel console messages
like this:

ACPI-1287: *** Error: Method execution failed [\\ SB .PCIO.LPCO.FIGD. STA] \\
(Node 0xc3f6d160), AE_NOT FOUND

Often, these problems may be resolved by updating the BIOS to the latest revision. Most console messages are
harmless, but if there are other problems, like the battery status is not working, these messages are a good place
to start looking for problems.

11.13.3. & 5 74 AML

The BIOS bytecode, known as ACPI Machine Language (AML), is compiled from a source language called ACPI Source
Language (ASL). The AML is found in the table known as the Differentiated System Description Table (DSDT).

The goal of FreeBSD is for everyone to have working ACPI without any user intervention. Workarounds are
still being developed for common mistakes made by BIOS vendors. The Microsoft® interpreter (acpi.sys and
acpiec.sys ) does not strictly check for adherence to the standard, and thus many BIOS vendors who only test
ACPI under Windows® never fix their ASL. FreeBSD developers continue to identify and document which non-
standard behavior is allowed by Microsoft®'s interpreter and replicate it so that FreeBSD can work without forcing
users to fix the ASL.

To help identify buggy behavior and possibly fix it manually, a copy can be made of the system's ASL. To copy the
system's ASL to a specified file name, use acpidump with -t, to show the contents of the fixed tables, and -d, to
disassemble the AML:

# acpidump -td > my.asl

Some AML versions assume the user is running Windows®. To override this, set hw.acpi.osname= "Windows 2009"
in /boot/loader. conf , using the most recent Windows® version listed in the ASL.

Other workarounds may require my.asl to be customized. If this file is edited, compile the new ASL using the
following command. Warnings can usually be ignored, but errors are bugs that will usually prevent ACPI from
working correctly.

# iasl -f my.asl

Including - f forces creation of the AML, even if there are errors during compilation. Some errors, such as missing
return statements, are automatically worked around by the FreeBSD interpreter.

The default output filename for iasl is DSDT.aml . Load this file instead of the BIOS's buggy copy, which is still
present in flash memory, by editing /boot/loader.conf as follows:

acpi dsdt load="YES"
acpi_dsdt_name="/boot/DSDT.aml"

Be sure to copy DSDT.aml to /boot, then reboot the system. If this fixes the problem, send a diff(1) of the old and
new ASL to freebsd-acpi so that developers can work around the buggy behavior in acpica.

Written by Nate Lawson.
With contributions from Peter Schultz and Tom Rhodes.
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The ACPI driver has a flexible debugging facility. A set of subsystems and the level of verbosity can be specified. The
subsystems to debug are specified as layers and are broken down into components (ACPI_ALL COMPONENTS ) and
ACPI hardware support (ACPI_ALL DRIVERS ).The verbosity of debugging output is specified as the level and ranges
from just report errors (ACPI LV ERROR ) to everything (ACPI LV VERBOSE ). The level is a bitmask so multiple
options can be set at once, separated by spaces. In practice, a serial console should be used to log the output so it
is not lost as the console message buffer flushes. A full list of the individual layers and levels is found in acpi(4).

Debugging output is not enabled by default. To enable it, add options ACPI DEBUG to the custom kernel
configuration file if ACPI is compiled into the kernel. Add ACPI_DEBUG=1 to /etc/make.conf to enable it globally.
If a module is used instead of a custom kernel, recompile just the acpi.ko module as follows:

# cd /sys/modules/acpi/acpi && make clean & make ACPI_DEBUG=1

Copy the compiled acpi.ko to /boot/kernel and add the desired level and layer to /boot/loader.conf . The
entries in this example enable debug messages for all ACPI components and hardware drivers and output error
messages at the least verbose level:

debug.acpi.layer="ACPI_ALL COMPONENTS ACPI ALL DRIVERS"
debug.acpi.level="ACPI LV ERROR"

If the required information is triggered by a specific event, such as a suspend and then resume, do not modify /
boot/loader.conf .Instead, use sysctl to specify the layer and level after booting and preparing the system for
the specific event. The variables which can be set using sysctl are named the same as the tunables in /boot/
loader.conf .

Once the debugging information is gathered, it can be sent to freebsd-acpi so that it can be used by the FreeBSD
ACPI maintainers to identify the root cause of the problem and to develop a solution.

NETETY
TR
Before submitting debugging information to this mailing list, ensure the latest BIOS version
is installed and, if available, the embedded controller firmware version.

When submitting a problem report, include the following information:

« Description of the buggy behavior, including system type, model, and anything that causes the bug to appear.
Note as accurately as possible when the bug began occurring if it is new.

+ The output of dmesg after running boot -v, including any error messages generated by the bug.
+ The dmesg output from boot -v with ACPI disabled, if disabling ACPI helps to fix the problem.
+ Output from sysctl hw.acpi . This lists which features the system offers.

+ The URL to a pasted version of the system's ASL. Do not send the ASL directly to the list as it can be very large.
Generate a copy of the ASL by running this command:

# acpidump -dt > name-system .asl
Substitute the login name for name and manufacturer/model for system. For example, use nj1-FooCo6000.as1 .

Most FreeBSD developers watch the FreeBSD-CURRENT mailing list, but one should submit problems to freebsd-
acpi to be sure it is seen. Be patient when waiting for a response. If the bug is not immediately apparent, submit a
PR using send-pr(1). When entering a PR, include the same information as requested above. This helps developers
to track the problem and resolve it. Do not send a PR without emailing freebsd-acpi first as it is likely that the
problem has been reported before.
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11.13.5. %%

More information about ACPI may be found in the following locations:

+ The FreeBSD ACPI Mailing List Archives (http://lists.freebsd.org/pipermail/freebsd-acpi/ )
+ The ACPI 2.0 Specification (http://acpi.info/spec.htm )

* acpi(4), acpi_thermal(4), acpidump(8), iasl(8), and acpidb(8)
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#5 (Bootstrap) A8 H Oy T HIAR » BRI AR B 1A 25 1 488 bootstrap —ERI SRS E ANE2E R A0KEH] » 12350
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A9 F AR $% 1% (Master Boot Record, MBR) » 3% 0 Bk B WA ZE A HARERE - AO4F EALE o BIOS A EHHI SN 7]
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S FreeBSD FERREEf) MBR fEHEEI#HGHA) GUID 4#|E3F (GUID Partition Table, GPT)
FEFEESIBARE (Booting) o GPT ARSI BN S &1L A B — P EMHEIREN 1A (Unified
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7£ MBR A ) F2 7058 o S R (EBI A FEAE = (Boot manager) » R 2 PP Le & Bd 8 F & HBIRUFER - PG B
FEGEE & B — 5 iR & ERUNE R E —EM e R AR - FIREHEEXH T EIZEHE  FreeBSD
BE A T A2 S boot0 W R Boot Easy L 7 Grub ‘& F A4S fi Linux® #4ThK o

H AR TERAEERL » BR G SRR EE (AR BEER (R F) I#IE (Stice) » RRBUTEZY)
#lE b RIREARE AR T EOTEE RS - HE SRR ASEAER - W LI BURER RS ERIbHRE
RS DGRGEAE T LUREEE BRI RS -

RIBRIY FreeBSD BHE R B = (BFEEL » 5 —(EFE B K018 40T 3R AR S A KF e IR RE BT 28 — 8B » %8
" AP BAE AT = FEB BT S I FE R — R - 5 = (EPE B E e E AR R AR LA © SE AR A
=B B S IR A MBR A R A7 B B — BB B — REA TR sCAY A » 15 28 TARE A5 1 —HE 5% FreeBSD
RESIR (LA T E AR -

BB HE IR AR B G E LR B MR - ORRIEF ez & - KOO & BRI H iR i
FHRF  nit(8) - AT EHECRIATRTE 7 LUEE AR AR » SRS B (8 8 R SRR B AR R A
A~ BOE KRR DUBESEARAERE ~ X B L E T R AR A B AR Y -

7 T T B A 4R 08 L I B R 201 7 B FreeBSD BRMSTRIF H B
12.2.1. F#E A X

HIRFERELE MBR RIBEIE AR R AR F Y B T4 (Stage zero) » FreeBSD FHL & {# F boot0 BH%E
B -

H FreeBSD 2z Fr 2244 MBR {8 5 [ /boot/boot® %5 JLflE o bootO fitj/NELZS B B PR HI7E 446 ([ (17T

AHZ B D B OX55AA BRI MBR [ oK o 5 %482 [ (ESE R AL A booto » HI Er7EBEMRRF BEUR
T EHIRIEE |

#if5 12.1. boot0 25 EL 7 [

F1 Win
F2 FreeBSD

Default: F2

HAEMB /R 4757 FreeBSD 2 (% A %46 H| & B Z B AR MBR » E55 b5 %4 T » 535 Z(# ] FreeBSD MBR HY
AREVE R MBR A LR 4 -

# fdisk -B -b /boot/boot0® device

Hep device BHIRRARYE - (5UN%E—1F IDE fiff% % ade » 55 (& IDE =855 — (i IDERERE A ad2 » 5—{F
SCSI i # da o ZLHEIT 5 2T HY MBR 3 € #5275 boot0cfg(s) o

12.2.2. BB — e B =

b > 88— B — (AN AR bR — (BB LR — (AR —H0 0 - s L ROBRE > s
FRTE » {62 @ —BE%4E - i FreeBSD %245 Y bsdlabel {¢ /boot/boot HBITTAE «

EMEPEBII AR AR 280 > TEBMII R A —ER > 7858 —ERERE IR (Sector) BRYG - JEMEAL
B /2 boot0 By H M FHHEE B AT & AR T » W& S AT LIBITA R LUEBRRAET -

F—EPE B bootl EHAITEL - KIAE RAEA 512 (st AR/ - B BRI R Y% R E 1A FreeBSD
bsdlabel D) J7 s 4% 3l L7 boot2 o

P Br —. boot2 TR —Rl » BESWZEAR FreeBSD #E R RMAGE SR o &W LIS BE— (Rl B A /) T 2%
EHITHIR O BE AR « EFBITIE AR (loader) FEAGEHE N AL GV EME o EBIIRIR T TEREEL
—HE - AIE BRI TR BB
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# 12. FreeBSD BAi4FET

#if5 12.2. boot2 2R ZL & [E

>> FreeBSD/i1386 BOOT
Default: 0:ad(0,a)/boot/loader
boot:

B 24600 bootl B boot2 (A bsdlabel » Hh diskslice J:BRHMSAYRIALELLIEIE - (4] adosl
o555 — (8 IDE RATREHY 55— (8 £ %1 -

# bsdlabel -B diskslice

i
=

o %5 U FGER B » 11 ad0 » bsdlabel (L “fabAU" ACESIREEE » TR
ST (T - RSB (R » FLLFESE T Return %7 RS FEUCHE

# diskslice o

I

12.23. B =

loader & =FEBIFIMIE 2 Az —(EFE B » AR UMERASRZH > JBHE /boot/loader o

loader =% H &I I A S AR S SRV R R ELAR S UM ZE0RAY AR S SR I — BB 10 77 AR A
o

TERIGILETIBE S » loader & {HiHl Console BRAAR » SifiFh Hi ] LA F AR FIMEAIRETE « 7EM Script 2 5 Bl A\
{6 I 54 A 75 & A A B A B B L A o

loader 232 &3 HY /boot/loader.rc » E{EERTER Y & EH /boot/defaults/loader.conf A EAS A
S TEZE DL sEEN /boot/loader. conf  ZRE S Lo B AR A BE L o loader. rc & {5 LA B 318
1B » SEBCEREERAHELD -

ik > TESEDLT loader S fF (R HENTHG A 10 T4 - SR A HCH BTAURE S R IE B0 o 008 & T -
& ) 6 A B BRI R 7T » SRR GE AT AT DLl FE & SRR A B i B ~ BN pr A iRl ~ A » RRE IR
PAMRELEFBARE - A8 12,1, “"HARRXAREL" PIIH T HFE M AR loader 154 o ZSEB T A 7 A
HIfE< » 562% loader(8) o

Fig 121 MAER A TS

BN B

autoboot seconds EEFEERI () W aE Rl gRESEZD -
e 4 & BN B8 > TER IR A 10 FDEE o

boot [-options ] [kernelname ] 5 AT ArT 48 8 AR IE B O 4 R L B RS EIZ L » B

AR FITE e DA ML S 8AT unload » RIS
it FSERT R AGRAYIZ D © 7 kernelname N2 58 # Y
R A €18 2 /boot/kernel }7 /boot/modules JFE T o
boot-conf IR TR E A BB & IR kernel FEA— AR FIHY
HERAARE - B AR AT unload 2 1% » iR
B F A

help [topic] BER [ /boot/loader.help EUSHISIHAN A - £t
RER T A index Rl g BE/R BT A W HIAD 3 o
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J:

HEPEEL

B G

include filename ... EPIEERIE R B T o A ARAIE L
7 1k include o

load [-t type] filename PSRRI R R ~ B0 B B R

HORE SR o AR filename 7 1% (1S BHR & 1 (HEE]
ZMESE o F filename RNRAESH BRI G S /boot/
kernel J /boot/modules JFEF o

Is [-1] [path] BTRTEE RIS » BAAREERIERIEHRR
HERHRMER - HATEE -1 AlgEER R N—H
N

Isdev [-v] I A RIEEE » 18 E T RE AT LA SR AR
4 o HATRE -v Al g BUR &R -

Ismod [-v] BUREEARERA - HETRE -v AIgBREFAL
& o

more filename BURTEERINE R » A RE LINES [THERBZEEIE -

reboot SR E TS E R AL o

set variable, set variable =value BT ENIRE SR -

unload BRI EE AR o

B —L loader FVAR) B BSHEI G o BL0E F— MO O F I A B F & 55X (Single-user mode) ] :
boot -s
SLENE — MR IAR OB o MR B SERT B — (TR BRI O]

unload
load kernel.old

{iEfi] kernel.GENERIC AAFE LA HAITHRIL L » 5 kernel.old HARIERFTRZ AT E HET
DRI AR

5 F DU 8238 F 55 — (A% O — MR AR
unload

set kernel=" kernel.old "
boot-conf

EEA—EC BEMLAIZ O E Script 7] ¢

load -t userconfig_script /boot/kernel.conf

12.2.4. R #1158

H loader =Y i1 & #%h# loader [y boot2 AL 2 1% » MAREXEEREEAA (LM HRER > MRS
TR A o F4% 12.2, “BIEFRLOEESE” FIH T H AR » 3525 boot(s) HUFH
% HAB IS EAER AT o

FiE 12.2. BIIRIZ O EBI 28

HH ]

-a ORI - & 3 ZLR R RE R R AR
=

-C Fi CDROM i A A S R AR B -

-S ekt A\ B P B
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# 12. FreeBSD BAi4FET

JEH

Ea

AL
"f%b%‘ébﬁ#ﬂ%ﬁ%%%#ﬂi Al o

—BROTHBIRIE TR (G ER A 6 FEF init(8) » ZREFFALHY /sbin/init HUTE loader
fy init_path SEFTIEAIRERERIE o B RBIRIEFRIR R —IEFEEL -

FMAE T SR A LR ARG —EE  (Consistency) » 35 UFS MERAMA—HH fsck Mk
I - init ERRASUEARMEAERN - DERAREHEE A EERARNE > TRIRARGHREANZHRE
S

12.2.4.1. B¢ A % # X

it F & AT LAERABRIREHE 7€ -5 Bk loader 3% 3€ boot_single S NIE (AR o B Al LUEIRTE £ & =
4T shutdown now yfE A AR = 7 B A A B R U & HH BRI,

Enter full pathname of shell or RETURN for /bin/sh:

HERE T Enter » R & A\ FHRAY Bourne shell o BLHETE (i I H A Shell Al A\ 7% Shell )52 # i

% -

BALfif B Bl Y 2 (AR TR R 8 AR A — Bl A o 3 R s R B TR BRI - B ] LU R RE
SR root FUEEHS » [K A TE R A BB E AR T A AR T MU M ST B A U - FEE (AT IR A
BEINEE

MREERAERABBERGRAED - BERMMENZEN S EEE T e LR R - THE - BIkE
NEEREEAR - RS I B SRR (A & (TR R STH R -

1L /etc/ttys R console FH(Ay insecure » FAR(H & 7E4) 4G 10 B A & AT Sea R root AYEHS
BRI — R AT et o (B EIATERRD root BB HBCH S

#if 12.3. 7 /etc/ttys ZHEARZ LR Console

# name getty type status comments

#

# If console is marked "insecure", then init will ask for the root password
# when going to single-user mode.

console none unknown off insecure

R4 (insecure ) console {{52%} Console (1) B # % & 3T {5 iy %4 (insecure) » FF LA R AIiE root %
T g AT L P B84 PR . -

12.2.4.2. %1% 1 # X

A init TEF R BIE R Rl B A B R (A S Bl T IR IEIG A exit BERREEGEAI SRS - RALES
EAZERAEER > fEEERAEFHERANERRE -

EIRHE 245 (Resource configuration system) €54 /etc/defaults/rc.conf AEEUE ETERE LLLE /ete/
rc.conf FEEUASURFENIEE » HE FRBEH T RATIN /etc/fstab FINER R > WS EHMRRE ~ H
LAY FR 4T Daemon » SRIRFHATANHY L LB EE) Script o

HTHELZRMERRERY 2% rc®) LANEB (LR /etc/re.d f{y Seript

123. R H#A S £ @

Contributed by Joseph J. Barbish.
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FEER

IEH FreeBSD REGHHMETE Console HRUI—RFIFAERFRFIMMERE - BAMREE)EE  (Boot splash
screen) & 55— A LA T A BRI (-0 B IR BS 2 B AR S PR e B A sl i (ELRDGERRS T % Bh & - (AR
BRI EARERAOE - 40 - FIRORIERE DU BRI R - S 7ERI IR R - TEBHHRAR P AT
DR T O3 B PR R AR B 2

FreeBSD A Wi ZE AR AU BRI o] LUGE A » — T2 THER AU 4T M #iE Console $5&FIIRYT » £ RS2 AFIME 2 1% -
fE& R R Console ¥ A$/R o 7 —MEIRIEHIR FE AV E R LIRET » 352% & 5 X Window R4¢ LIEUSHE
% B e 2o 4 B R 8 [E R AL BEUR B AR B R A A B N AR U AR o

FHB 1R - REEETER G EERERN - —BRHARE AR REEER - I HEIERE R
TR - EUREEARER » SRR AEEIEIR o MR R RERNXIRERE /ete/rc.conf  HEHN—47
saver= FCHE o I L NEIEFRERTA - £ splash(4) A - saver= FRIEH &M 2
Console » # E AW BREHER LN GHEFHE -

$55 () s B 2 T R ] 2157 A hittp://artwork.freebsdgr.org A& B & o %24 sysutils/bsd-splash-changer Z {48
Port » R DATEBEMEFRFFE VS R [ S8 TR ) By o

PR B TE DI EE S 12 256 6 1B (.bmp) ~ ZSoft PCX (.pcx) 8Y TheDraw (.bin) #&=X, o .bmp, .pcx 8 .bin
Jr S ZERNAEAR A7 B[ - AN /boot o REENIE FriE A ZE 5 F 320200 15 5l R AR A AT B LARESN 7R A YE VGA
R EVE » BEAETHR 256 8 ~ 320x200 R Z B ARAUARNT E B E S EIE - AT R ATE] /boot/
loader.conf » fi¥E#L splash. bmp 8 BRE{5 FH B4 B B A -

splash _bmp load="YES"
bitmap load="YES"
bitmap name="/boot/splash.bmp "

ZLAE P POX A R AT R R Pt [ A -

splash pcx load="YES"
bitmap load="YES"
bitmap name="/boot/splash.pcx "

E P https://en.wikipedia.org/wiki/TheDraw #& ({5 ASCII & a] :

splash_txt="YES"
bitmap load="YES"
bitmap name="/boot/splash.bin "

L5 RSB ] SR 288 7 28 T SR AT J3E 3K T 22 1024768 (R 3K » VESA B A JH 78 AR B 1
RFELA © (BRI B0 - GBI BRI ORCEHE A &8 VESA # DR e #IH - BHA VESA BAHAKHH
TSN A] /£ /boot/loader. conf b R EIA =47 Z BTN TAT

vesa load="YES"

B

HithH FRY Loader.conf RIERAF :

beastie disable="YES"
TE {1 TR A e A 3R 0 0%

RPN - (HEBGHRHR R ETE - AIERIR T FMERER - Z£EEEHRR
R AR ERA R R 2

KB R FII%EIA

loader logo="beastie"
TE I SR A TR B b /N R B R — R BRI B MR IR B A Y “FreeBSD” U

EEEE ZEH > 555% splash(4), loader.conf(5) L % vga(4) -

12.4. X B =&+

Contributed by Tom Rhodes.
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TE—BAIA R AL B > FIbE loader(s) &3 HY device.hints(5) » AN PR TIZ OB E A - RIEE - B
AL GREES "4 EHR (Device hints)” o 54 “48 BHE/R (Device hints)” & (#4545 BER B A= E
AR E A

BB TR B AT TEREEL 3 BAMSE RS R RE » a0 E 12.2.3, "PEE=" HAORES o HB B AT DU A
set H4H0 ~ A unset FZER ~ (£ H] show Kl » th W] 7 FEESE /boot/device.hints HYEEEY » (HIERAHEEL
NEHE AR R BRI AR R AG R > 75 T —IKEFFARA R EE R -

—H R > (F a6 kenv(1) 25 Hi BT HOBEL -

/boot/device.hints FEEIE S —AB B —1T » (EHHFIR " HURREMRTSE - F—ATHERBNT ¢
hint.driver.unit.keyword=" value"

TEPEEL 3 BRI AR AUEEE RN % -

set hint.driver.unit.keyword= value

Hep driver L8 BERENFEA RS ~ unit Lt BERENREA B (I ARST [ keyword RyifoRBRSE Y  BASET L
TIRTEPTAHA -

« at: R E PTEAS A EHE (Bus) o

* port: FREEMAHY /0 BHIAALE o

¢ irg: FERE B AR EEE KRG E o

* dro: 455E DMA SEIE AT -

+ maddr: $5TES B AT (E AR ERSRLIBAE A E -
« flags: FERMAAE BN RITERT -

+ disabled: % 1 QIR BHRAZIEHE -

H R B EREN R U 0] e G 2 BE KT 2 RGN BRI R - ik e B AR BN 2 IR E T - ZHUS
£ & EE 2% device.hints(5), kenv(1), loader.conf(5) [} }7 loader(8) o

12.5. B A2 5

E(£ ] shutdown(8) # I BHPARE » init(8) ErEEXENIT /etc/re.shutdown Script 3 (1% TERM (F5E4A T A Y
T » RREIA KILL SR RAERF A RIS -

B BRI S R S B FreeBSD BV » W B shutdown -p now HSSrEIBIFAENE - B
FHTE) FreeBSD ZFAI(EM shutdown -r now o H{E LS root Bk operator HARE A TET
shutdown(s) » #5255 £ {4 i) A1 7T i halt(8) 8 reboot(s) » 2%y 48 shutdown(8) fyHE/E Tk
S £ G -

REUGEHHR BT 2% {733, “(IHEEARRIREE" -

@ FE
EIRE T F I LIE A acpi(4) BANEUE KB e E HETHOF o
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F 13 2z a2

Rewritten by Tom Rhodes.

13.1. Brit

N E RS - RaethEMEEAR A BEERERE T - EA(EEER SRR iR R
MBI 2 o B Ry FreeBSD LAZH T A1 {58 R MBR B AR

TE T & o w44 (AN S B S 50T © FreeBSD AL &MAFLEH » HAFF L% =77 TR W LI
et o

ST > BT

+ HLE FreeBSD R LML -
 FreeBSD Hf {45 FE % (Crypt) s -
o TR YRR -

o QA RE inetd(8) Hf TCP Wrapper ©

il

o YAl A{F FreeBSD #5E Kerberos ©

* QAT AE IPsec i H L VPN o

* HN{AFE FreeBSD 5% 7€ ilfi f# Fi] OpenSSH

© AAFE MRS AR ACL o

* WnfefE F pkg ZRFGELE Port BEAELRNE = THHEM: -

* AN FreeBSD 22 ¥

* ATIEREFEFFIBHE (Process Accounting) LUK #1{77E FreeBSD ffi% o
o AR P N KB B R R A e o o P o SR
TERRIRBIFE = 2 AT - BFE

* T J# FreeBSD JLff N ABBEME & o

oA 22 S M RE A AR T H A BRI © (120 53 ] 77 B4 i (Mandatory Access Control, MAC) &1
515, SR A B ) (MAC) &b i S A BE B JORE & 7E 5 29, B KGO &fam o

13.2. 4>

RERBMAWEL » AT R L A0S EAET 7] 38 (R = S 3 RIS s 0 A B S S B R (M A B s ) o
HEHZENEF R ORRIER CA =3k ABREFERRAIEESE  (Confidentiality) ~ SEHEM:
(Integrity) DA & o] FH%: (Availability) o

CIA =R BINE EEA - sLaFZ = B6E A& E MR ERS B RE R EE - flan > —EFF
TR FIE R ERR L 2mRE GREND - PRI EASERLR T HES SR8 DU IEE
R AT DA B PR RT B R (AT )

ZREHE CIA » TG BRI BRIRERISRNG o B R R AR 3 0 B fIE O xR g ARE 5 BE — I g 2R3
TEESE R 2 & RA I - G140 - RAEEE NREEETTHEE )R B R S AR SR 7 &1 - R A
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DIEIR=IN

FEENMRIE - ta# Binary BT BB RAR LR ER LR - EHUTARAEIR KNS - W8 T B0 LU0
R -

HERE R BB 2t B W AMER PR R E AR AR R E - BEthE SR
T~ BEEE - RERFTRERERE - RRIE » LeltRiEE& R FHFHE T -

AR AE R AT USRS I EL > AR A B - SOR BRI E - SifE R LR - 2 R R
BB RTB L o R (I E > B2 B2 (U B B 4R DL B G SRR B 2 e BEA K 0 Sl [0 8 T B ) e
TR - MUREEE » EEIE T RS I AR R RS -

HEERRZE ARG LR @R EARR LN RGBSRt - BEETERMERE - (FHET R MBUR
UK % 2187 - sF 2 A E A REM PR ER BN T2 EECR » ZECREE S TIE, ~ = ERE
B~ TEERE - FHE - EARFERES - BRERFARS L ERE - ERZHROT - H CEFIRERIERER
(SOP) » E A BEIEHT » 5H ML EMPXEEH o

WA BT ORAE A AL FreeBSD Z4% FVTIHSCHEIMINTE &R0E o AT AAM M FTE
FreeBSD Z4H (722 & M BRI @ FIEIAORFRE T A

13.2.1. BraE B A

SLRECR— (8 R AR 2 R HERE (R MU IRSSHURE R - #EfR root (BRI T —{R5RTA RIS - dEE
R AAE HA T 5 6 - SRR BE AL T SR E S A AT BUREROIRER -

ZRAPAMRIRAF RO N MR % - S — RS EIRSE - LUT S5 &817E toor IREE

# pw lock toor

B AR BN IER 2 E M Shell 7% /sbin/nologin » FA AR (E FH 2 AT LA i = At i FH & Y
Shell :

# chsh -s /usr/sbin/nologin toor
/usr/sbin/nologin shell AT LU R AT AL Shell B EABEANRIFEAHE -
13.2.2. tRI% it

T —ER ) - TR EE A A E S R EEERR > FreeBSD AR 3\ ] DURBEREYL - 58— -
MR T o ZE wheel FEAH AL A S A root B - @M 5 A6 A & AT LLTERR B AR 68 AT & Y
A7 HUPERF A\ su SR1R M A wheel BT » FESERUT 2 BAF UBERDTR © 218 » (EAIER A exit BERH o 22
IONGE R 2G5 RFAH - AT 4R /ete/group SR1Z N AGZ i F & £l wheel THH By H 1% - i & L/HLLESN T
TR A ZEH ©

BT RBIEEA TR > 24 security/sudo Effal Port AERFHEMR o E(FEEEEIR ML TSNS
A~ FARE R T - SRR T USUE SUE (F 1 E RBERIT R e FHEIR AR S -

TZHE7 1% » {FH visudo ZR#gHEE /usr/local/etc/sudoers o g {[E &3 & #37 Hr webadmin FE4H » N
trhodes BRGSENFZHEAR » IR1RBE 2 REAE v] EHTE B) apache24 HUFFHUE
# pw groupadd webadmin -M trhodes -g 6000

# visudo
%webadmin ALL=(ALL) /usr/sbin/service apache24 *

13.2.3. BaHm AR X,
W ANV AL B 2 T > AR AR » I A 1R L 3 K RS A R SN S R A A S R

H1 /)35 o FreeBSD 3 £ DES, MD5, SHA256, SHA512 ), J% Blowfish g B i A crypt () FRztEE o THEL(H
Fi SHAS12 » RIEREEUM N 22 SO REBR IS » (E AT EIOB 3 22 &) Blowfish JE 5 -
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FE
@ Blowfish “Rg& AES f—#Bihy EASF AL &R E R #E  (Federal Information
Processing Standards, F1PS) » 7£ F-LUERIR A G AN g Ao aF (8 A fE e 7 =C o

SLR0TE B F R AR VB G RN B B {5 B RS > RN I PT LA HIAE. FreeBSD HfS B0 bHEE % (i
P R - IR A — B A6 (8 & DART SRR 5L AN 25 25 A6 A 3 T OB A 161 = 56 A DES RIBAAAAS
EHEMFFIE > T MD5 FUFFSRAIE $ » SHA256 J¢ SHA512 [FF5R2 $6$ » Blowfish FUFFIRE $2a$ o 7ELLTF
il dru FYEFRSE DU TERRY SHAS12 YL INEF » KA HARBE ARG & $6$ < 1B - sZ @RS » 1
TR ORIVERS - FREFN RIS E R T

# grep dru /etc/master.passwd

dru:$6$pzIjSvCAn.PBYQBA

$PXpSeWPx3g5kscj3IMiM7tUEUSPmGexxta.8Lt9TGSi21NQQqYGKszsBPUGMEQ:1001:1001::0:0:dru:/usr/
home/dru:/bin/csh

BB RS R B AR B BB AR (Login class) » LU A » 3% fF & B default B KA - Hi#
BEEEE LU N7 ELE /etc/login. conf :
:passwd_format=sha512:\

B BUEEE Sy Blowlish » AIMBEGEZATANT ¢
:passwd_format=blf:\

SRIRAK H7 13.13.1, “BOEEARRI” A in 7 FEAT cap_mkdb /etc/login.conf o JEREL > sEHEEA
B CAA R E IS - (B CRLAZRTA EHESIT passwd ZH B H RS A B HHEEHIN
WETE S

SRR M EDFE (Two-factor authentication) » HEFIFGRIAFRFE “FHERE" - 41 :
s DI "HUEFEEHT o W0 B o B¢ OpenSSH J& FreeBSD EERLAI—HMn » T KE
AR B A B O\ TS 3 72t ) AR L FH DL 8 A B RRAE S UG - T ME ZEMGESE i 138,
“OpenSSH” o Kerberos H{f I ] e & T 2 2 i —LUZES MY B A BRAE A% {8 H OpenSSH » JELEHH B
1E H7 13.5, “Kerberos” Fr&rG3ibH o

13.2.4. 7% 4| L AHBCR

SR A RS (6 F = R IS I BUE 2 R L 2 ERE Y — o 7& FreeBSD B RE - BFHGIRE LL K ZHS
Y PE ] (5 F N R T FE B EF i 4H (Pluggable Authentication Modules, PAM) 347 o

A B 7 S ] s B R TR T PR B PR LUK (A pam_passwdqc.so  A&5s I FE & F TR RS - A
A P A B L AR R o A BK

SRR - TEICRRBAR AL - SMRIUHERAE /etc/pam.d/passwd  H15 A pam_passwdqc.so ]
T o SRR SRR AZAT R & HRBBUR -

password requisite pam_passwdqgc.so
min=disabled, disabled, disabled, 12,10 similar=deny retry=3 enforce=users

ERE T EBUEFrE TR AU K o min BUE AT USRI RE TR » 8 LA EH R (EEAEAR
WHEHIERNEE 2 T WA o TUEMEEE AR S T AR T T AOE S - flan - 30~ B
FESRLLRR/INES » (BB B AEANTE pam_passwdqc(8) A FEARYFAA - TEEEHFIF » BB ERRYET =TH R B
PR » REAGEZ H W E R RS - Nm R R T o 12 B0E S B IBOR Al 552 1 /2 =y T 7Y
R H 20 12 (f 7 TTHY SRS > 10 3E W RS EUR e 3 e DU 7 e S AU RE JE B 2 /) 10 (B 7 T3S -

similar g07E A& TEAS DLGE A & BT — I S o retry SOE G RO A& = A B stk E -
—IEEEREF 2L - FRERENEREEEE I TIAE
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&8 Root T E. (Rootkit)

% passwd
Changing local password for trhodes
0ld Password:

You can now choose the new password.

A valid password should be a mix of upper and lower case letters,
digits and other characters. You can use a 12 character long
password with characters from at least 3 of these 4 classes, or
a 10 character long password containing characters from all the
classes. Characters that form a common pattern are discarded by
the check.

Alternatively, if noone else can see your terminal now, you can
pick this as your password: "trait-useful&knob".

Enter new password:

AN T AR EISBORA SRS - IS pHEE R ES - ARERESEREHES > B2@Ea%R
TEH FLRTERAIRE

KL BUEEBOR & S E L H (2R o Z/E FreeBSD € MG F ik HHI » A4 /etc/login.conf iz
i F & W ASE R RE passwordtime o ff default AR C A EHH] -

# :passwordtime=90d:\

I > BEE LB ANSERIEREE 90 R IBBII R FEBREMATR 0 - REEFREBLSRLPUT
cap_mkdb /etc/login.conf o

ST (I B3 2 s R A RR, > AT R B BRI B ) R BB Y 44 R (AR pw
# pw usermod -p 30-apr-2015 -n trhodes

WEMEG T AR HBE AR ~ ALURE - EEBELEMA2E pw(s) -
13.2.5. 44 ] Root — £ (Rootkit)

rootkit Fg & B AR RIS 24T root (FHURERVERES - —HZ 2 1% » EEEREEAS T LU EX
HIBE % 7 — (R TR E EARIRM - E L > —([EARFEH rootkit 1298 BT THREEZIR » ZAK
UEZIEHE R L » AN EIEEERRE L AR TRt s aE iR & TR -

rootkit #MEFHRFE M FME— AR BIAE : —(EEHE - FERRERCEHISE - (LEHAAIE R S
AEHAF > AERAS & R & — 18 7 LU SRR rootkit f) T B » security/rkhunter o

LHW BT Port 2 1% > RGMEAIH AL TR ME < Zfa SR 2 EM A g FEFH# T ENTER
éﬂg‘ :

# rkhunter -c

HRBFTEMZ% > BRI EEERRESEE L - BEAEES TEREBREL HER - nEEIMREE
FIBERY rootkit DL K HAMFE 2 &3 o FEMERETES > ATREE £ — G BB REE 2 ~ OpenSSH M 17 & 2

FR N RS CANRTRACAS @ A A 22 e MR o ~ g R AT DASZ R B Bl 7 AR A0 0 i 2 12 R
H o

FAEHEE T AR EBIT TSR DUCE R AR - =77 TR rkhunter B2 sysutils/lsof
PUR R g4 U0 netstat B ps A] LUARKE ERBIYER » figk ML — L2 IEH R » EA ANEE R B
FRHSER] - RRILH A SR - MERBEERRIZE - BELARNERCHZET »

13.2.6. Binary #: 5%

TRBR AN SR B Binary 2R E ZHY - [N A'E A ISR BLARSUE B B 2 MR B A ST SR I - RS
15 A 70 5 T BB B P R = URE 3 AR (K 2 4% (Intrusion Detection System, 1DS) o

FreeBSD [ $R M T ZAEHY IDS R 4% - MR BRI L&A X &MREFEEmEEE MRS R - FELE
AR REFEAME - ERE RN E ARG M BRI R AR E - L - SEH

=
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FESL— &SR Binary F54MHE LS 4 REFAEMEE ~ root BEA I H SREAE I REPRAY USB MR ElIE Y
rsync fil iR as B LF

A% mtree T EATLIS—(EH ﬁ%*ﬁﬁﬁ%ﬁﬁii TEFIAEAE - FE A B HE & F ?H {EFE T (Seed) B H &L -
INEAE MBS R A ORI &t & 75 200 5 R TS e 3 - 55 mE — (A 228 Binary & B4 {5
OB R BER —F S o A SCEE MR AIETE TS - 205 B SR B R ARERTS (Checksum) #{E 2 %
FIRERY o DA77 2 A= —4H SHA256 Jfi%E » & —{[1E /bin ()&% Binary #& G —(F » WIH&#HELE L
[ ek B EEAEAE root 2% H$k » /root/.bin_chksum mtree :

# mtree -s 3483151339707503 -c -K cksum,sha256digest -p /bin > /root/.bin_chksum_mtree
# mtree: /bin checksum: 3427012225

3483151339707503 RFEME T > BREEELSR T REATHHEENE -
AR /root/.bin cksum mtree JfE @ AEXEL DL A 45 5 -

# user: root

# machine: dreadnaught

# tree: /bin

# date: Mon Feb 3 10:19:53 2014
#

/set type=file uid=0 gid=0 mode=0555 nlink=1 flags=none
type=dir mode=0755 nlink=2 size=1024 \
time=1380277977.000000000
\133 nlink=2 size=11704 time=1380277977.000000000 \
cksum=484492447 \
Y
sha256digest=6207490fbdb5ed1904441fbfa941279055c3e24d3a4049aeb45094596400662a
cat 5ize=12096 time=1380277975.000000000 cksum=3909216944 \
Y
sha256digest=65ea347b9418760b247ab10244f47a7ca2a569c9836d77f074e7a306900c1e69
chflags size=8168 time=1380277975.000000000 cksum=3949425175 \
Y
sha256digest=c99eb6fclc92cac335c08be004aba5b4c24a0c0ef3712017b12c89a978b2dac3
chio size=18520 time=1380277975.000000000 cksum=2208263309 \
Y
sha256digest=ddf7c8cb92a58750a675328345560d8cc7feldfb3ccd3690c34954chbe69fc964
chmod size=8640 time=1380277975.000000000 cksum=2214429708 \
Y

sha256digest=a435972263bf814ad8df082c0752aa2a7bdd8b74ff01431ccbd52ed1e490bbe7

1%%””5’]351‘%\%%@ FE LAY H BRI ~ DLRGE ST ISR O (8 A B R R sk LS B P |
A TE H kT &R Binary RORCERES ~ K/IN ~ IfE] LK SHA256 4l

SRS Binary F R HUR SIS - AT SEATE R HURLAS IR LU B AT E SRR AR AR B
% o EETE <R BE W RE A R AU B (3 RO R T

# mtree -s 3483151339707503 -p /bin < /root/.bin_chksum_mtree >> /root/.bin_chksum_output
# mtree: /bin checksum: 3427012225

EEEERE G A F Y /bin HURSHEERE A RIRERIEME - FELE kA Binary REWHEE
it » FPJEE /root/.bin chksum output  JE{HEENHAEH &R THY o BAEEEETE - LI A touch Fpg /
root/.bin chksum output {4 H HISRIZ FEITHERTES—IR ¢

# touch /bin/cat

# mtree -s 3483151339707503 -p /bin < /root/.bin_chksum_mtree >> /root/.bin_chksum_output
# more /root/.bin_chksum_output
cat changed

modification time expected Fri Sep 27 06:32:55 2013 found Mon Feb 3 10:28:43 2014

A S Binary DUNECEMR H B BURHE IS A BURERAH B2 - BE & & /bin, /sbin, /
usr/bin, /usr/sbin, /usr/local/bin , /etc J /usr/local/etc ST FRARFE o
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BV

{15 B DS 405 » A0 security/aide » S B mtree B ATHRICEERE FF A HUTHRE - A T-REHLA:
B A S 7 1 TR (2 SRR TR U M 7 R0 B — 13 o 5 2 mtree HOREA A7 mtree(s) i
5 -

13.27. A4 %A HAKR
i FreeBSD » H¥F S RAUIHERT LAGEA sysctl JBHC » 80 @i 0T LURHAGR LB IRES (Denial of

Service, DoS) PR 2 IETIEE « ML ERIGEA sysctl RUEMEE « AN Eree s BB XA 7RI 2 2
UK AT AE 6 119, “fEA sysctl(8) k" #F] -

=7
=]

R

S EATRFRE BE A 87 11.9, “Gf A sysctl(8) FRIR” Mlh % & B S A0 & sy U AR B A I 25 1Y
FIEENE BT > LB RG] AL o DRI B A A T AR A T EEANES 0 ok
TR R AR L E S - B2 EARAARS LA -

e FreeBSD % 0@ (F AL &R -1 2B » & WRBE “AEeE” > FAA T8 (Immutable) f#2E
TERE AT DAY BARA BT LUEI S A AU B © FRIEA A sysctl sl fE /& H) Script 3 EBHGEE » BHIE
WG EE -1 - LM RN L RFEE AR /etc/rc.conf #7E kern_securelevel enable
5 YES LU R 3% 7E kern_securelevel F{E A AH BN % & B AR IET  32% security(7) LK init(8) LIS 5
% BlIE SR E N W] R Z 2 e A R R & AR, -

T

A A
=

o et securelevel griEE[ Xorg MAFIT LLSGE MM - 55 MULFPREFHIER -

net.inet.tcp.blackhole [l J net.inet.udp.blackhole ¥ E R IR EELF CRIEERER (Port) g
F§y SYN HEHAGEE RST [EE - HRAEBIELFEE RST RFRZEREBCHER » H
TR B E T BHERSRR R (MEEBEEAS LPITHEARER) REA—CEEARE » BE M &E
net.inet.tcp.blackhole % 2 J net.inet.udp.blackhole A 1o 3552 blackhole(4) LIEUEE £ 5 B 5 Lt
A -

net.inet.icmp.drop redirect LI} net.inet.ip.redirect EXER]LIEBhREGE EHHE[MICE (Redirect
attacks) » EEFTE AR DoS () —FE - FEERE ICMP AL 5 (UM > HNELH AN LER > &
FE net.inet.icmp.drop redirect A 1 L) N E7E net.inet.ip.redirect % 0 7] EIZEZLEM o

AR HT (Source routing) g — 78 (I B A7 HUYE /A AR A8 B o AN vl B P L HERY DT V5 » FRSR AT RS B Ar ki R
SEEEGEREAN T B - B DIBRE I RE - ZERIRAIE M2 AEREUE net. inet.ip.sourceroute UK

net.inet.ip.accept sourceroute /0o

H—B7EAR b RS R E RS AT AT TR LA - S8R ICMP B SRR B R R (L
fik o SR > SMERHIEAR R IR B ] LIS E (B (RAY o ZHEAEFTA 2R B SRR B i oK i RE

net.inet.icmp.bmcastecho %40 o

B —SMOBETE security(7) LM -
13.3. — kW%

JH¥% FreeBSD B2 AE—RI%EZFE (One-time Passwords In Everything, OPIE) o OPIE & kM4 EI£IL
% (Replay attack) » EELUIRBIRHEBEBE BB T AL AENE » REEFZEFBARFRAEL - |t
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13 LAt

7£ OPIE BUIRIE T » —AHZ S AR — Ik BBl i M = W 5 (E B (T EER - OPIE AT
ZaRNE M/ EE R 4% (Challenge/response system) HCEHHE o FreeBSD FEE(E L TEZARA
MD5 75 o

OPIE fiff f T =F N [RIAEZYAY % HE » 55— F /& — ) UNIX® g Kerberos %l » 5 .2 opiekey P
AI— RIS » 58 =T IR A — IR BB Bl 25 %5 5 (Secret password)” » Fii% 2% % B2 UNIX® 25755 & B
HAEAMRE

¥} OPIE SRFEG FI M EF M ERMR EE - Hep—(ER “FE 65 (Seed)” 2iiil “&:88 (Key)” » HImiHT £
BT (B4R o S—MEAE B8 (teration count)” » & —{E /1774 1 F| 100 FAATEIF - OPIE & %fE T
RS BB G 2R B - ZEH] MDS N BAR (IRIBEACIRED - P A5 SR pie 7 (] o ) 2 S B 2
E— RS - RBALAS T EEHERIR LA — USRS - 2 A& S BRI I S 1R B AT — U R BB
FAIR A AT EE DAL o F AN PR A T BE IR RN T3 =X - 35 (50 P o0 0 2 T 49 Bl D R A R T S 20 A 2 IR — IR
PEETS o MARBEHEG —RBEARI ZRIFD - FRORFFE & EE AR o BB =
LI » OPIE (R EEHHIIAM

i R & =P EI AR o (ol ~ T B A o S B AR 2 A — A — R A e B — ek
RHBHY opiekey(1) o BR T #1#A ML OPIE Z 4 » FIACEE B A% ~ AR BEEFi5HY) opiepasswd(1) o E3E UL
7E /etc/opiekeys FUFHBHIBAERE S L 8 H & B ATHY BB TE Fi5HY opieinfo(1) -

AEEAF N AR VI R R IR R > 88 — R AN A7 27 BRI — IR — IR MR B S UE » 58 R A (i A AE
AL AL ] opiepasswd » 55— ZANAIAEN L EHHEAR T BA RS » ST A0 ] 28 A B mT LAwET
FREGE T ARAEANZ £GP 258 -

13.3.1. #7451t OPIE
B—IREWIATL OPIE » BAEZ EWGITEHITLI T84 ¢

% opiepasswd -c

Adding unfurl:

Only use this method from the console; NEVER from remote. If you are using
telnet, xterm, or a dial-in, type ~C now or exit with no password.

Then run opiepasswd without the -c parameter.

Using MD5 to compute responses.

Enter new secret pass phrase:

Again new secret pass phrase:

ID unfurl OTP key is 499 to04268
MOS MALL GOAT ARM AVID COED

-C FHERMBBIE LA LG ITATHY Console #3( » ANTEME A& Fiz 7 FHIBMEE #if SSH HARF
—BEEHEEEZ PRIE -

R ER - AR RE L — IR B SRR ERS - B —(ERA S H0R AR RS » LS
HENRIRFT A R ANFE > L ZE A 10 21 127 {7 oeREZ M - AR AR A0E RS -

ID 475 i B A& (unfurl) ~ FERRADEL B (499) LUK THARATE FA%5 (tod268) o TEIEIT RN » RAR
R E L2 B BRI » B AAERATEAINCEELEN - R —17TE5 HREE L2 B
R FT E A MR — MRS - AR T — BN (8 B 08— IR S o

13.3.2. £ R AR Tk

BIEANE 2N ARG E RGBS B B RS o T B R AT A L 2 n AR A T AT opiekey s BT HEAE
R GREENER LI Shell « MIALHERERAUE 100 THEETHENET - BT E T
EHBIME A > fE R 2R T BB AL 478 (8 ] opiepasswd(D) :

% opiepasswd

Updating unfurl:
You need the response from an OTP generator.
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A BA — IR MR

ZLPRFITHRCHORE T - W ELHEE T Return frltaft o BEE7edm A\ I8 Z BB 21 % & ps R R %46 Tt R HY
I S BE A

DI AR » SRR R — RS £ o
13.33. AR H—RBEEH
TERIRIL OPIE Z BT BN G BRI T RAE.

OPIE Ay nigtlt T —(ERA FRIZIEE » HER ISR RRHE N Return - (F & B [E DI RE I BRI AR A
7 E AR BT T ASIED H AR S SRR A A o

LR > T UM A B A RSO » SEATE R (5L B A K AT opickey(1) RURAR LA -
& (54424 Windows®, Mac OS® 52 FreeBSD iUz » ff i B (LU BUER IR TR OB TERS S T2
B 0y FEEBA ERIER AR PR RN, -

FERERMRS BT

TEREE — IR MBS » BIRPEAEBEEZSTAN -
1334, 24 34— KHEH

ARG BIEAFIUE (EREM I 2R EAR » TEERULT » WTLUEA opiekey(1) HFHSERE £ £ (H—K
VRS - filan
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27: LATE BIAS SLAY FOLK MUCH TRIG
28: SALT TIN ANTI LOON NEAL USE
29: RIO ODIN GO BYE FURY TIC

30: GREW JIVE SAN GIRD BOIL PHI

-n 5 EEERE LA A a8 - T 30 HIESRESIE—EAB AR o 117518 L5 E H B0 /%8E R0 NE ¥ 81 i
RBIMEFHR - +ROMHEIEFT e EEER TR TR - GRISIIETHEE - 817 & R ERB R
Fe—RVEEHS - TR RS AR AR m] Al

13.3.5. fR#[4% 1 UNIX® % 75

OPIE m] DUFR {835 A\ BL A TP iz B BR ) i Fif UNIX® 585 » AHBARIME S % /etc/opieaccess - JE {EHE SR TER
FF1E ° #6275 opieaccess(5) AHUIS B £ A B IR AV G R LN B (I 28 BV 22 2 VERTE -

EA —{H# A opieaccess :

permit 192.168.0.0 255.255.0.0

BT RFFARIR P Akt (B 52 2IFEERAI AL 15 157 (A B 58 1Y) F & 7 AL (T RF ] 7] 3 A UNIX® 25§

BN e

275 opieaccess HA T A » TR ETE4AE OPIE I A o

13.4. TCP Wrapper

Written by Tom Rhodes.

TCP Wrapper is a host-based access control system which extends the abilities of ffj 28.2, “inetd B4k fAlfiR#s" . 1t
can be configured to provide logging support, return messages, and connection restrictions for the server daemons
under the control of inetd. Refer to tcpd(8) for more information about TCP Wrapper and its features.

TCP Wrapper should not be considered a replacement for a properly configured firewall. Instead, TCP Wrapper
should be used in conjunction with a firewall and other security enhancements in order to provide another layer
of protection in the implementation of a security policy.

13.4.1. inds3a 2
To enable TCP Wrapper in FreeBSD, add the following lines to /etc/rc. conf :

inetd enable="YES"
inetd flags="-Ww"

Then, properly configure /etc/hosts.allow .

K
Unlike other implementations of TCP Wrapper, the use of hosts.deny is deprecated in
FreeBSD. All configuration options should be placed in /etc/hosts.allow .

In the simplest configuration, daemon connection policies are set to either permit or block, depending on the
options in /etc/hosts.allow . The default configuration in FreeBSD is to allow all connections to the daemons
started with inetd.

Basic configuration usually takes the form of daemon : address : action , where daemon is the daemon which
inetd started, address is a valid hostname, IP address, or an IPv6 address enclosed in brackets ([ ]), and action is
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either allow or deny. TCP Wrapper uses a first rule match semantic, meaning that the configuration file is scanned
from the beginning for a matching rule. When a match is found, the rule is applied and the search process stops.

For example, to allow POP3 connections via the mail/qpopper daemon, the following lines should be appended
to hosts.allow :

# This line is required for POP3 connections:
gpopper : ALL : allow

Whenever this file is edited, restart inetd:

# service inetd restart
13.4.2. 3% E

TCP Wrapper provides advanced options to allow more control over the way connections are handled. In some
cases, it may be appropriate to return a comment to certain hosts or daemon connections. In other cases, a log
entry should be recorded or an email sent to the administrator. Other situations may require the use of a service for
local connections only. This is all possible through the use of configuration options known as wildcards, expansion
characters, and external command execution.

Suppose that a situation occurs where a connection should be denied yet a reason should be sent to the host who
attempted to establish that connection. That action is possible with twist. When a connection attempt is made,
twist executes a shell command or script. An example exists in hosts.allow :

# The rest of the daemons are protected.
ALL : ALL \
: severity auth.info \
: twist /bin/echo "You are not welcome to use %d from %h."

In this example, the message “You are not allowed to use daemon name from hostname .” will be returned for any
daemon not configured in hosts.allow . This is useful for sending a reply back to the connection initiator right
after the established connection is dropped. Any message returned must be wrapped in quote (") characters.

oy
=

o It may be possible to launch a denial of service attack on the server if an attacker floods these

daemons with connection requests.

T

Another possibility is to use spawn. Like twist, spawn implicitly denies the connection and may be used to run
external shell commands or scripts. Unlike twist, spawn will not send a reply back to the host who established the
connection. For example, consider the following configuration:

# We do not allow connections from example.com:
ALL : .example.com \
: spawn (/bin/echo %a from %h attempted to access %d >> \
/var/log/connections.log) \
: deny

This will deny all connection attempts from *.example.com and log the hostname, IP address, and the daemon
to which access was attempted to /var/log/connections.log . This example uses the substitution characters %a
and %h. Refer to hosts_access(5) for the complete list.

To match every instance of a daemon, domain, or IP address, use ALL. Another wildcard is PARANOID which may
be used to match any host which provides an IP address that may be forged because the IP address differs from
its resolved hostname. In this example, all connection requests to Sendmail which have an IP address that varies
from its hostname will be denied:
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# Block possibly spoofed requests to sendmail:
sendmail : PARANOID : deny

e =
2 R

Using the PARANOID wildcard will result in denied connections if the client or server has a

broken DNS setup.

To learn more about wildcards and their associated functionality, refer to hosts_access(5).

@ FE
When adding new configuration lines, make sure that any unneeded entries for that daemon
are commented out in hosts.allow .

13.5. Kerberos

Contributed by Tillman Hodgson.
Based on a contribution by Mark Murray.

Kerberos is a network authentication protocol which was originally created by the Massachusetts Institute of
Technology (MIT) as a way to securely provide authentication across a potentially hostile network. The Kerberos
protocol uses strong cryptography so that both a client and server can prove their identity without sending any
unencrypted secrets over the network. Kerberos can be described as an identity-verifying proxy system and as a
trusted third-party authentication system. After a user authenticates with Kerberos, their communications can be
encrypted to assure privacy and data integrity.

The only function of Kerberos is to provide the secure authentication of users and servers on the network. It does
not provide authorization or auditing functions. It is recommended that Kerberos be used with other security
methods which provide authorization and audit services.

The current version of the protocol is version 5, described in RFC 4120. Several free implementations of this protocol
are available, covering a wide range of operating systems. MIT continues to develop their Kerberos package. It is
commonly used in the US as a cryptography product, and has historically been subject to US export regulations.
In FreeBSD, MIT Kerberos is available as the security/krb5 package or port. The Heimdal Kerberos implementation
was explicitly developed outside of the US to avoid export regulations. The Heimdal Kerberos distribution is
included in the base FreeBSD installation, and another distribution with more configurable options is available as
security/heimdal in the Ports Collection.

In Kerberos users and services are identified as “principals” which are contained within an administrative
grouping, called a “realm”. A typical user principal would be of the form user@REALM (realms are traditionally
uppercase).

This section provides a guide on how to set up Kerberos using the Heimdal distribution included in FreeBSD.

For purposes of demonstrating a Kerberos installation, the name spaces will be as follows:

+ The DNS domain (zone) will be example.org .

+ The Kerberos realm will be EXAMPLE.ORG .
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NETEEN
@ TE
Use real domain names when setting up Kerberos, even if it will run internally. This avoids
DNS problems and assures inter-operation with other Kerberos realms.

13.5.1. 3% Heimdal KDC

The Key Distribution Center (KDC) is the centralized authentication service that Kerberos provides, the “trusted
third party” of the system. It is the computer that issues Kerberos tickets, which are used for clients to authenticate
to servers. Because the KDC is considered trusted by all other computers in the Kerberos realm, it has heightened
security concerns. Direct access to the KDC should be limited.

While running a KDC requires few computing resources, a dedicated machine acting only as a KDC is recommended

for security reasons.

To begin setting up a KDC, add these lines to /etc/rc.conf :

kdc enable="YES"
kadmind enable="YES"

Next, edit /etc/krb5.conf as follows:

[libdefaults]

default realm = EXAMPLE.ORG

[realms]
EXAMPLE.ORG = {

kdc = kerberos.example.org
admin_server = kerberos.example.org

[domain realm]

.example.org = EXAMPLE.ORG

In this example, the KDC will use the fully-qualified hostname kerberos.example.org . The hostname of the KDC

must be resolvable in the DNS.

Kerberos can also use the DNS to locate KDCs, instead of a [realms] section in /etc/krb5.conf . For large

organizations that have their own DNS servers, the above example could be trimmed to:

[libdefaults]

default_realm = EXAMPLE.ORG

[domain realm]

.example.org = EXAMPLE.ORG

With the following lines being included in the example.org zone file:

_kerberos. udp IN
_kerberos. tcp IN
_kpasswd. udp IN
_kerberos-adm. tcp 1IN
_kerberos IN
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SRV
SRV
SRV
SRV
TXT

01 00 88 kerberos.example.org .
01 00 88 kerberos.example.org .
01 00 464 kerberos.example.org .
01 00 749 kerberos.example.org .

EXAMPLE . ORG



e 2
TR
In order for clients to be able to find the Kerberos services, they must have either a fully
configured /etc/krb5.conf or a minimally configured /etc/krb5.conf and a properly
configured DNS server.

Next, create the Kerberos database which contains the keys of all principals (users and hosts) encrypted with a
master password. It is not required to remember this password as it will be stored in /var/heimdal/m-key ; it
would be reasonable to use a 45-character random password for this purpose. To create the master key, run kstash
and enter a password:

# kstash
Master key: XXXXXXXXXXXXXXXXXXXXXXX
Verifying password - Master key: XXXXXXXXXXXXXXXXXXXXXXX

Once the master key has been created, the database should be initialized. The Kerberos administrative tool
kadmin(8) can be used on the KDC in a mode that operates directly on the database, without using the kadmind(8)
network service, as kadmin -1. This resolves the chicken-and-egg problem of trying to connect to the database
before it is created. At the kadmin prompt, use init to create the realm's initial database:

# kadmin -1
kadmin> init EXAMPLE.ORG
Realm max ticket life [unlimited]:

Lastly, while still in kadmin, create the first principal using add. Stick to the default options for the principal for
now, as these can be changed later with modify. Type ? at the prompt to see the available options.

kadmin> add tillman

Max ticket life [unlimited]:

Max renewable life [unlimited]:
Attributes []:

Password: xxxxxxxx

Verifying password - Password: xxxxxxxx

Next, start the KDC services by running service kdc start and service kadmind start . While there will not
be any kerberized daemons running at this point, it is possible to confirm that the KDC is functioning by obtaining
a ticket for the principal that was just created:

% kinit tillman
tillman@EXAMPLE.ORG's Password:

Confirm that a ticket was successfully obtained using klist:

% klist

Credentials cache: FILE:/tmp/krb5cc 1001
Principal: tillman@EXAMPLE.ORG

Issued Expires Principal
Aug 27 15:37:58 2013 Aug 28 01:37:58 2013 krbtgt/EXAMPLE.ORG@EXAMPLE.ORG

The temporary ticket can be destroyed when the test is finished:

% kdestroy
13.5.2. 3 7 19 Mk % 1% )1 Kerberos
The first step in configuring a server to use Kerberos authentication is to ensure that it has the correct

configuration in /etc/krb5.conf . The version from the KDC can be used as-is, or it can be regenerated on the
new system.
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Next, create /etc/krb5.keytab on the server. This is the main part of “Kerberizing” a service — it corresponds to
generating a secret shared between the service and the KDC. The secret is a cryptographic key, stored in a “keytab”.
The keytab contains the server's host key, which allows it and the KDC to verify each others' identity. It must be
transmitted to the server in a secure fashion, as the security of the server can be broken if the key is made public.
Typically, the keytab is generated on an administrator's trusted machine using kadmin, then securely transferred
to the server, e.g., with scp(1); it can also be created directly on the server if that is consistent with the desired
security policy. It is very important that the keytab is transmitted to the server in a secure fashion: if the key is
known by some other party, that party can impersonate any user to the server! Using kadmin on the server directly
is convenient, because the entry for the host principal in the KDC database is also created using kadmin.

Of course, kadmin is a kerberized service; a Kerberos ticket is needed to authenticate to the network service, but
to ensure that the user running kadmin is actually present (and their session has not been hijacked), kadmin will
prompt for the password to get a fresh ticket. The principal authenticating to the kadmin service must be permitted
to use the kadmin interface, as specified in kadmind.acl . See the section titled “Remote administration” in info
heimdal for details on designing access control lists. Instead of enabling remote kadmin access, the administrator
could securely connect to the KDC via the local console or ssh(1), and perform administration locally using kadmin
-l

After installing /etc/krb5.conf , use add --random-key in kadmin. This adds the server's host principal to the
database, but does not extract a copy of the host principal key to a keytab. To generate the keytab, use ext to
extract the server's host principal key to its own keytab:

# kadmin

kadmin> add --random-key host/myserver.example.org
Max ticket life [unlimited]:

Max renewable life [unlimited]:

Principal expiration time [never]:

Password expiration time [never]:

Attributes []:

kadmin> ext_keytab host/myserver.example.org
kadmin> exit

Note that ext keytab stores the extracted key in /etc/krb5.keytab by default. This is good when being run on
the server being kerberized, but the - -keytab path/to/file argument should be used when the keytab is being
extracted elsewhere:

# kadmin
kadmin> ext_keytab --keytab=/tmp/example.keytab  host/myserver.example.org
kadmin> exit

The keytab can then be securely copied to the server using scp(1) or a removable media. Be sure to specify a non-
default keytab name to avoid inserting unneeded keys into the system's keytab.

At this point, the server can read encrypted messages from the KDC using its shared key, stored in krb5.keytab .
It is now ready for the Kerberos-using services to be enabled. One of the most common such services is sshd(s),
which supports Kerberos via the GSS-APL. In /etc/ssh/sshd_config , add the line:

GSSAPIAuthentication yes

oE TiEEEE 2 1% > LIHEFIEE) sshd(8) A MHFAIRLEE 44K : service sshd restart o

13.5.3. 2 2 & P 3% 1% 1 Kerberos

As it was for the server, the client requires configuration in /etc/krb5.conf . Copy the file in place (securely) or
re-enter it as needed.

Test the client by using kinit, klist, and kdestroy from the client to obtain, show, and then delete a ticket for an
existing principal. Kerberos applications should also be able to connect to Kerberos enabled servers. If that does not
work but obtaining a ticket does, the problem is likely with the server and not with the client or the KDC. In the case
of kerberized ssh(1), GSS-API is disabled by default, so test using ssh -o GSSAPIAuthentication=yes hostname .
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When testing a Kerberized application, try using a packet sniffer such as tcpdump to confirm that no sensitive
information is sent in the clear.

Various Kerberos client applications are available. With the advent of a bridge so that applications using SASL
for authentication can use GSS-API mechanisms as well, large classes of client applications can use Kerberos for
authentication, from Jabber clients to IMAP clients.

Users within a realm typically have their Kerberos principal mapped to a local user account. Occasionally, one
needs to grant access to a local user account to someone who does not have a matching Kerberos principal. For
example, tillman@EXAMPLE.ORG may need access to the local user account webdevelopers . Other principals may
also need access to that local account.

The .k5login and .k5users files, placed in a user's home directory, can be used to solve this problem. For example,
if the following .k5login is placed in the home directory of webdevelopers , both principals listed will have access
to that account without requiring a shared password:

tillman@example.org
jdoe@example.org

Refer to ksu(1) for more information about .k5users .

13.5.4. 2 MIT ¢ £ £

The major difference between the MIT and Heimdal implementations is that kadmin has a different, but equivalent,
set of commands and uses a different protocol. If the KDC is MIT, the Heimdal version of kadmin cannot be used
to administer the KDC remotely, and vice versa.

Client applications may also use slightly different command line options to accomplish the same tasks. Following
the instructions at http://web.mit.edu/Kerberos/www/ is recommended. Be careful of path issues: the MIT port
installs into /usr/local/ by default, and the FreeBSD system applications run instead of the MIT versions if PATH
lists the system directories first.

When using MIT Kerberos as a KDC on FreeBSD, the following edits should also be made to rc.conf:

kerberos5 server="/usr/local/sbin/krb5kdc"
kadmind5 server="/usr/local/sbin/kadmind"
kerberos5 server flags=""
kerberos5 server enable="YES"
kadmind5 server enable="YES"

13.5.5. Kerberos 32 & ~ 75 ¢ 5 ¥k 3E A7
When configuring and troubleshooting Kerberos, keep the following points in mind:

+ When using either Heimdal or MIT Kerberos from ports, ensure that the PATH lists the port's versions of the
client applications before the system versions.

« Ifall the computers in the realm do not have synchronized time settings, authentication may fail. ffj 28.11, “NTP
FF ¥ describes how to synchronize clocks using NTP.

« If the hostname is changed, the host/ principal must be changed and the keytab updated. This also applies to
special keytab entries like the HTTP/ principal used for Apache's www/mod_auth_kerb.

+ Allhosts in the realm must be both forward and reverse resolvable in DNS or, at a minimum, exist in /etc/hosts .
CNAMEs will work, but the A and PTR records must be correct and in place. The error message for unresolvable
hosts is not intuitive: Kerberos5 refuses authentication because Read req failed: Key table entry not found.

+ Some operating systems that act as clients to the KDC do not set the permissions for ksu to be setuid root. This
means that ksu does not work. This is a permissions problem, not a KDC error.
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+ With MIT Kerberos, to allow a principal to have a ticket life longer than the default lifetime of ten hours, use
modify principal at the kadmin(8) prompt to change the maxlife of both the principal in question and the
krbtgt principal. The principal can then use kinit -1 to request a ticket with a longer lifetime.

« When running a packet sniffer on the KDC to aid in troubleshooting while running kinit from a workstation,
the Ticket Granting Ticket (TGT) is sent immediately, even before the password is typed. This is because the
Kerberos server freely transmits a TGT to any unauthorized request. However, every TGT is encrypted in a key
derived from the user's password. When a user types their password, it is not sent to the KDC, it is instead used to
decrypt the TGT that kinit already obtained. If the decryption process results in a valid ticket with a valid time
stamp, the user has valid Kerberos credentials. These credentials include a session key for establishing secure
communications with the Kerberos server in the future, as well as the actual TGT, which is encrypted with the
Kerberos server's own key. This second layer of encryption allows the Kerberos server to verify the authenticity
of each TGT.

* Host principals can have a longer ticket lifetime. If the user principal has a lifetime of a week but the host being
connected to has a lifetime of nine hours, the user cache will have an expired host principal and the ticket cache
will not work as expected.

+ When setting up krb5.dict to prevent specific bad passwords from being used as described in kadmind(8),
remember that it only applies to principals that have a password policy assigned to them. The format used in
krb5.dict is one string per line. Creating a symbolic link to /usr/share/dict/words might be useful.

13.5.6. %32 Kerberos #j & 4]

Since Kerberos is an all or nothing approach, every service enabled on the network must either be modified to
work with Kerberos or be otherwise secured against network attacks. This is to prevent user credentials from being
stolen and re-used. An example is when Kerberos is enabled on all remote shells but the non-Kerberized POP3 mail
server sends passwords in plain text.

The KDC is a single point of failure. By design, the KDC must be as secure as its master password database. The KDC
should have absolutely no other services running on it and should be physically secure. The danger is high because
Kerberos stores all passwords encrypted with the same master key which is stored as a file on the KDC.

A compromised master key is not quite as bad as one might fear. The master key is only used to encrypt the Kerberos
database and as a seed for the random number generator. As long as access to the KDC is secure, an attacker cannot
do much with the master key.

If the KDC is unavailable, network services are unusable as authentication cannot be performed. This can be
alleviated with a single master KDC and one or more slaves, and with careful implementation of secondary or fall-
back authentication using PAM.

Kerberos allows users, hosts and services to authenticate between themselves. It does not have a mechanism to

authenticate the KDC to the users, hosts, or services. This means that a trojanned kinit could record all user names
and passwords. File system integrity checking tools like security/tripwire can alleviate this.

13.5.7. A8 B & RS 2E AP B

+ The Kerberos FAQ

« Designing an Authentication System: a Dialog in Four Scenes
+ RFC 4120, The Kerberos Network Authentication Service (V5)
* MIT Kerberos home page

+ Heimdal Kerberos home page
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13.6. OpenSSL

Written by Tom Rhodes.

OpenSSL is an open source implementation of the SSL and TLS protocols. It provides an encryption transport layer
on top of the normal communications layer, allowing it to be intertwined with many network applications and
services.

The version of OpenSSL included in FreeBSD supports the Secure Sockets Layer v2/v3 (SSLv2/SSLv3) and Transport
Layer Security v1 (TLSv1) network security protocols and can be used as a general cryptographic library.

OpenSSL is often used to encrypt authentication of mail clients and to secure web based transactions such as credit
card payments. Some ports, such as www/apache24 and databases/postgresql91-server, include a compile option
for building with OpenSSL.

FreeBSD provides two versions of OpenSSL: one in the base system and one in the Ports Collection. Users can choose
which version to use by default for other ports using the following knobs:

+ WITH_OPENSSL_PORT: when set, the port will use OpenSSL from the security/openssl port, even if the version
in the base system is up to date or newer.

+ WITH_OPENSSL_BASE: when set, the port will compile against OpenSSL provided by the base system.

Another common use of OpenSSL is to provide certificates for use with software applications. Certificates can
be used to verify the credentials of a company or individual. If a certificate has not been signed by an external
Certificate Authority (CA), such as http://www.verisign.com, the application that uses the certificate will produce
a warning. There is a cost associated with obtaining a signed certificate and using a signed certificate is not
mandatory as certificates can be self-signed. However, using an external authority will prevent warnings and can
put users at ease.

This section demonstrates how to create and use certificates on a FreeBSD system. Refer to fffj 28.5.2, “#5¢ LDAP
fAIR#8” for an example of how to create a CA for signing one's own certificates.

For more information about SSL, read the free OpenSSL Cookbook.
13.6.1. & 4 &3k

To generate a certificate that will be signed by an external CA, issue the following command and input the
information requested at the prompts. This input information will be written to the certificate. At the Common Name
prompt, input the fully qualified name for the system that will use the certificate. If this name does not match the
server, the application verifying the certificate will issue a warning to the user, rendering the verification provided
by the certificate as useless.

# openssl req -new -nodes -out req.pem -keyout cert.key -sha256 -newkey rsa:2048
Generating a 2048 bit RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:PA

Locality Name (eg, city) []:Pittsburgh

Organization Name (eg, company) [Internet Widgits Pty Ltd]:My Company
Organizational Unit Name (eg, section) []:Systems Administrator
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Common Name (eg, YOUR name) []:localhost.example.org
Email Address []:trhodes@FreeBSD.org

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:Another Name

Other options, such as the expire time and alternate encryption algorithms, are available when creating a
certificate. A complete list of options is described in openssl(1).

This command will create two files in the current directory. The certificate request, req.pem, can be sent to a
CA who will validate the entered credentials, sign the request, and return the signed certificate. The second file,
cert.key, is the private key for the certificate and should be stored in a secure location. If this falls in the hands
of others, it can be used to impersonate the user or the server,

Alternately, if a signature from a CA is not required, a self-signed certificate can be created. First, generate the
RSA key:

# openssl genrsa -rand -genkey -out cert.key 2048
0 semi-random bytes loaded
Generating RSA private key, 2048 bit long modulus

+++
e is 65537 (06x10001)

Use this key to create a self-signed certificate. Follow the usual prompts for creating a certificate:

# openssl req -new -x509 -days 365 -key cert.key -out cert.crt -sha256

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:PA

Locality Name (eg, city) []:Pittsburgh

Organization Name (eg, company) [Internet Widgits Pty Ltd]:My Company
Organizational Unit Name (eg, section) []:Systems Administrator

Common Name (e.g. server FQDN or YOUR name) []:localhost.example.org
Email Address []:trhodes@FreeBSD.org

This will create two new files in the current directory: a private key file cert.key, and the certificate itself,
cert.crt. These should be placed in a directory, preferably under /etc/ssl/, which is readable only by root.
Permissions of 0700 are appropriate for these files and can be set using chmod.

13.6.2. 1& A &%

One use for a certificate is to encrypt connections to the Sendmail mail server in order to prevent the use of clear
text authentication.

o =
EE
Some mail clients will display an error if the user has not installed a local copy of the
certificate. Refer to the documentation included with the software for more information on
certificate installation.
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In FreeBSD 10.0-RELEASE and above, it is possible to create a self-signed certificate for Sendmail automatically. To
enable this, add the following lines to /etc/rc.conf :

sendmail enable="YES"
sendmail cert create="YES"
sendmail cert cn="localhost.example.org "

This will automatically create a self-signed certificate, /etc/mail/certs/host.cert ,asigning key, /etc/mail/
certs/host.key , and a CA certificate, /etc/mail/certs/cacert.pem . The certificate will use the Common Name
specified in sendmail_cert_cn . After saving the edits, restart Sendmail:

# service sendmail restart

If all went well, there will be no error messages in /var/log/maillog .For asimple test, connect to the mail server's
listening port using telnet:

# telnet example.com 25

Trying 192.0.34.166...

Connected to example.com.

Escape character is '"]'.

220 example.com ESMTP Sendmail 8.14.7/8.14.7; Fri, 18 Apr 2014 11:50:32 -0400 (EDT)
ehlo example.com

250-example.com Hello example.com [192.0.34.166], pleased to meet you
250-ENHANCEDSTATUSCODES

250-PIPELINING

250-8BITMIME

250-SIZE

250-DSN

250-ETRN

250-AUTH LOGIN PLAIN

250-STARTTLS

250-DELIVERBY

250 HELP

quit

221 2.0.0 example.com closing connection

Connection closed by foreign host.

If the STARTTLS line appears in the output, everything is working correctly.

13.7. VPN over IPsec

Written by Nik Clayton.
Written by Hiten M. Pandya.

Internet Protocol Security (IPsec) is a set of protocols which sit on top of the Internet Protocol (IP) layer. It allows
two or more hosts to communicate in a secure manner by authenticating and encrypting each IP packet of a
communication session. The FreeBSD IPsec network stack is based on the http://www.kame.net/ implementation
and supports both IPv4 and IPvé6 sessions.

IPsec is comprised of the following sub-protocols:

+ Encapsulated Security Payload (ESP): this protocol protects the IP packet data from third party interference by
encrypting the contents using symmetric cryptography algorithms such as Blowfish and 3DES.

+ Authentication Header (AH): this protocol protects the IP packet header from third party interference and
spoofing by computing a cryptographic checksum and hashing the IP packet header fields with a secure hashing
function. This is then followed by an additional header that contains the hash, to allow the information in the
packet to be authenticated.

+ IP Payload Compression Protocol (IPComp): this protocol tries to increase communication performance by
compressing the IP payload in order to reduce the amount of data sent.
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These protocols can either be used together or separately, depending on the environment.

IPsec supports two modes of operation. The first mode, Transport Mode, protects communications between two
hosts. The second mode, Tunnel Mode, is used to build virtual tunnels, commonly known as Virtual Private
Networks (VPNs). Consult ipsec(4) for detailed information on the IPsec subsystem in FreeBSD.

T FreeBSD 11 8 7 {2 AR TE R & Bl IPsec ThEE » JoRIMUASHY FreeBSD I 7E H 5T 4% Lak R M A LUT 2
THIRZAR B 8, 3E FreeBSD 1.0 BITR/R R E HiA #1240

options IPSEC #IP security
device crypto

If IPsec debugging support is desired, the following kernel option should also be added:

options IPSEC DEBUG #debug for IP security

This rest of this chapter demonstrates the process of setting up an IPsec VPN between a home network and a
corporate network. In the example scenario:

« Both sites are connected to the Internet through a gateway that is running FreeBSD.

¢ The gateway on each network has at least one external IP address. In this example, the corporate LAN's external
IP address is 172.16.5.4 and the home LAN's external IP address is 192.168.1.12 .

+ The internal addresses of the two networks can be either public or private IP addresses. However, the address
space must not collide. For example, both networks cannot use 192.168.1.x . In this example, the corporate
LAN's internal IP address is 10.246.38.1 and the home LAN's internal IP address is 10.0.0.5.

13.7.1. /= FreeBSD 3% % VPN
Written by Tom Rhodes.

To begin, security/ipsec-tools must be installed from the Ports Collection. This software provides a number of
applications which support the configuration.

The next requirement is to create two gif(4) pseudo-devices which will be used to tunnel packets and allow both
networks to communicate properly. As root, run the following commands, replacing internal and external with
the real IP addresses of the internal and external interfaces of the two gateways:

# ifconfig gif@ create
# ifconfig gif®@ internall internal2
# ifconfig gif@ tunnel externall external2

Verify the setup on each gateway, using ifconfig . Here is the output from Gateway 1:

gif@: flags=8051 mtu 1280

tunnel inet 172.16.5.4 --> 192.168.1.12

inet6 fe80::2e0:81ff:fe02:5881%gif0 prefixlen 64 scopeid 0x6
inet 10.246.38.1 --> 10.0.0.5 netmask OxffffffoO

Here is the output from Gateway 2:

gif@: flags=8651 mtu 1280

tunnel inet 192.168.1.12 --> 172.16.5.4

inet 10.0.0.5 --> 10.246.38.1 netmask OxffffffoO

inet6 fe80::250:bfff:fe3a:clf%gif0® prefixlen 64 scopeid 0x4

Once complete, both internal IP addresses should be reachable using ping(8):

priv-net# ping 10.
PING 10.0.0.5 (10. ): 56 data bytes

64 bytes from 10.0.0.5: icmp seq=0 ttl=64 time=42.786 ms
64 bytes from 10.0.0.5: icmp seg=1 ttl=64 time=19.255 ms

[cNo)

.0.5
.0.5
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64 bytes from 10.0.0.5: icmp seq=2 ttl=64 time=20.440 ms

64 bytes from 10.0.0.5: icmp seq=3 ttl=64 time=21.036 ms

--- 10.0.0.5 ping statistics ---

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max/stddev = 19.255/25.879/42.786/9.782 ms

corp-net# ping 10.246.38.1

PING 10.246.38.1 (10.246.38.1): 56 data bytes

64 bytes from 10.246.38.1: icmp seq=0 ttl=64 time=28.106 ms

64 bytes from 10.246.38.1: icmp _seq=1 ttl=64 time=42.917 ms

64 bytes from 10.246.38.1: icmp seq=2 ttl=64 time=127.525 ms

64 bytes from 10.246.38.1: icmp seq=3 ttl=64 time=119.896 ms

64 bytes from 10.246.38.1: icmp seq=4 ttl=64 time=154.524 ms
--- 10.246.38.1 ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 28.106/94.594/154.524/49.814 ms

As expected, both sides have the ability to send and receive ICMP packets from the privately configured addresses.
Next, both gateways must be told how to route packets in order to correctly send traffic from either network. The
following commands will achieve this goal:

corp-net# route add 10.0.0.0 10.0.0.5 255.255.255.0
corp-net# route add net 10.0.0.0: gateway 10.0.0.5
priv-net# route add 10.246.38.0 10.246.38.1 255.255.255.0
priv-net# route add host 10.246.38.0: gateway 10.246.38.1

At this point, internal machines should be reachable from each gateway as well as from machines behind the
gateways. Again, use ping(8) to confirm;

corp-net# ping 10.0.0.8
PING 10.0.0.8 (10.0.0. 8
64 bytes from
64 bytes from

( ): 56 data bytes
1
1
64 bytes from 1
1
1

: icmp _seq=0 ttl=63 time=92.391 ms

icmp seq=1 ttl=63 time=21.870 ms

icmp seq=2 ttl=63 time=198.022 ms

64 bytes from icmp seq=3 ttl=63 time=22.241 ms

64 bytes from icmp seq=4 ttl=63 time=174.705 ms

--- 10.0.0.8 p1ng statlstlcs ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 21.870/101.846/198.022/74.001 ms

GOOGO
@GO@G
GOOGO
°°9??.°??°°

priv-net# ping 10.246.38.107

PING 10.246.38.1 (10.246.38.107): 56 data bytes

64 bytes from 10.246.38.107: icmp seq=0 ttl=64 time=53.491 ms
64 bytes from 10.246.38.107: icmp seq=1 ttl=64 time=23.395 ms
64 bytes from 10.246.38.107: icmp seq=2 ttl=64 time=23.865 ms
64 bytes from 10.246.38.107: icmp seq=3 ttl=64 time=21.145 ms
64 bytes from 10.246.38.107: icmp seq=4 ttl=64 time=36.708 ms
--- 10.246.38.107 ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 21.145/31.721/53.491/12.179 ms

Setting up the tunnels is the easy part. Configuring a secure link is a more in depth process. The following
configuration uses pre-shared (PSK) RSA keys. Other than the IP addresses, the /usr/local/etc/racoon/
racoon.conf on both gateways will be identical and look similar to:

path pre _shared key "/usr/local/etc/racoon/psk.txt"; #location of pre-shared key file
log debug; #log verbosity setting: set to 'notify' when testing and debugging is ¢
complete

padding # options are not to be changed
{

maximum length 20;

randomize off;

strict check off;

exclusive tail off;
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For descriptions of each available option, refer to the manual page for racoon.conf .

The Security Policy Database (SPD) needs to be configured so that FreeBSD and racoon are able to encrypt and
decrypt network traffic between the hosts.

This can be achieved with a shell script, similar to the following, on the corporate gateway. This file will be used
during system initialization and should be saved as /usr/local/etc/racoon/setkey.conf

Once in place, racoon may be started on both gateways using the following command:
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# /usr/local/sbin/racoon -F -f /usr/local/etc/racoon/racoon.conf -1 /var/log/racoon.log

The output should be similar to the following:

corp-net# /usr/local/sbin/racoon -F -f /usr/local/etc/racoon/racoon.conf

Foreground mode.

2006-01-30 01:35:47: INFO: begin Identity Protection mode.

2006-01-30 01:35:48: INFO: received Vendor ID: KAME/racoon

2006-01-30 01:35:55: INFO: received Vendor ID: KAME/racoon

2006-01-30 01:36:04: INFO: ISAKMP-SA established 172.16.5.4[500]-192.168.1.12[500] o
spi:623b9b3bd2492452:7deab82d54ff704a

2006-01-30 01:36:05: INFO: initiate new phase 2 negotiation: 172.16.5.4[0]192.168.1.12[0]
2006-01-30 01:36:09: INFO: IPsec-SA established: ESP/Tunnel 192.168.1.12[0]-
>172.16.5.4[0] spi=28496098(0x1b2d0e2)

2006-01-30 01:36:09: INFO: IPsec-SA established: ESP/Tunnel 172.16.5.4[0]-
>192.168.1.12[0] spi=47784998(0x2d92426)

2006-01-30 01:36:13: INFO: respond new phase 2 negotiation: 172.16.5.4[0]192.168.1.12[0]
2006-01-30 01:36:18: INFO: IPsec-SA established: ESP/Tunnel 192.168.1.12[0]-
>172.16.5.4[0] spi=124397467(0x76a279b)

2006-01-30 01:36:18: INFO: IPsec-SA established: ESP/Tunnel 172.16.5.4[0]-
>192.168.1.12[0] spi=175852902(0xa7b4d66)

To ensure the tunnel is working properly, switch to another console and use tcpdump(1) to view network traffic
using the following command. Replace em® with the network interface card as required:

# tcpdump -i em@ host 172.16.5.4 and dst 192.168.1.12

Data similar to the following should appear on the console. If not, there is an issue and debugging the returned
data will be required.

01:47:32.021683 IP corporatenetwork.com > 192.168.1.12.privatenetwork.com: ESPu
(spi=0x062acbf9of, seq=0xa)
01:47:33.022442 IP corporatenetwork.com > 192.168.1.12.privatenetwork.com: ESPu
(spi=0x02acbf9of, seq=0xb)
01:47:34.024218 IP corporatenetwork.com > 192.168.1.12.privatenetwork.com: ESPs
(spi=0x02acbf9of, seq=0xc)

At this point, both networks should be available and seem to be part of the same network. Most likely both networks
are protected by a firewall. To allow traffic to flow between them, rules need to be added to pass packets. For the
ipfw(8) firewall, add the following lines to the firewall configuration file:

ipfw add 00201 allow log esp from any to any
ipfw add 00202 allow log ah from any to any
ipfw add 00203 allow log ipencap from any to any
ipfw add 00204 allow log udp from any 500 to any

RSN
EE
The rule numbers may need to be altered depending on the current host configuration.

For users of pf(4) or ipf(8), the following rules should do the trick:

pass in quick proto esp from any to any

pass in quick proto ah from any to any

pass in quick proto ipencap from any to any

pass in quick proto udp from any port = 500 to any port = 500
pass in quick on gif@ from any to any

pass out quick proto esp from any to any

pass out quick proto ah from any to any

pass out quick proto ipencap from any to any

pass out quick proto udp from any port = 500 to any port = 500
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pass out quick on gif@ from any to any

Finally, to allow the machine to start support for the VPN during system initialization, add the following lines to
/etc/rc.conf :

ipsec_enable="YES"

ipsec_program="/usr/local/sbin/setkey"

ipsec file="/usr/local/etc/racoon/setkey.conf" # allows setting up spd policies on boot
racoon_enable="yes"

13.8. OpenSSH

Contributed by Chern Lee.

OpenSSH  E—EAHIKEAR T B » Wl LEMFRGRGA M > tbsh > B SSH BRI LIS, TCP/
P SEAEES LM% TCP/IP [Efl o OpenSSH & T (A ERMEUINE » AT G %008 fo fE EE
(Eavesdropping) ~ B{iH4R%ENHF (Connection hijacking) il H it 48 1% & () 20 & o

OpenSSH Fij OpenBSD B¢ 4k L5 FreeBSD FA 72 4¢ » ‘2 AT [FIHGEHAZS SSH KA 1 88 2 @A 352 o

B DU B R 7 AE ARG b (E5% R » (E7E % P i B R 88 2 IR 48R R5 3R 2 20 (Network sniffer)
R B 2/ RS B AR B TE AR P B BRI Bk » OpenSSH $igfit TﬁifiuuuﬁéﬁiﬂﬂyﬁTXﬁﬁkfi$T
B o B L7 i OpenSSH B\ AT http://www.openssh.com/ Hif& o

G B AR A 8 ) R B P T R e n A AR A R e ) B 52 FreeBSD A7 - R1%
AP TEELE FreeBSD A% ERY SSH fAlfiRAS o 3 2 A &R AT AR/ B @ K A9 (E T (Man page) Bt

15 o

13.8.1. 4% 1 SSH % p 55 T &

ZEN\—6 SSH fAlfRas » W EA ssh WRRIEEAE FARA LAFFERY (8 & 2 R 8 1P ikl AR AR A0 4%~
T o HE 2 — UCEAR TR R R AR - SR A A AR AR AR AU — bR

# ssh user@example.com

The authenticity of host 'example.com (10.0.0.1)' can't be established.
ECDSA key fingerprint is 25:cc:73:b5:b3:96:75:3d:56:19:49:d2:5c:1f:91:3b.
Are you sure you want to continue connecting (yes/no)? yes

Permanently added 'example.com' (ECDSA) to the list of known hosts.
Password for user@example.com: user_password

SSH & 1£ 7% /5 3 L ARRE 1| F <2 #8641 (Key fingerprint) 247 A SRR (IR AR AL 18 » 8 6 P & 70 88 — OHARF
f A\ yes % T HEMRIEAL - a2 S MIEA R (M X H#kHY ssh/known_hosts » RAE
BN & LUB B i i e i B - & ke 1 e A e AR & VR B UE - H HBUEE
T o R E BAEEER AT ES R R RE o

BT hUZRHY OpenSSH THE A & #:52 SSHv2 HEAR o 2 Fm THEL & &% 7l B F AR 2 @R & - & (R s
IR 2 SR T TR B - S oo FECET SR » o (R 1 8
-2 > HAph g &IELE ssh(1) G SR o

R scp(1) Al fiEiEsm £ 2 A0 B —EHE S - LUT S &8 B 7E = S MY COPYRIGHT I AHb = #% ) B
BB & :

# scp user@example.com:/COPYRIGHT COPYRIGHT

Password for user@example.com: **¥¥kxx

COPYRIGHT 100% | **rkkskksckskokkxkkokkk otk xokkkkx | 4735
00:00

#

H A 8 ERER TR B E - SRS AE B Z i ARSNERE B PkE
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45 scp IS BUEEG cp (WS BARML - B — ISR EERIESR - B ESEE A - HIVEREER
AERREUS » RS BFFE (A user@host:<path_to_remote file> XX o J13 » 7£ scp ZREEELH /2
fER -r > 4AfE cp (A -R o

SRS n] BB AR AR B S AT sTtp o 352 sftp(1) AAFAE st AR Al FHAUTE LT 5 -
13.8.1.1. A& dp B Lt 093035

BT (RSS2 50 » &5 n] DIEE B s A E AR B m ) 0% - BLEEE RSA GRSl (E
i ssh-keygen o a4 Bl (/2 S AL 8 - IR E SRRV (OR R IRIE o R0 M A 5 sL (B EBEE
HH B A DR A ] 28

% ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/home/user/.ssh/id rsa):
Enter passphrase (empty for no passphrase): @

Enter same passphrase again: (2]

Your identification has been saved in /home/user/.ssh/id rsa.
Your public key has been saved in /home/user/.ssh/id rsa.pub.
The key fingerprint is:

SHA256 :54Xm9Uvtv6H4NOo6yjP/YCTODryvUU7yWHzMgeXwhq8 user@host.example.com
The key's randomart image is:

+---[RSA 2048]----+

=0E**.0. .=

|
I
I
|
I
| . 0=00 . .
|
I
+----[SHA256] - - - - - +

O TEME AT - WIS &H S 0B -
0 HiEgA—KETEEE -

TGS BETERY ~/ . ssh/id_rsa TI/ASEEEELEH ~/.ssh/id_rsa.pub o /@ AEE BIB]5R R T 1%~/ . ssh/
authorized keys ZR:%DL4: 88 Ay MENIRRALE /] LUELE o

X

53

A
=

TP E R R S lRGH R Z SR E L SRR (S » BRI A EE
falg - EHETUFHEELRARESRE 2T EMRE - MRLBERTE

ENCRYPTED i » AIAREMAIIEA & A (L HERS o 1ok - HHE P IRE
R E T 4 > FAEAMEETIA  from filfn - £ ssh-rsa  FifIL
from="192.168.10.5" K A T RE A0 A & B3 IP ALiE BN o

mw

NIFIRRAS OpenSSH HETHELIE S & AR » 2k 32k RS 25 ssh-keygen(1) -

A TS o R UGERE (R IR AR & o (8 A E i RS o 24 SSH &R A\ BB R IR B UGE
SRS P A\ 5 » W] ] ssh-agent(1) Bd ssh-add(1) o

ARALA] A ssh-agent FRAEER » HEAGFASREIA > ssh-agent W] ITESIT HARE IR > 40 Shell B & E 22
Rz o

FLAE Shell /] ssh-agent » f§ /i Shell %y Z2BIUAUEE) ssh-agent o FifT ssh-add AINAGBIEE » ARiZEA
FABRED TS o (EFE A AT (A sshEARENEMA 48R B ARV - fl4n -

% ssh-agent csh
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fiE A SSH 2% =3 T B

% ssh-add

Enter passphrase for key '/usr/home/user/.ssh/id rsa': @
Identity added: /usr/home/user/.ssh/id rsa (/usr/home/user/.ssh/id rsa)

0  EAZIRYETS o

S5 Xorg (i ssh-agent W7 ~/.xinitre I A—(HEEHE » A ssh-agent BHFFA 1 Xorg ST A
R GRR © ~/ xinitre @HIUT :

exec ssh-agent startxfce4

BEEEGIULH) Xorg I » FURMSLET ssh-agent FHI¥A{T XFCE » —{H Xorg WyEE HTAEE) - ZREFTAEE
FERUTGEUT ssh-add ZCE A FrA Y SSH 558 o

13.8.1.2. SSH i ig

OpenSSH ] LU 37— #1818 (Tunnel) A<y H @ 515 <2 B — 18 0 2 ) AR -
PATH84 & & 3 ssh g 32— (it telnet f§ FIHYiEE -

% ssh -2 -N -f -L 56023:1localhost:23 user@foo.example.com

)
)

EEFT R T LUT#EIE

-2
5 ssh {3 FIRRCAS 2 B3E T I E JHAR 21 ] AR A
-N
REAFTEL ~ HEVIHE  HEIEEEIE ssh G40 ia 10— [ 1E 5 A HAR o
-f
SR ssh AEHFIAT
-L
REEE—EARHIEE » 5 localport: remotehost: remoteport #&= o

user@foo.example.com

FEFERE AR SSH ] fie e ZAE A BN AT -

SSH 18 & 3 37 —{[# {52 localhost #55E localport {5 Socket » #R1% €515 1 SSH HE 4548 1 (F-{A] 7£ Llocalport
P EAR - LJJJIWJ?I.JETEJE i) Port 5023 & i % 21| 5t FA%Y Port 23 » Hjjt Port 23 & telnet
fHH > FTLIS €518 SSH g i 7 —(E &1 telnet 5845 o

BT A ] AR 45T 2 AN ) TCP @A %€ » 140 SMTP, POP3 LUK FTP » 4 R i fior e

i 13.1. 57 4k SMTP fif I i % 22 id 8

% ssh -2 -N -f -L 5025:1localhost:25 user@mailserver.example.com
user@mailserver.example.com's password: ¥xkx

% telnet localhost 5025

Trying 127.0.0.1...

Connected to localhost.

Escape character is '"~]'.

220 mailserver.example.com ESMTP

JEAIAC A ssh-keygen Bl 55— IR (5 M R 5% B A A 57— (8] B A% H) SSH B ERBT - vl (8 ) e
BT el A ARZEE A LA — AR E T
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#if5i] 13.2. %7 247 B POP3 fr] g &%

TEE(EGF A —(E  SSH  fAliRas &K B SMRRYEAR - R A BT A — (8 EF R AR $T
POP3 filflgas » Bf HBCL &R SR E A A HrEF AT 23— SSH jHARE] SSH ARz AR IE 1
T TEE AR E A (AR

% ssh -2 -N -f -L 2110:mail.example.com:110 user@ssh-server.example.com
user@ssh-server.example.com's password: X¥¥k¥k

—(HIBE KA HITR - FaEE A% P POP3 55K E £ %] localhost [ Port 2110 » jE{FHARAS
W B IR EE % T mail.example.com o

#if 13.3. PRI LT I

LR e R R SR A\ B L AR o BIAN - B KGREAR T BE & BR 2 i 4 L BEAF HL Port
22 81 80 A8 F3% SSH ERAH HBIBE 2% 08AR - 15 & (15 Port ] 22 51 80 LIAMY AR B ILAFHL -

12 Pl R AR 7 15 57— (8] SSH.JEAR B TE B Ik B i 2 S LA SRR (0 P 2 BAR ) S e 1 AR B A
PRI AR

% ssh -2 -N -f -L 8888:music.example.com:8000 user@unfirewalled-system.example.org
user@unfirewalled-system.example.org's password: ¥xkkkx

EEEFI T > BBiF Ogg Vorbis ZFutBIZERI LIFEA localhost Port 8888 » AU EryyiE X%
music.example.com J}A Port 8000 » FIH A BkIE, K UL o

13.8.2. 1 7% SSH 4k %

B T HRULPA A SSH % 538 T ELSb » 8T DLk RE FreeBSD 244 — (B SSH AR5 » DIEES 3¢ Hfty SSH 7%
L -

T sshd R ELBE(E » 1 service(s) 154 :

# service sshd status

FIRBARBAT » FMATITE /etc/re.conf o
sshd enable="YES"

TEEE N IRA KB IR X B) OpenSSH ) Daemon F2£3X, sshd © 75 B 37 AV E)

# service sshd start

fE FreeBSD AAH — UL H) sshd Rp# & B BB 4 R0 LM% 88 H & BURTERUE Console I » sE HEA(AT
P FH B 7 2 — AR ) A7) Pl A e B

5% sshd(3) TTHGS(ERE) sshd f T FIEIEAOTE BL0L 3 £ e RS HARAT - BT LA AR R 7
i -

L » sshd BRI HLATETE R LA HE A ORISR A& (A -
13.8.3. SSH 1 IR & & &1

£ FreeBSD &7 i F sshd fi A im i S BB ARG FIRY - FTEBRBEAF MR LW AFH SRE IR
% (Brute force attack) Ed % 7% (Drive by attack) o 7EAHT & /47— L6 A F 2 63 LE TR 2 B o
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A7 B iH B

f# F17E OpenSSH il i % 3% E Y AllowUsers  [BE$E=~ R T DU A ZI| SSH ] il a4 B FH 2 MR & —fE A
FERES o FlANE H A H 192.168.1.32 4 root A » Al I N478] /etc/ssh/sshd_config

AllowUsers root@192.168.1.32

BAFAR B TR admin BN o BT RS HEHE AT 0 ANFERE P AL
AllowUsers admin

BZAEREWEAER—1T - filn

AllowUsers root@192.168.1.32 admin

TE#f /etc/ssh/sshd_config ff5E H 1% » BT LU N84 53 sshd EHEAZER

# service sshd reload

=7
=]

S FE
FEER T EEEEER » S HE—VEEEANTEAFERERERE » B REEZ
TR REBOE F = YR BN » [RIFRF » TE OpenSSH {a] AR 2% 5% B A% 50 FH A BE S 7 2 I 49 K
NEH) » BREFE R EHEAOBE (SEKXNE) - AliFS e 28 » KEE DS
1B HE 22 BT 0 B SO R AR ARTAR 258 AN FE ARG J7 2 AE o 3522% sshd_config(5) K&t
BN RS -

LA o 5 PRI BE SR SR 0 SR BFL 88 6 F & B 383% (Two factor authentication) o &7 ZHF -
FH A LUE B ssh-keygen(1) FEAE—HEGHARAT NIREIRAEIE » B(ARME WLl ETER S om #
P it HEAE authorized keys o B F & A BE(E ATE [ 288 - PTHERE ZE50€ DU TEA ¢

AuthenticationMethods publickey

VAN

@ FHANEG /etc/ssh/sshd_config LI K, /etc/ssh/ssh_config iR (FEETES —HitE
ZHELZHE &) B—EERAAGEE RS T AREARRER P - 552 %
ssh_config(5) 2B AT IR & S s E TR B «

13.9. 4 SpEH 7§
Contributed by Tom Rhodes.

Access Control Lists (ACLs) extend the standard UNIX® permission model in a POSIX®.1e compatible way. This
permits an administrator to take advantage of a more fine-grained permissions model.

The FreeBSD GENERIC kernel provides ACL support for UFS file systems. Users who prefer to compile a custom
kernel must include the following option in their custom kernel configuration file:

options UFS_ACL

If this option is not compiled in, a warning message will be displayed when attempting to mount a file system with
ACL support. ACLs rely on extended attributes which are natively supported in UFS2.

This chapter describes how to enable ACL support and provides some usage examples.
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13.9.1. % ACL % 4%

ACLs are enabled by the mount-time administrative flag, acls, which may be added to /etc/fstab . The mount-
time flag can also be automatically set in a persistent manner using tunefs(8) to modify a superblock ACLs flag in
the file system header. In general, it is preferred to use the superblock flag for several reasons:

« The superblock flag cannot be changed by a remount using mount -u as it requires a complete umount and fresh
mount . This means that ACLs cannot be enabled on the root file system after boot. It also means that ACL support
on a file system cannot be changed while the system is in use.

+ Setting the superblock flag causes the file system to always be mounted with ACLs enabled, even if there is not an
fstab entry or if the devices re-order. This prevents accidental mounting of the file system without ACL support.

G-

I

@ It is desirable to discourage accidental mounting without ACLs enabled because nasty things
can happen if ACLs are enabled, then disabled, then re-enabled without flushing the extended
attributes. In general, once ACLs are enabled on a file system, they should not be disabled, as
the resulting file protections may not be compatible with those intended by the users of the
system, and re-enabling ACLs may re-attach the previous ACLs to files that have since had
their permissions changed, resulting in unpredictable behavior.

File systems with ACLs enabled will show a plus (+) sign in their permission settings:

drwx------ 2 robert robert 512 Dec 27 11:54 private

drwxrwx---+ 2 robert robert 512 Dec 23 10:57 directoryl
drwxrwx---+ 2 robert robert 512 Dec 22 10:20 directory2
drwxrwx---+ 2 robert robert 512 Dec 27 11:57 directory3
drwxr-xr-x 2 robert robert 512 Nov 10 11:54 public_html

In this example, directoryl, directory2, and directory3 are all taking advantage of ACLs, whereas
public_html is not.

13.9.2. 4# | ACL

File system ACLs can be viewed using getfacl. For instance, to view the ACL settings on test:

% getfacl test
#file:test
#owner:1001
#group:1001

user::rw-
group::r--
other::r--

To change the ACL settings on this file, use setfacl. To remove all of the currently defined ACLs from a file or file
system, include -k. However, the preferred method is to use -b as it leaves the basic fields required for ACLs to work.

% setfacl -k test

To modify the default ACL entries, use -m:

% setfacl -m u:trhodes:rwx,group:web:r--,0::--- test

In this example, there were no pre-defined entries, as they were removed by the previous command. This command
restores the default options and assigns the options listed. If a user or group is added which does not exist on the
system, an Invalid argument error will be displayed.

Refer to getfacl(1) and setfacl(1) for more information about the options available for these commands.
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13.10. B AR = 77 %At B
Contributed by Tom Rhodes.

In recent years, the security world has made many improvements to how vulnerability assessment is handled. The
threat of system intrusion increases as third party utilities are installed and configured for virtually any operating
system available today.

Vulnerability assessment is a key factor in security. While FreeBSD releases advisories for the base system, doing
so for every third party utility is beyond the FreeBSD Project's capability. There is a way to mitigate third party
vulnerabilities and warn administrators of known security issues. A FreeBSD add on utility known as pkg includes
options explicitly for this purpose.

pkg polls a database for security issues. The database is updated and maintained by the FreeBSD Security Team
and ports developers.

Please refer to instructions for installing pkg.

Installation provides periodic(8) configuration files for maintaining the pkg audit database, and
provides a programmatic method of keeping it wupdated. This functionality is enabled if
daily status security pkgaudit enable is set to YES in periodic.conf(5). Ensure that daily security run
emails, which are sent to root's email account, are being read.

After installation, and to audit third party utilities as part of the Ports Collection at any time, an administrator may
choose to update the database and view known vulnerabilities of installed packages by invoking:

# pkg audit -F

pkg displays messages any published vulnerabilities in installed packages:
Affected package: cups-base-1.1.22.0 1

Type of problem: cups-base -- HPGL buffer overflow vulnerability.

Reference: <https://www.FreeBSD.org/ports/portaudit/40a3bca2-6809-11d9-
a9e7-0001020eed82. html>

1 problem(s) in your installed packages found.
You are advised to update or deinstall the affected package(s) immediately.

By pointing a web browser to the displayed URL, an administrator may obtain more information about the
vulnerability. This will include the versions affected, by FreeBSD port version, along with other web sites which
may contain security advisories.

pkg is a powerful utility and is extremely useful when coupled with ports-mgmt/portmaster.

13.11. FreeBSD =z 43 %

Contributed by Tom Rhodes.

Like many producers of quality operating systems, the FreeBSD Project has a security team which is responsible
for determining the End-of-Life (EoL) date for each FreeBSD release and to provide security updates for supported
releases which have not yet reached their EoL. More information about the FreeBSD security team and the
supported releases is available on the FreeBSD security page.

One task of the security team is to respond to reported security vulnerabilities in the FreeBSD operating system.
Once a vulnerability is confirmed, the security team verifies the steps necessary to fix the vulnerability and updates
the source code with the fix. It then publishes the details as a “Security Advisory”. Security advisories are published
on the FreeBSD website and mailed to the freebsd-security-notifications, freebsd-security, and freebsd-announce
mailing lists.
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This section describes the format of a FreeBSD security advisory.

13111, 4R L4 X

Here is an example of a FreeBSD security advisory:




FEBEIEN




1QIcBAEBCgAGBQJS1ZTYAA0JE01n7NZdz2rn0OvQP/2/68/s9Cu35PmgNtSZVVxVG
ZSQP5EGWx/1ramNf9566iKx0rLRMqg/h3XWcC4goVd+gZFrvITISVOWSa7ntDQ7TO

XcinfRZ/iyiJbs/Rg2wLHc/t50VSyeouyccqODYFbOwO1k353j0TMUGLYcX+Zasg

ax8RV+7Zt1QSBkM10z/myBLXUj 1TZ3Xg2FXVsfFQW5/g2CjuHpRSFx1bVNX6ysoG
9DT58EQcYXIS8WTkHRbbXKh9I1nSfZ7/Hky/kTafRdRMrjAgbqFgHkYTYsBZeav5
fYWKGQRJIulYfeZQ90yMTv1pF42DjCC3uJYamInwDIu80hS1WRBI8fQfr9DRzmRua
0K3BK9hUiScDZ0JB60geVzUT fe7MAA4/UwrDtTYQ+PgAenv1PK8DZqwXyxA9ThHb
zK030wuKOVHInKvpOcr+eNwo7jbnHlis0oBksj/mrq2P9m2ueF9gzCiq5Ri5Syag

Wssb1HUoMGwqUOroS8+pRpNC8YgsWpsttvUWSZ8u6Vj/FLeHpiV3mYXPVMaKRhVm

067BA2uj4Th1IKtGleox+EmOR70FbCc/9aWC67wiqI6KRyit9pYiF3npph+7D5Eq
7zPsUdDd+qc+UTiLp31iCRp5w6484wWdhZ06wRtmUgxGjNkxFoNnX8CitzF8Aaq0
UwWemgWuz31AZuORQ9KX

=0QzQ

Every security advisory uses the following format:

Each security advisory is signed by the PGP key of the Security Officer. The public key for the Security Officer
can be verified at [f{$% D, OpenPGP 4:5&.

The name of the security advisory always begins with FreeBSD-SA- (for FreeBSD Security Advisory), followed
by the year in two digit format (14:), followed by the advisory number for that year (04. ), followed by the name
of the affected application or subsystem (bind). The advisory shown here is the fourth advisory for 2014 and
it affects BIND.

The Topic field summarizes the vulnerability.

The Category refers to the affected part of the system which may be one of core, contrib, or ports. The core
category means that the vulnerability affects a core component of the FreeBSD operating system. The contrib
category means that the vulnerability affects software included with FreeBSD, such as BIND. The ports category
indicates that the vulnerability affects software available through the Ports Collection.

The Module field refers to the component location. In this example, the bind module is affected; therefore, this
vulnerability affects an application installed with the operating system.

The Announced field reflects the date the security advisory was published. This means that the security team
has verified that the problem exists and that a patch has been committed to the FreeBSD source code repository.

The Credits field gives credit to the individual or organization who noticed the vulnerability and reported it.
The Affects field explains which releases of FreeBSD are affected by this vulnerability.

The Corrected field indicates the date, time, time offset, and releases that were corrected. The section in
parentheses shows each branch for which the fix has been merged, and the version number of the corresponding
release from that branch. The release identifier itself includes the version number and, if appropriate, the patch
level. The patch level is the letter p followed by a number, indicating the sequence number of the patch, allowing
users to track which patches have already been applied to the system.

The CVE Name field lists the advisory number, if one exists, in the public cve.mitre.org security vulnerabilities
database.

The Background field provides a description of the affected module.

The Problem Description field explains the vulnerability. This can include information about the flawed code
and how the utility could be maliciously used.

The Impact field describes what type of impact the problem could have on a system.

The Workaround field indicates if a workaround is available to system administrators who cannot immediately
patch the system .
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+ The Solution field provides the instructions for patching the affected system. This is a step by step tested and
verified method for getting a system patched and working securely.

+ TheCorrection Details field displays each affected Subversion branch with the revision number that contains
the corrected code.

+ The References field offers sources of additional information regarding the vulnerability.

13.12. 22 )58 #¢
Contributed by Tom Rhodes.

Process accounting is a security method in which an administrator may keep track of system resources used and
their allocation among users, provide for system monitoring, and minimally track a user's commands.

Process accounting has both positive and negative points. One of the positives is that an intrusion may be narrowed
down to the point of entry. A negative is the amount of logs generated by process accounting, and the disk space
they may require. This section walks an administrator through the basics of process accounting.

e =
Ry
If more fine-grained accounting is needed, refer to & 16, ZZ & H{HFEE

13.12.1. B % B A% A A2 5 38 5

Before using process accounting, it must be enabled using the following commands:
# touch /var/account/acct
# chmod 600 /var/account/acct

# accton /var/account/acct
# echo 'accounting_enable="YES"' >> /etc/rc.conf

Once enabled, accounting will begin to track information such as CPU statistics and executed commands. All
accounting logs are in a non-human readable format which can be viewed using sa. If issued without any options,
sa prints information relating to the number of per-user calls, the total elapsed time in minutes, total CPU and user
time in minutes, and the average number of 1/0 operations. Refer to sa(8) for the list of available options which
control the output.

To display the commands issued by users, use lastcomm . For example, this command prints out all usage of 1s by
trhodes on the ttypl terminal:

# lastcomm ls trhodes ttypl

Many other useful options exist and are explained in lastcomm(1), acct(5), and sa(8).

13.13. RH] KR

Contributed by Tom Rhodes.

FreeBSD provides several methods for an administrator to limit the amount of system resources an individual may
use. Disk quotas limit the amount of disk space available to users. Quotas are discussed in fffi 17.11, “fFERIZE” .

Limits to other resources, such as CPU and memory, can be set using either a flat file or a command to configure
a resource limits database. The traditional method defines login classes by editing /etc/login.conf . While this
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method is still supported, any changes require a multi-step process of editing this file, rebuilding the resource
database, making necessary changes to /etc/master.passwd , and rebuilding the password database. This can
become time consuming, depending upon the number of users to configure.

Beginning with FreeBSD 9.0-RELEASE, rctl can be used to provide a more fine-grained method for controlling
resource limits. This command supports more than user limits as it can also be used to set resource constraints
on processes and jails.

This section demonstrates both methods for controlling resources, beginning with the traditional method.
13.13.1. g B A% 5

In the traditional method, login classes and the resource limits to apply to a login class are defined in /etc/
login.conf .Each user account can be assigned to a login class, where default is the default login class. Each login
class has a set of login capabilities associated with it. A login capability is a name=value pair, where name is a well-
known identifier and value is an arbitrary string which is processed accordingly depending on the name.

e =
TR

Whenever /etc/login.conf is edited, the /etc/login.conf.db must be updated by
executing the following command:

# cap_mkdb /etc/login.conf

Resource limits differ from the default login capabilities in two ways. First, for every limit, there is a soft and hard
limit. A soft limit may be adjusted by the user or application, but may not be set higher than the hard limit. The
hard limit may be lowered by the user, but can only be raised by the superuser. Second, most resource limits apply
per process to a specific user.

FA& 13,1, “BALEPIFR I EJFELEA”  lists the most commonly used resource limits. All of the available resource
limits and capabilities are described in detail in login.conf(5).

FA 131 X IR BIBR A B RAE

Pl & I Gl
coredumpsize The limit on the size of a core file generated by a

program is subordinate to other limits on disk usage,
such as filesize or disk quotas. This limit is often
used as a less severe method of controlling disk space
consumption. Since users do not generate core files and
often do not delete them, this setting may save them
from running out of disk space should a large program
crash.

cputime The maximum amount of CPU time a user's process
may consume. Offending processes will be killed by the
kernel. This is a limit on CPU time consumed, not the
percentage of the CPU as displayed in some of the fields
generated by top and ps.

filesize The maximum size of a file the user may own. Unlike disk
quotas (i 17.11, “fERERCZZE” ), this limit is enforced
on individual files, not the set of all files a user owns.

maxproc The maximum number of foreground and background
processes a user can run. This limit may not be larger
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than the system limit specified by kern.maxproc .
Setting this limit too small may hinder a user's
productivity as some tasks, such as compiling a large
program, start lots of processes.

memorylocked

The maximum amount of memory a process may
request to be locked into main memory using mlock(2).
Some system-critical programs, such as amd(8), lock
into main memory so that if the system begins to swap,
they do not contribute to disk thrashing.

memoryuse

The maximum amount of memory a process may
consume at any given time. It includes both core
memory and swap usage. This is not a catch-all limit for
restricting memory consumption, but is a good start.

opentfiles

The maximum number of files a process may have open.
In FreeBSD, files are used to represent sockets and IPC
channels, so be careful not to set this too low. The
system-wide limit for this is defined by kern.maxfiles .

sbsize

The limit on the amount of network memory a user may
consume. This can be generally used to limit network
communications.

stacksize

The maximum size of a process stack. This alone is not
sufficient to limit the amount of memory a program may
use, so it should be used in conjunction with other limits.

There are a few other things to remember when setting resource limits:

« Processes started at system startup by /etc/rc are assigned to the daemon login class.

+ Although the default /etc/login.conf is a good source of reasonable values for most limits, they may not be
appropriate for every system. Setting a limit too high may open the system up to abuse, while setting it too low

may put a strain on productivity.

+ Xorg takes a lot of resources and encourages users to run more programs simultaneously.

+ Many limits apply to individual processes, not the user as a whole. For example, setting openfiles to 50 means
that each process the user runs may open up to 50 files. The total amount of files a user may open is the value
of openfiles multiplied by the value of maxproc . This also applies to memory consumption.

For further information on resource limits and login classes and capabilities in general, refer to cap_mkdb(1),

getrlimit(2), and login.conf(5).

13.13.2. B2 3 3% € KR IR

As of FreeBSD 10.2, rctl support is built into the kernel. Previous supported releases will need to be recompiled
using the instructions in & 8, ¢ FreeBSD #%/[». Add these lines to either GENERIC or a custom kernel

configuration file, then rebuild the kernel:

options RACCT
options RCTL

Once the system has rebooted into the new kernel, rctl may be used to set rules for the system.

Rule syntax is controlled through the use of a subject, subject-id, resource, and action, as seen in this example rule:

user:trhodes:maxproc:deny=10/user

250


https://www.FreeBSD.org/cgi/man.cgi?query=mlock&sektion=2&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=amd&sektion=8&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=cap_mkdb&sektion=1&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=getrlimit&sektion=2&manpath=freebsd-release-ports
https://www.FreeBSD.org/cgi/man.cgi?query=login.conf&sektion=5&manpath=freebsd-release-ports

In this rule, the subject is user, the subject-id is trhodes, the resource, maxproc, is the maximum number of
processes, and the action is deny, which blocks any new processes from being created. This means that the user,
trhodes , will be constrained to no greater than 10 processes. Other possible actions include logging to the console,
passing a notification to devd(8), or sending a sigterm to the process.

Some care must be taken when adding rules. Since this user is constrained to 10 processes, this example will prevent
the user from performing other tasks after logging in and executing a screen session. Once a resource limit has
been hit, an error will be printed, as in this example:

% man test

/usr/bin/man: Cannot fork: Resource temporarily unavailable
eval: Cannot fork: Resource temporarily unavailable

As another example, a jail can be prevented from exceeding a memory limit. This rule could be written as:
# rctl -a jail:httpd:memoryuse:deny=2G/jail

Rules will persist across reboots if they have been added to /etc/rctl.conf . The format is a rule, without the
preceding command. For example, the previous rule could be added as:

# Block jail from using more than 2G memory:
jail:httpd:memoryuse:deny=2G/jail

To remove a rule, use rctl to remove it from the list:

# rctl -r user:trhodes:maxproc:deny=10/user

A method for removing all rules is documented in rctl(8). However, if removing all rules for a single user is required,
this command may be issued:

# rctl -r user:trhodes

Many other resources exist which can be used to exert additional control over various subjects. See rctl(8) to
learn about them.

13.14. 4% 7 Sudo % 3 % 58 4 R
Contributed by Tom Rhodes.

AGUEEE B G Z R T EINOREIR G MR - DLageE i T LB T AR RERR AY T AF - ZL3% ]
XA AT LAAFHL FreeBSD ZR A5 A HAFRE A TARE B A B B & A0 & i 2K pb B - S8 LMK pl Bl A R 22
bR & % i — L BURERR (8 AT 1R 3E - (Bl IR & v e BB A 1R A B AR A 3 A7 U (R A 52
ACETAE - 324 - A TR A LIFEIEENE K » EREATREEERIERSG —REMRZ -

FIH AT AL - TR I T A R TR 6 BB E ) AR I TR
F—EFE » & H E AR & A IR AR B E R - ERZHED - (HHE ST EFIE
PSS Script FORERR a2 HLE IR ZAMEE R 40 - UL & AR YE RO fE A 38 SRR ~ P SREIR - /=
& su(l) IRLRERARE > BEEAEAFTEL L AR - R HAETEEN ARG » FHFEE
UFHOARIR TS - H SR AR L R RE A I F R 2B 2 Sudo e

Sudo FEEHEE W] LB RALTE S ROEEGR T B RS OB H I R A P A EC 8k ThRE o R E A T E - B E
Port ZEFEEE » FAE R security/sudo » 5 {# A pkg(8) T ELE/E » B E(F pke(8) T AW :

# pkg install sudo

THESERZ A% » A ZARHY visudo DISCTF RiEas A R B - SRV visudo HAREERRERE » B
ERNEEERER TR 2 AT T AR -

B /N AR AT - Bl BN R U I AR  FE LA RS o MG AR AR B
userl FFELRLE) ~ {5 11 BB E) 44 T & webservice FUAEGIEFIFE o BTN HIE PUTIE L TAERIHE
FR > A0 AL TE| /usr/local/etc/sudoers [AE1% :
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AR

userl ALL=(ALL) /usr/sbin/service webservice *

B (R 3 AT 6 A 5 < K B webservice

% sudo /usr/sbin/service webservice start

BESRIETEROE PI LA GE— oL I 5 f7 B webservice JIRF®5 » (EAE R ARG AEME T & A — B4R NG/ NE & F 8 1R
ARES » R AT A7 2% T R AR AP U » DU P BRE S — RAF e ~ IAGE A & ENE (A
MR AR AL I R Bl B REA A RS

# pw groupadd -g 6001 -n webteam

AR A pw(8) 84 AN A % 1 FH 2] webteam F¥4H :

# pw groupmod -m userl -n webteam

1% » £ /usr/local/etc/sudoers A 1754 5E 0] LLE webteam BEAH AP A B B 1] LI B webservice :

%webteam  ALL=(ALL) /usr/sbin/service webservice *

B su(1) RAEHE Sudo AFE—MRMEAFIER - BE —EFEAENFEILATWOER  EAZHL L
TEEA e RN ERERME LB AERETF -

fff Sudo AFFHEMAEHITEMBR AFEMALEHE B OB » BE%e HREt su) BEREH
T > R su(1) HELHi A root 2FRS 2 1% 3% ff F & (E AT HUSFTA Y root HEIR -

R

; KEZBAS D FEEA S BN EZER (Two factor authentication) » fEiE/HEEEE
A I AT LAAS A O\ 25T Sudo $2HET NOPASSWD R ALE[EEHREH - nli%iZ%
BEMAE) Bl pO R E NG 7] TR E webteam FHEAR A A BUAS 75l N\ B (R Al A%
AR -

%webteam  ALL=(ALL) NOPASSWD: /usr/sbin/service webservice *

13.14.1. sesd i

$RA Sudo [ 55— {8 (RS 2 BEAI PR AEOEARBE BLRORC 8% o 0 PR SLAC 804 I B A 5 19 sudoreplay $54 - FTE
il Sudo FNUGILAYES EHGLER FARMERER A - ZELE DB E I A TRRGL Bk B $AVIHE - 721
NG T A B B #E R R AR HAR B A R E ] > T2% sudoreplay HOIR{EF
AU — 2 AT

Defaults iolog dir=/var/log/sudo-io/%{user}

(;> B
I E S G TSR R 2 (e BT o I 2R 40 L TR R A e B Bk L
(B BRI Ab » SR IE B & ek sudoreplay $5 4 (U IHE - FENRE
SO BN E sudoers o358 IE {2 -

—HEEEREMAZE  sudoers  HHEZIR > AR ESUEE B E Al ERCek A I EERIEE » 7E
webteam IH H I NBASNSE 2 R AVEEFIANT -

%swebteam ALL=(ALL) NOPASSWD: LOG INPUT: LOG OUTPUT: /usr/sbin/service webservice *
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13 LAt

etk 2 1% » i webteam {574 webservice [ FIFEGIRRERY A Bt & (R0 8% T AC o 223 H G iy 8 B By jEAR P
BXAECER T -

# sudoreplay -1

TR 465 R B R R AR BUADRC B T 2 5% TSID= JHH - ARIR (%45 sudoreplay H AN fi #IE fF ]
PA— S 5 B Rl AR P B - ol

# sudoreplay userl/00/00/02

i
=

[

O BESR P JEARPE B G At 8% (B AR BB AR ] LIRS PRIEARIEBL » IS A\ AEE
T A BT AR E R TE AR R 4% (IDS) SRS A B B iR E > LUE
B NRBHRE M E AR -

sudoreplay FUfEFEZS FIAEH A » 58 25 S SUIF AR BURS 5 2 AT

253






% 14. Jail

Contributed by Matteo Riondato.

14.1. it

S R AR B —TRIN R TAF - 372 T AFEAGRA MG HE REA IR - B T RIEH W LRI AR
L BRI TR o (B TR Z AT AHZRGR(L FreeBSD RETH L &M 2 —HUHLE Jail » Jail FAE
FreeBSD 4.X fif o] i I MAF A58 L ERITIEE ~ RO ~ TREMELL L2 -

Jail #3778 chroot(2) Mz I » FHM—RIIRFRIRE $k - B 7T LIALE—(E 2 2 iIRE » A4EFE A
I EAt R 13 7788 = AE chroot BUERSERTHE S RIRE T A BEAF HGZERIE UMM R &R - BEL - 1292 —(EAE
chroot FYIRIEEITHIARBS LA S R BEE A AL UCRE 2% o (2 chroot HFFLIRH » Hl& AR T
18 » NTFEFF 2 BB ~ ERETIRER TAE - BEERE RS - 37 2 7] LLkHEE chroot RYERBEAY 7715 E AL
BB - o 7 AR R IR L BAR T 5 o

Jail 2 77 SUHOE T 47 chroot IRITAIMERS: o 7E(HA7 chroot IRIT » TR ERRHI7E — A0 (i 22 AR M0 A A7 HL
77 o HERIVARMEIR ~ AAMHE - SUTHIRRF LLRERE T R 40 chroot BURET K EME AR RKAFERF B
HE o Jail BWMERACFIRER ARG ~ (61 LA T R GUAE RE (BT - A (5 3 2 A1 Gl 12 i 281
SRR Jail ERSRAFEUT 3 > Jail AR —TE(EE R MM EEL -

Jail U {E 2E

o« —fEFRR E B : B Jail BOREES B §% - —(E4E Jail o RRF ORI A RERREERA UL B % 2 51 -

o« —EEHEARE g H Jal BriEA -

« —fE P itk : RO ECAR Jail o Jail B IP f7hba & 23 A S/ m #0544 An ik o

© —fEHES ¢ B Jail FRIBATAVBUTHE ISR o R Jail IRETAR B SRAVAHE BEE -

Jaill 5 B 2 X H Ty root IRER » %52 Jail BREHIBRE] o Jail Y root IREFEA AFFEFEE Jail BRIE
ZHNIRFBATHRAE -

AEHG R FreeBSD Jail fi53E KB B CHIMEL » Jail B AGEEE NOERSH (I #K —E RS IR A
LA -

ESEEE BT
« Jail @8} B 7E FreeBSD HE (L) H Y ©
o WHATEES ~ BEEh R AF I Jail o

o Jail EEILRE > RN FPESME o

2 EE-3
Jaill 23R KM T R » (HENZZ2MHERE RS - M4 Jail (TP AWEEA CBETT
BRARI » B2 771 T LAGRAE Jail 22 S HERR A (3 25 B 7E Jail 22 N/ RERR A (5 1 25
ER T SIREUAS 2 MR ER 5 ) B v MR

RZBUESRA SCRE v LU RERR Jail AR H SR S AR & U D © R
b RZAFAERIEFIEA Jail BOF BRI AN & 5 ] B LIRS -
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Jail HHBRMGTE

14.2. Jail 4a Bl ft7 2%
Fo BV 48 SHFLIE FreeBSD R4 Jail #50 » LULE/FISE FreeBSD SLMFRAM AT IERMIR + LT3
B PR T -

chroot(8) (54
T A » FIZRf#EH chroot(2) FreeBSD R 4iHFAY (System call) 58 B IR 7 K HL AT R T AOAR H $%

chroot(2) (3E1%)
TRREFFAE “chroot” HEITHYIRSE - AR « — RO RAORER AL ~ W A E LA 10
A1 T T L TPC B0 -

jail(8) (54
FFFAE Jail BRBE N RUTIEF IV AME B LA -

T (RH 27~ [EHES)
Jall RIGHIEHI RS o EAEAG AT LUEIFTE 7] FAVRERE IR - A0 6E =] Jall IREEASMNORRFF - EHEA
o Jail rRRIZERITERS © 72 B ARG AR O B 12T A AMEAE Jail BRESIRERZ B IR -

EE (EW - B -~ HES)
FFHUEE - B FreeBSD Jail IRFIFIEE TR ~ (FF sl b EH -

14.3. 3 5 A= 32 4] Jail

RO EHLE N Jail Sy ¢ “SEEN” Jail o BAR—HEIER) FreeBSD RALLIK “HRFEH” Jail s
BLF S AR SRR S - TR A R R BT o (IR RS RS > BT Jail BURRFILAR
ZEEAMSREE - BEEY M "B Jail o Userland A WIEACYREIE « (A FSLHNER) Binary
(n2zag bR (LA Binary) BifE [RAGHESAE -

FAE ARG L4 Userland » FRE SRR B kAL Jail (£ - JZMEE)ER] LIZEEE DESTDIR AF|iH & HY
frEARTER °

rk gl Shell 3t 52 35 DESTDIR :

# sh
# export DESTDIR= /here/is/the/jail

B {5 F 2745 1SO IF » ] ik mdconfig(8) = i3 B 5 77 45 588

# mount -t cd9660 /dev/ mdconfig -f cdimage.iso™ /mnt

T ARG bR Tarball FrH ] Binary WS E &R E » 2/ FTEEUL Base set Uk » T E M AT

HZSE R 24 (Base system) :
# tar -xf /mnt/usr/freebsd-dist/base.txz -C $DESTDIR
LEEIAETZL

# for sets in BASE PORTS; do tar -xf /mnt/FREEBSD_INSTALL/USR/FREEBSD DIST/$ sets.TXZ -C ¢
$DESTDIR -; done

1K jail(8) BAE TR F R E Jail :

# setenv D /here/is/the/jail
# mkdir -p $D (1]

# cd /usr/src

# make buildworld @
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%% 14. Jail

# make installworld DESTDIR=$D e
# make distribution DESTDIR=$D &
# mount -t devfs devfs $D/dev (5]

1]

& o e

42 Jail (07 B R E Jail HIFRURLES > BRTE Jail 4% FEEF Jail (UEEENE o BUFHEER /usr/
jail/ jailname > Hrr jailname ;2 FAZKHHFH; Jail FIEHEATE o BHTE /usr/ &H BHAIZSHHL Jail 1%
RRGEH - # “EEAT Jail KL 0 FRE R FreeBSD B R THR LENT —HFZE -

F IR C A f# H make world =} make buildworld E5i4w /A1) Userland » AT LABkiEIE (A0 BRI 20 &
1R EAEFER Userland )38 Jail ©

J‘E{ﬁi\%%mﬁ%%?ﬁqﬂ Jail FT7ERY B BE 00 B 2 AL IR B 8k L B2 Binary ~ PRV ~ #/EFfi 5L
*ﬁ%ﬁ HoR ©

make ffj distribution EIEEGZEEMAFENBEN o MHAH - EFLENEF /usr/src/etc/ ]
LHERING SR ) Jail FREER /etc H ik : $D/etc/ o

£ Jail s devfs(8) R ARG ALV ERIEIE o 15— 10 A B » (B AR HIME AR E K
ZREAMWENGHFEERE D —[E4E > 1F Jail PEFIFRNEEFETER MBS E TR EE
O A LAFE Jail EURELAGEE o % devfs(8) [l 21518 Ruleset » 7£ devfs(8) K devfs.conf(s) #fE
F AR o

Jail ZHETER 2 1% » AL jail(8) T AL - jail(s) T AFEINELESE - 76 i 141, “BHk” A
A o oA Bl m] RETR BAEGE - (100 B2 AR R (8 F 35 6 B (0 2RI T 2 Jall BYREFF o command 2B Jail
FATUPT TR » B — 1 REERA A - /ete/re EAEHTERE » R R385 vl LUEL{f E & FreeBSD 15 H)
JEFF o 7 ARBSH) Jail 2635 - R 7E Jail A ZE0AT 0 AR BS e AR =URRGE

Jail 8% & %5 Z2HEE BT » (£ FreeBSD rc % ny 33 Ll BE RO BB 1 2

1.

BAERIVRIR B Jail N A F] re.conf(5) fEZ

jail enable="YES" # Set to NO to disable starting of any jails
jail list="www" # Space separated list of names of jails

TR
@ £ jail_list FRpfY Jail ZFE 2 F 0 FEETT -

FHEHEEZITE Jail list iy Jail 2IFEINA—4H re.conf(5) 3R ACHE AR RE /Y Jail :

jail www_rootdir="/usr/jail/www" # jail's root directory
jail www_hostname="www.example.org" # jail's hostname

jail www ip="192.168.0.10" # jail's IP address

jail www_devfs enable="YES" # mount devfs in the jail

re.conf(5) iy R Jail f& SE MR AR AT > TR G S E) Jail 1y /etc/re Script o SR Jail T H
TEJEE R jail_jailname exec start JERIFABEUTHERIEBITES

=7
=]

@ FE
EES ST FRIERE B 552% re.conf(5) FR{ETHH -

#27 Jail 24HE re.conf HE5E » B L service(8) AR S Eh a5 1| Jail :

# service jail start www
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AR ELE

# service jail stop www

Jail FTLUE A jexec(8) ZREAME o 5o jls(8) Ak Jail Ay JID » SRIB(F A jexec(8) 7Ez% Jail HifTRAME
Script °
# jls

JID 1IP Address Hostname Path

3 192.168.0.10 Www /usr/jail/www
# jexec 3 /etc/rc.shutdown

2 A B Jail f9 &R AT7E jail(8) #R4FFHEHUS -

14.4. Fksh %5

A 2RI ] LU T Jail EE > LUK AT AT 538 Jail B34 FreeBSD A4S & R J7 12 A B2 L B8 v Ja AR Y
TERRERGEA o AETIFN AR -

« Some of the options available for tuning the behavior and security restrictions implemented by a jail installation.

+ Some of the high-level applications for jail management, which are available through the FreeBSD Ports
Collection, and can be used to implement overall jail-based solutions.

14.4.1. /= FreeBSD F i Jail 49 24 T &

Fine tuning of a jail's configuration is mostly done by setting sysctl(8) variables. A special subtree of sysctl exists
as a basis for organizing all the relevant options: the security. jail.* hierarchy of FreeBSD kernel options. Here
is a list of the main jail-related sysctls, complete with their default value. Names should be self-explanatory, but
for more information about them, please refer to the jail(8) and sysctl(8) manual pages.

* security.jail.set hostname allowed: 1

¢ security.jail.socket unixiproute only: 1
* security.jail.sysvipc_allowed: 0

¢ security.jail.enforce statfs: 2

¢ security.jail.allow raw sockets: 0

¢ security.jail.chflags allowed: 0

* security.jail.jailed: 0

These variables can be used by the system administrator of the host system to add or remove some of the limitations
imposed by default on the root user. Note that there are some limitations which cannot be removed. The root
user is not allowed to mount or unmount file systems from within a jail(8). The root inside a jail may not load or
unload devfs(8) rulesets, set firewall rules, or do many other administrative tasks which require modifications of
in-kernel data, such as setting the securelevel of the kernel.

The base system of FreeBSD contains a basic set of tools for viewing information about the active jails, and attaching
to a jail to run administrative commands. The jls(8) and jexec(8) commands are part of the base FreeBSD system,
and can be used to perform the following simple tasks:

+ Print a list of active jails and their corresponding jail identifier (JID), IP address, hostname and path.

« Attach to a running jail, from its host system, and run a command inside the jail or perform administrative tasks
inside the jail itself. This is especially useful when the root user wants to cleanly shut down a jail. The jexec(8)
utility can also be used to start a shell in a jail to do administration in it; for example:

# jexec 1 tcsh
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%% 14. Jail

14.4.2. /= FreeBSD Port £+ £+ 5 R B E I AL

Among the many third-party utilities for jail administration, one of the most complete and useful is sysutils/ezjail.
It is a set of scripts that contribute to jail(8) management. Please refer to the handbook section on ezjail for more
information.

14.4.3. #4 Jail & 534 8 3

Jails should be kept up to date from the host operating system as attempting to patch userland from within the jail
may likely fail as the default behavior in FreeBSD is to disallow the use of chflags(1) in a jail which prevents the
replacement of some files. It is possible to change this behavior but it is recommended to use freebsd-update(8) to
maintain jails instead. Use -b to specify the path of the jail to be updated.

# freebsd-update -b /here/is/the/jail fetch
# freebsd-update -b /here/is/the/jail install

14.5. % # % 14 Jail

Contributed by Daniel Gerzo.
Based upon an idea presented by Simon L. B. Nielsen.
And an article written by Ken Tom.

The management of multiple jails can become problematic because every jail has to be rebuilt from scratch
whenever it is upgraded. This can be time consuming and tedious if a lot of jails are created and manually updated.

This section demonstrates one method to resolve this issue by safely sharing as much as is possible between jails
using read-only mount_nullfs(8) mounts, so that updating is simpler. This makes it more attractive to put single
services, such as HTTP, DNS, and SMTP, into individual jails. Additionally, it provides a simple way to add, remove,
and upgrade jails.

NETECY
@ FE
Simpler solutions exist, such as ezjail, which provides an easier method of administering
FreeBSD jails but is less versatile than this setup. ezjail is covered in more detail in {j 14.6,
“fifi F] ezjail 45 FH Jail”.

The goals of the setup described in this section are:

« Create a simple and easy to understand jail structure that does not require running a full installworld on each
and every jail.

+ Make it easy to add new jails or remove existing ones.

+ Make it easy to update or upgrade existing jails.

+ Make it possible to run a customized FreeBSD branch.

+ Be paranoid about security, reducing as much as possible the possibility of compromise.

+ Save space and inodes, as much as possible.

This design relies on a single, read-only master template which is mounted into each jail and one read-write device

per jail. A device can be a separate physical disc, a partition, or a vnode backed memory device. This example uses
read-write nullfs mounts.
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VA ZN

The file system layout is as follows:

¢ The jails are based under the /home partition.

¢ Each jail will be mounted under the /home/j directory.

+ The template for each jail and the read-only partition for all of the jails is /home/j/mroot .

+ A blank directory will be created for each jail under the /home/j directory.

* Each jail will have a /s directory that will be linked to the read-write portion of the system.

* Each jail will have its own read-write system that is based upon /home/j/skel .

+ The read-write portion of each jail will be created in /home/js .

145.1. 5 K A

This section describes the steps needed to create the master template.

It is recommended to first update the host FreeBSD system to the latest -RELEASE branch using the instructions
in ff 23.5, “fJEU4HE 5T FreeBSD”. Additionally, this template uses the sysutils/cpdup package or port and
portsnap will be used to download the FreeBSD Ports Collection.

1.
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First, create a directory structure for the read-only file system which will contain the FreeBSD binaries for
the jails. Then, change directory to the FreeBSD source tree and install the read-only file system to the jail
template:

# mkdir /home/j /home/j/mroot
# cd /usr/src
# make installworld DESTDIR=/home/j/mroot

Next, prepare a FreeBSD Ports Collection for the jails as well as a FreeBSD source tree, which is required for
mergemaster:

# cd /home/j/mroot

# mkdir usr/ports

# portsnap -p /home/j/mroot/usr/ports fetch extract
# cpdup /usr/src /home/j/mroot/usr/src

Create a skeleton for the read-write portion of the system:

mkdir /home/j/skel /home/j/skel/home /home/j/skel/usr-X11R6 /home/j/skel/distfiles
mv etc /home/j/skel

mv usr/local /home/j/skel/usr-local

mv tmp /home/j/skel

mv var /home/j/skel

mv root /home/j/skel

H o H OH R H

Use mergemaster to install missing configuration files. Then, remove the extra directories that mergemaster
creates:

# mergemaster -t /home/j/skel/var/tmp/temproot -D /home/j/skel -i
# cd /home/j/skel
# rm -R bin boot lib libexec mnt proc rescue sbhin sys usr dev

Now, symlink the read-write file system to the read-only file system. Ensure that the symlinks are created in
the correct s/ locations as the creation of directories in the wrong locations will cause the installation to fail.

# cd /home/j/mroot
# mkdir s
# 1ln -s s/etc etc


https://www.freebsd.org/cgi/url.cgi?ports/sysutils/cpdup/pkg-descr
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6. Asalast step, create a generic /home/j/skel/etc/make.conf containing this line:
This makes it possible to compile FreeBSD ports inside each jail. Remember that the ports directory is part of
the read-only system. The custom path for WRKDIRPREFIX allows builds to be done in the read-write portion
of every jail.

14.5.2. 7 5 Jail

The jail template can now be used to setup and configure the jails in /etc/rc.conf . This example demonstrates
the creation of 3 jails: NS, MAIL and WwW.

1.

Add the following lines to /etc/fstab , so that the read-only template for the jails and the read-write space
will be available in the respective jails:

To prevent fsck from checking nullfs mounts during boot and dump from backing up the read-only nullfs
mounts of the jails, the last two columns are both set to 0.

Configure the jails in /etc/rc.conf :

The jail_name_rootdir variable is set to /usr/home instead of /home because the physical path of /home
on a default FreeBSD installation is /usr/home . The jail name rootdir variable must not be set to a path
which includes a symbolic link, otherwise the jails will refuse to start.

Create the required mount points for the read-only file system of each jail:

Install the read-write template into each jail using sysutils/cpdup:
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5. In this phase, the jails are built and prepared to run. First, mount the required file systems for each jail, and
then start them:

The jails should be running now. To check if they have started correctly, use jls. Its output should be similar to
the following:

At this point, it should be possible to log onto each jail, add new users, or configure daemons. The JID column
indicates the jail identification number of each running jail. Use the following command to perform administrative
tasks in the jail whose JID is 3:

14.5.3. 7+ &

The design of this setup provides an easy way to upgrade existing jails while minimizing their downtime. Also, it
provides a way to roll back to the older version should a problem occur.

1. The first step is to upgrade the host system. Then, create a new temporary read-only template in /home/j/
mroot2.

The installworld creates a few unnecessary directories, which should be removed:

2. Recreate the read-write symlinks for the master file system:

3. Next, stop the jails:
4. Unmount the original file systems as the read-write systems are attached to the read-only system (/s):
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# umount /home/j/www/s
# umount /home/j/www

5. Move the old read-only file system and replace it with the new one. This will serve as a backup and archive
of the old read-only file system should something go wrong. The naming convention used here corresponds
to when a new read-only file system has been created. Move the original FreeBSD Ports Collection over to the
new file system to save some space and inodes:

# cd /home/j
# mv mroot mroot.20060601

# mv mroot2 mroot
# mv mroot.20060601/usr/ports mroot/usr

6. At this point the new read-only template is ready, so the only remaining task is to remount the file systems
and start the jails:

# mount -a
# service jail start

Use jls to check if the jails started correctly. Run mergemaster in each jail to update the configuration files.

14.6. i 7 ezjail & ¥ Jail
Originally contributed by Warren Block.

Creating and managing multiple jails can quickly become tedious and error-prone. Dirk Engling's ezjail automates
and greatly simplifies many jail tasks. A basejail is created as a template. Additional jails use mount_nullfs(8)
to share many of the basejail directories without using additional disk space. Each additional jail takes only a
few megabytes of disk space before applications are installed. Upgrading the copy of the userland in the basejail
automatically upgrades all of the other jails.

Additional benefits and features are described in detail on the ezjail web site, https://erdgeist.org/arts/software/
ezjail/.

14.6.1. % ezjail

Installing ezjail consists of adding a loopback interface for use in jails, installing the port or package, and enabling
the service.

1. To keep jail loopback traffic off the host's loopback network interface 100, a second loopback interface is
created by adding an entry to /etc/rc.conf :

cloned interfaces="1lol"

The second loopback interface 101 will be created when the system starts. It can also be created manually
without a restart:

# service netif cloneup
Created clone interfaces: lol.

Jails can be allowed to use aliases of this secondary loopback interface without interfering with the host.

Inside a jail, access to the loopback address 127.0.0.1 is redirected to the first IP address assigned to the jail.
To make the jail loopback correspond with the new o1 interface, that interface must be specified first in the
list of interfaces and IP addresses given when creating a new jail.

Give each jail a unique loopback address in the 127.0.0.0 /8 netblock.
2. Install sysutils/ezjail:
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# cd /usr/ports/sysutils/ezjail
# make install clean

3. Enable ezjail by adding this line to /etc/rc.conf :
ezjail enable="YES"
4,  The service will automatically start on system boot. It can be started immediately for the current session:

# service ezjail start

14.6.2. i463%

With ezjail installed, the basejail directory structure can be created and populated. This step is only needed once
on the jail host computer.

In both of these examples, -p causes the ports tree to be retrieved with portsnap(8) into the basejail. That single
copy of the ports directory will be shared by all the jails. Using a separate copy of the ports directory for jails
isolates them from the host. The ezjail FAQ explains in more detail: http://erdgeist.org/arts/software/ezjail /#FAQ.

« +  ToPopulate the Jail with FreeBSD-RELEASE

For a basejail based on the FreeBSD RELEASE matching that of the host computer, use install. For
example, on a host computer running FreeBSD 10-STABLE, the latest RELEASE version of FreeBSD -10 will
be installed in the jail):

# ezjail-admin install -p
«  To Populate the Jail with installworld

The basejail can be installed from binaries created by buildworld on the host with ezjail-admin
update.

In this example, FreeBSD 10-STABLE has been built from source. The jail directories are created. Then
installworld is executed, installing the host's /usr/obj into the basejail.

# ezjail-admin update -i -p

The host's /usr/src is used by default. A different source directory on the host can be specified with -s
and a path, or set with ezjail sourcetree in /usr/local/etc/ezjail.conf

e

The basejail's ports tree is shared by other jails. However, downloaded distfiles are stored in
the jail that downloaded them. By default, these files are stored in /var/ports/distfiles
within each jail. /var/ports inside each jail is also used as a work directory when building
ports.

FEN

The FTP protocol is used by default to download packages for the installation of the basejail.
Firewall or proxy configurations can prevent or interfere with FTP transfers. The HTTP
protocol works differently and avoids these problems. It can be chosen by specifying a full
URL for a particular download mirror in /usr/local/etc/ezjail.conf

ezjail ftphost=http://ftp.FreeBSD.org
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See ffi A.2, “FTP u§” for alist of sites.

14.6.3. 1 5 it % By %7 6 Jail

New jails are created with ezjail-admin create . In these examples, the 1ol loopback interface is used as
described above.

JEFE 14.1. Create and Start a New Jail

1.

Create the jail, specifying a name and the loopback and network interfaces to use, along with their IP
addresses. In this example, the jail is named dnsjail.

# ezjail-admin create dnsjail 'lol|127.0.1.1 ,em0|192.168.1.50 '

/SN

Most network services run in jails without problems. A few network services, most
notably ping(8), use raw network sockets. In jails, raw network sockets are disabled by
default for security. Services that require them will not work.

Occasionally, a jail genuinely needs raw sockets. For example, network monitoring
applications often use ping(8) to check the availability of other computers. When raw
network sockets are actually needed in a jail, they can be enabled by editing the ezjail
configuration file for the individual jail, /usr/local/etc/ezjail/ jailname.Modify
the parameters entry:

export jail jailname parameters="allow.raw sockets=1"

Do not enable raw network sockets unless services in the jail actually require them.

Start the jail:

# ezjail-admin start dnsjail

Use a console on the jail:

# ezjail-admin console dnsjail

The jail is operating and additional configuration can be completed. Typical settings added at this point include:

1.

Set the root Password

Connect to the jail and set the root user's password:

# ezjail-admin console dnsjail

# passwd

Changing local password for root
New Password:

Retype New Password:

Time Zone Configuration

The jail's time zone can be set with tzsetup(8). To avoid spurious error messages, the adjkerntz(8) entry in
/etc/crontab can be commented or removed. This job attempts to update the computer's hardware clock
with time zone changes, but jails are not allowed to access that hardware.
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3. DNS Servers

Enter domain name server lines in /etc/resolv.conf so DNS works in the jail.
4. Edit /etc/hosts

Change the address and add the jail name to the localhost entries in /etc/hosts .
5. Configure /etc/rc.conf

Enter configuration settings in /etc/rc.conf . This is much like configuring a full computer. The host name
and IP address are not set here. Those values are already provided by the jail configuration.

With the jail configured, the applications for which the jail was created can be installed.

/AN

Some ports must be built with special options to be used in a jail. For example, both of the
network monitoring plugin packages net-mgmt/nagios-plugins and net-mgmt/monitoring-
plugins have a JAIL option which must be enabled for them to work correctly inside a jail.

14.6.4. # # Jail
14.6.4.1. 2 k£ 4%

Because the basejail's copy of the userland is shared by the other jails, updating the basejail automatically updates
all of the other jails. Either source or binary updates can be used.

To build the world from source on the host, then install it in the basejail, use:

# ezjail-admin update -b

If the world has already been compiled on the host, install it in the basejail with:
# ezjail-admin update -i

Binary updates use freebsd-update(8). These updates have the same limitations as if freebsd-update(8) were being
run directly. The most important one is that only -RELEASE versions of FreeBSD are available with this method.

Update the basejail to the latest patched release of the version of FreeBSD on the host. For example, updating from
RELEASE-p1 to RELEASE-p2.

# ezjail-admin update -u

To upgrade the basejail to a new version, first upgrade the host system as described in £ 23.2.3, “B73FE LK E
FRE%FF4%" . Once the host has been upgraded and rebooted, the basejail can then be upgraded. freebsd-update(8)
has no way of determining which version is currently installed in the basejail, so the original version must be
specified. Use file(1) to determine the original version in the basejail:

# file /usr/jails/basejail/bin/sh

/usr/jails/basejail/bin/sh: ELF 64-bit LSB executable, x86-64, version 1 (FreeBSD), o
dynamically linked (uses shared libs), for FreeBSD 9.3, stripped

Now use this information to perform the upgrade from 9.3-RELEASE to the current version of the host system:

# ezjail-admin update -U -s 9.3-RELEASE

After updating the basejail, mergemaster(8) must be run to update each jail's configuration files.
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How to use mergemaster(8) depends on the purpose and trustworthiness of a jail. If a jail's services or users are
not trusted, then mergemaster(8) should only be run from within that jail:

&5 14.1. FEAMZEHY Jail fif mergemaster(8)

Delete the link from the jail's /usr/src into the basejail and create a new /usr/src in the jail as a
mountpoint. Mount the host computer's /usr/src read-only on the jail's new /usr/src mountpoint:

# rm /usr/jails/ jailname /usr/src

# mkdir /usr/jails/ jailname /usr/src
# mount -t nullfs -o ro /usr/src /usr/jails/ jailname /usr/src

Get a console in the jail:

# ezjail-admin console jailname
Inside the jail, run mergemaster . Then exit the jail console:
# cd /usr/src

# mergemaster -U
# exit

Finally, unmount the jail's /usr/src:

# umount /usr/jails/ jailname /usr/src

i) 14.2. £ (ZEHY Jail fif mergemaster(8)

If the users and services in a jail are trusted, mergemaster(8) can be run from the host:

# mergemaster -U -D /usr/jails/ jailname

14.6.4.2. ¥ #7 Port

The ports tree in the basejail is shared by the other jails. Updating that copy of the ports tree gives the other jails
the updated version also.

The basejail ports tree is updated with portsnap(8):
# ezjail-admin update -P

14.6.5. 1z 4] Jail

14.6.5.1. 1% .k 1% % Jail

ezjail automatically starts jails when the computer is started. Jails can be manually stopped and restarted with
stop and start:

# ezjail-admin stop sambajail
Stopping jails: sambajail.

By default, jails are started automatically when the host computer starts. Autostarting can be disabled with config:

# ezjail-admin config -r norun seldomjail
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This takes effect the next time the host computer is started. A jail that is already running will not be stopped.

Enabling autostart is very similar:

# ezjail-admin config -r run oftenjail
14.6.5.2. #t 4 232 7 Jail

Use archive to create a .tar.gz archive of a jail. The file name is composed from the name of the jail and the
current date. Archive files are written to the archive directory, /usr/jails/ezjail archives .A different archive
directory can be chosen by setting ezjail archivedir in the configuration file.

The archive file can be copied elsewhere as a backup, or an existing jail can be restored from it with restore. A
new jail can be created from the archive, providing a convenient way to clone existing jails.

Stop and archive a jail named wwwserver :
# ezjail-admin stop wwwserver
Stopping jails: wwwserver.

# ezjail-admin archive wwwserver

# 1s /usr/jails/ezjail-archives/
wwwserver-201407271153.13.tar.gz

Create a new jail named wwwserver-clone from the archive created in the previous step. Use the eml interface
and assign a new IP address to avoid conflict with the original:

# ezjail-admin create -a /usr/jails/ezjail_archives/wwwserver-201407271153.13.tar.¢
9z wwwserver-clone 'lol|127.0.3.1,em1|192.168.1.51"

14.6.6. %% 54 : £ Jail ¥ 523 BIND

Putting the BIND DNS server in a jail improves security by isolating it. This example creates a simple caching-only
name server.

« The jail will be called dns1.
+ The jail will use IP address 192.168.1.240 on the host's re0 interface.
* The upstream ISP's DNS servers are at 10.0.0.62 and 10.0.0.61.

+ The basejail has already been created and a ports tree installed as shown in i 14.6.2, “¥J15%E" .

#if 14.3. 7% Jail FR#4T BIND

Create a cloned loopback interface by adding a line to /etc/rc. conf :
cloned interfaces="1lol"
Immediately create the new loopback interface:

# service netif cloneup
Created clone interfaces: lol.

Create the jail:

# ezjail-admin create dnsl '101]|127.0.2.1,re0|192.168.1.240"

Start the jail, connect to a console running on it, and perform some basic configuration:

# ezjail-admin start dnsl
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Temporarily set the upstream DNS servers in /etc/resolv.conf so ports can be downloaded:

Still using the jail console, install dns/bind99.

Configure the name server by editing /usr/local/etc/namedb/named . conf

Create an Access Control List (ACL) of addresses and networks that are permitted to send DNS queries to
this name server. This section is added just before the options section already in the file:

Use the jail IP address in the listen-on setting to accept DNS queries from other computers on the
network:

A simple caching-only DNS name server is created by changing the forwarders section. The original file

o)
]
=
o+
O
=,
=
14

Uncomment the section by removing the /* and */ lines. Enter the IP addresses of the upstream DNS
servers. Immediately after the forwarders section, add references to the trusted ACL defined earlier:

Enable the service in /etc/rc.conf :
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Start and test the name server:
# service named start
wrote key file "/usr/local/etc/namedb/rndc.key"

Starting named.
# /usr/local/bin/dig @192.168.1.240 freebsd.org

A response that includes
;3 Got answer;

shows that the new DNS server is working. A long delay followed by a response including
;5 connection timed out; no servers could be reached

shows a problem. Check the configuration settings and make sure any local firewalls allow the new DNS
access to the upstream DNS servers.

The new DNS server can use itself for local name resolution, just like other local computers. Set the address
of the DNS server in the client computer's /etc/resolv.conf :

nameserver 192.168.1.240

A local DHCP server can be configured to provide this address for a local DNS server, providing automatic
configuration on DHCP clients.
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Written by Tom Rhodes.

15.1. Mt

FreeBSD supports security extensions based on the POSIX®.1e draft. These security mechanisms include file system
Access Control Lists (ff 13.9, “fzHEu#ss#jE B ) and Mandatory Access Control (MAC). MAC allows access control
modules to be loaded in order to implement security policies. Some modules provide protections for a narrow
subset of the system, hardening a particular service. Others provide comprehensive labeled security across all
subjects and objects. The mandatory part of the definition indicates that enforcement of controls is performed by
administrators and the operating system. This is in contrast to the default security mechanism of Discretionary
Access Control (DAC) where enforcement is left to the discretion of users.

This chapter focuses on the MAC framework and the set of pluggable security policy modules FreeBSD provides
for enabling various security mechanisms.

HETER ST

The terminology associated with the MAC framework.

The capabilities of MAC security policy modules as well as the difference between a labeled and non-labeled
policy.

+ The considerations to take into account before configuring a system to use the MAC framework.
+ Which MAC security policy modules are included in FreeBSD and how to configure them.
+ How to implement a more secure environment using the MAC framework.
+ How to test the MAC configuration to ensure the framework has been properly implemented.
TEFMGRRE R 2 i » M
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+ Have some familiarity with security and how it pertains to FreeBSD (& 13, %4 ).

i
=

T

O Improper MAC configuration may cause loss of system access, aggravation of users, or
inability to access the features provided by Xorg. More importantly, MAC should not be relied
upon to completely secure a system. The MAC framework only augments an existing security
policy. Without sound security practices and regular security checks, the system will never
be completely secure.

The examples contained within this chapter are for demonstration purposes and the example
settings should not be implemented on a production system. Implementing any security
policy takes a good deal of understanding, proper design, and thorough testing.

While this chapter covers a broad range of security issues relating to the MAC framework, the development of
new MAC security policy modules will not be covered. A number of security policy modules included with the
MAC framework have specific characteristics which are provided for both testing and new module development.



B

Refer to mac_test(4), mac_stub(4) and mac_none(4) for more information on these security policy modules and the
various mechanisms they provide.

15.2. B 4273

The following key terms are used when referring to the MAC framework:

+ compartment: a set of programs and data to be partitioned or separated, where users are given explicit access
to specific component of a system. A compartment represents a grouping, such as a work group, department,
project, or topic. Compartments make it possible to implement a need-to-know-basis security policy.

+ integrity: the level of trust which can be placed on data. As the integrity of the data is elevated, so does the
ability to trust that data.

+ level: the increased or decreased setting of a security attribute. As the level increases, its security is considered
to elevate as well.

« label: a security attribute which can be applied to files, directories, or other items in the system. It could be
considered a confidentiality stamp. When a label is placed on a file, it describes the security properties of that
file and will only permit access by files, users, and resources with a similar security setting. The meaning and
interpretation of label values depends on the policy configuration. Some policies treat a label as representing
the integrity or secrecy of an object while other policies might use labels to hold rules for access.

« multilabel: this property is a file system option which can be set in single-user mode using tunefs(8), during boot
using fstab(5), or during the creation of a new file system. This option permits an administrator to apply different
MAC labels on different objects. This option only applies to security policy modules which support labeling.

« single label: a policy where the entire file system uses one label to enforce access control over the flow of data.
Whenever multilabel is not set, all files will conform to the same label setting.

« object: an entity through which information flows under the direction of a subject. This includes directories,
files, fields, screens, keyboards, memory, magnetic storage, printers or any other data storage or moving device.
An object is a data container or a system resource. Access to an object effectively means access to its data.

+ subject: any active entity that causes information to flow between objects such as a user, user process, or system
process. On FreeBSD, this is almost always a thread acting in a process on behalf of a user.

« policy: a collection of rules which defines how objectives are to be achieved. A policy usually documents how
certain items are to be handled. This chapter considers a policy to be a collection of rules which controls the
flow of data and information and defines who has access to that data and information.

+ high-watermark: this type of policy permits the raising of security levels for the purpose of accessing higher level
information. In most cases, the original level is restored after the process is complete. Currently, the FreeBSD
MAC framework does not include this type of policy.

+ low-watermark: this type of policy permits lowering security levels for the purpose of accessing information
which is less secure. In most cases, the original security level of the user is restored after the process is complete.
The only security policy module in FreeBSD to use this is mac_lomac(4).

+ sensitivity: usually used when discussing Multilevel Security (MLS). A sensitivity level describes how important
or secret the data should be. As the sensitivity level increases, so does the importance of the secrecy, or
confidentiality, of the data.

15.3. 7 2 MAC 42

A MAC label is a security attribute which may be applied to subjects and objects throughout the system. When
setting a label, the administrator must understand its implications in order to prevent unexpected or undesired
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behavior of the system. The attributes available on an object depend on the loaded policy module, as policy modules
interpret their attributes in different ways.

The security label on an object is used as a part of a security access control decision by a policy. With some policies,
the label contains all of the information necessary to make a decision. In other policies, the labels may be processed
as part of a larger rule set.

There are two types of label policies: single label and multi label. By default, the system will use single label.
The administrator should be aware of the pros and cons of each in order to implement policies which meet the
requirements of the system's security model.

A single label security policy only permits one label to be used for every subject or object. Since a single label policy
enforces one set of access permissions across the entire system, it provides lower administration overhead, but
decreases the flexibility of policies which support labeling. However, in many environments, a single label policy
may be all that is required.

A single label policy is somewhat similar to DAC as root configures the policies so that users are placed in the
appropriate categories and access levels. A notable difference is that many policy modules can also restrict root.
Basic control over objects will then be released to the group, but root may revoke or modify the settings at any
time.

When appropriate, a multi label policy can be set on a UFS file system by passing multilabel to tunefs(8). A multi
label policy permits each subject or object to have its own independent MAC label. The decision to use a multi label
or single label policy is only required for policies which implement the labeling feature, such as biba, lomac, and
mls. Some policies, such as seeotheruids , portacl and partition, do not use labels at all.

Using a multi label policy on a partition and establishing a multi label security model can increase administrative
overhead as everything in that file system has a label. This includes directories, files, and even device nodes.

The following command will set multilabel on the specified UFS file system. This may only be done in single-
user mode and is not a requirement for the swap file system:

# tunefs -1 enable /

V=N
Some users have experienced problems with setting the multilabel flag on the root
partition. If this is the case, please review fj 15.8, “MAC ZERESEEHER" .

Since the multi label policy is set on a per-file system basis, a multi label policy may not be needed if the file system
layout is well designed. Consider an example security MAC model for a FreeBSD web server. This machine uses the
single label, biba/high, for everything in the default file systems. If the web server needs to run at biba/low to
prevent write up capabilities, it could be installed to a separate UFS /usr/local file system set at biba/low.

15.3.1. 2 8%

Virtually all aspects of label policy module configuration will be performed using the base system utilities. These
commands provide a simple interface for object or subject configuration or the manipulation and verification of
the configuration.

All configuration may be done using setfmac, which is used to set MAC labels on system objects, and setpmac,
which is used to set the labels on system subjects. For example, to set the biba MAC label to high on test:

# setfmac biba/high test

If the configuration is successful, the prompt will be returned without error. A common error is Permission denied
which usually occurs when the label is being set or modified on a restricted object. Other conditions may produce

273


https://www.FreeBSD.org/cgi/man.cgi?query=tunefs&sektion=8&manpath=freebsd-release-ports

RS OB

different failures. For instance, the file may not be owned by the user attempting to relabel the object, the object
may not exist, or the object may be read-only. A mandatory policy will not allow the process to relabel the file,
maybe because of a property of the file, a property of the process, or a property of the proposed new label value.
For example, if a user running at low integrity tries to change the label of a high integrity file, or a user running at
low integrity tries to change the label of a low integrity file to a high integrity label, these operations will fail.

The system administrator may use setpmac to override the policy module's settings by assigning a different label
to the invoked process:

# setfmac biba/high test

Permission denied

# setpmac biba/low setfmac biba/high test
# getfmac test

test: biba/high

For currently running processes, such as sendmail, getpmac is usually used instead. This command takes a process
ID (PID) in place of a command name. If users attempt to manipulate a file not in their access, subject to the rules
of the loaded policy modules, the Operation not permitted error will be displayed.

15.3.2. # e & & 912 4%

A few FreeBSD policy modules which support the labeling feature offer three predefined labels: low, equal, and
high, where:

+ low is considered the lowest label setting an object or subject may have. Setting this on objects or subjects blocks
their access to objects or subjects marked high.

« equal sets the subject or object to be disabled or unaffected and should only be placed on objects considered
to be exempt from the policy.

* high grants an object or subject the highest setting available in the Biba and MLS policy modules.

Such policy modules include mac_biba(4), mac_mls(4) and mac_lomac(4). Each of the predefined labels establishes
adifferent information flow directive. Refer to the manual page of the module to determine the traits of the generic
label configurations.

15.3.3. #1842 &

The Biba and MLS policy modules support a numeric label which may be set to indicate the precise level
of hierarchical control. This numeric level is used to partition or sort information into different groups of
classification, only permitting access to that group or a higher group level. For example:

biba/10:2+3+6(5:2+3-20:2+3+4+5+6)
may be interpreted as “Biba Policy Label/Grade 10:Compartments 2, 3 and 6: (grade 5 ...”)

In this example, the first grade would be considered the effective grade with effective compartments, the second
grade is the low grade, and the last one is the high grade. In most configurations, such fine-grained settings are
not needed as they are considered to be advanced configurations.

System objects only have a current grade and compartment. System subjects reflect the range of available rights
in the system, and network interfaces, where they are used for access control.

The grade and compartments in a subject and object pair are used to construct a relationship known as dominance,
in which a subject dominates an object, the object dominates the subject, neither dominates the other, or both
dominate each other. The “both dominate” case occurs when the two labels are equal. Due to the information flow
nature of Biba, a user has rights to a set of compartments that might correspond to projects, but objects also have
a set of compartments. Users may have to subset their rights using su or setpmac in order to access objects in a
compartment from which they are not restricted.
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15.3.4. 1 Al £4Z &%,

Users are required to have labels so that their files and processes properly interact with the security policy defined
on the system. This is configured in /etc/login.conf using login classes. Every policy module that uses labels
will implement the user class setting.

To set the user class default label which will be enforced by MAC, add a label entry. An example label entry
containing every policy module is displayed below. Note that in a real configuration, the administrator would never
enable every policy module. It is recommended that the rest of this chapter be reviewed before any configuration
is implemented.

default:\
:copyright=/etc/COPYRIGHT:\
:welcome=/etc/motd:\
:setenv=MAIL=/var/mail/$,BLOCKSIZE=K:\
:path=~/bin:/sbin:/bin:/usr/sbin:/usr/bin:/usr/local/sbin:/usr/local/bin:\
:manpath=/usr/share/man /usr/local/man:\
:nologin=/usr/sbin/nologin:\
:cputime=1h30m:\
:datasize=8M:\
:vmemoryuse=100M:\
:stacksize=2M:\
:memorylocked=4M:\
:memoryuse=8M:\
:filesize=8M:\
:coredumpsize=8M:\
:openfiles=24:\
:maxproc=32:\
ipriority=0:\
:requirehome:\
:passwordtime=91d:\
:umask=022:\
:ignoretime@:\
:label=partition/13,mls/5,biba/10(5-15),lomac/10[2]:

While users can not modify the default value, they may change their label after they login, subject to the constraints
of the policy. The example above tells the Biba policy that a process's minimum integrity is 5, its maximum is 15,
and the default effective label is 10. The process will run at 10 until it chooses to change label, perhaps due to the
user using setpmac, which will be constrained by Biba to the configured range.

After any change to login.conf , the login class capability database must be rebuilt using cap mkdb .

Many sites have a large number of users requiring several different user classes. In depth planning is required as
this can become difficult to manage.

15.3.5. @A @42 &

Labels may be set on network interfaces to help control the flow of data across the network. Policies using network
interface labels function in the same way that policies function with respect to objects. Users at high settings in
Biba, for example, will not be permitted to access network interfaces with a label of low.

When setting the MAC label on network interfaces, maclabel may be passed to ifconfig:

# ifconfig bge® maclabel biba/equal

This example will set the MAC label of biba/equal on the bge0 interface. When using a setting similar to biba/
high(low-high) , the entire label should be quoted to prevent an error from being returned.

Each policy module which supports labeling has a tunable which may be used to disable the MAC label on network
interfaces. Setting the label to equal will have a similar effect. Review the output of sysctl, the policy manual
pages, and the information in the rest of this chapter for more information on those tunables.
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Before implementing any MAC policies, a planning phase is recommended. During the planning stages, an
administrator should consider the implementation requirements and goals, such as:

* How to classify information and resources available on the target systems.
+ Which information or resources to restrict access to along with the type of restrictions that should be applied.
+ Which MAC modules will be required to achieve this goal.

A trial run of the trusted system and its configuration should occur before a MAC implementation is used on
production systems. Since different environments have different needs and requirements, establishing a complete
security profile will decrease the need of changes once the system goes live.

Consider how the MAC framework augments the security of the system as a whole. The various security policy
modules provided by the MAC framework could be used to protect the network and file systems or to block users
from accessing certain ports and sockets. Perhaps the best use of the policy modules is to load several security
policy modules at a time in order to provide a MLS environment. This approach differs from a hardening policy,
which typically hardens elements of a system which are used only for specific purposes. The downside to MLS is
increased administrative overhead.

The overhead is minimal when compared to the lasting effect of a framework which provides the ability to pick
and choose which policies are required for a specific configuration and which keeps performance overhead down.
The reduction of support for unneeded policies can increase the overall performance of the system as well as
offer flexibility of choice. A good implementation would consider the overall security requirements and effectively
implement the various security policy modules offered by the framework.

A system utilizing MAC guarantees that a user will not be permitted to change security attributes at will. All
user utilities, programs, and scripts must work within the constraints of the access rules provided by the selected
security policy modules and control of the MAC access rules is in the hands of the system administrator.

It is the duty of the system administrator to carefully select the correct security policy modules. For an
environment that needs to limit access control over the network, the mac_portacl(4), mac_ifoff(4), and mac_biba(4)
policy modules make good starting points. For an environment where strict confidentiality of file system objects
is required, consider the mac_bsdextended(4) and mac_mls(4) policy modules.

Policy decisions could be made based on network configuration. If only certain users should be permitted access
to ssh(1), the mac_portacl(4) policy module is a good choice. In the case of file systems, access to objects might
be considered confidential to some users, but not to others. As an example, a large development team might be
broken off into smaller projects where developers in project A might not be permitted to access objects written by
developers in project B. Yet both projects might need to access objects created by developers in project C. Using
the different security policy modules provided by the MAC framework, users could be divided into these groups
and then given access to the appropriate objects.

Each security policy module has a unique way of dealing with the overall security of a system. Module selection
should be based on a well thought out security policy which may require revision and reimplementation.
Understanding the different security policy modules offered by the MAC framework will help administrators
choose the best policies for their situations.

The rest of this chapter covers the available modules, describes their use and configuration, and in some cases,
provides insight on applicable situations.

MRS
TR

A Implementing MAC is much like implementing a firewall since care must be taken to
prevent being completely locked out of the system. The ability to revert back to a
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previous configuration should be considered and the implementation of MAC over a remote
connection should be done with extreme caution.

15.5. =T A &9 MAC £ 32 3L}

The default FreeBSD kernel includes options MAC. This means that every module included with the MAC
framework can be loaded with kldload as a run-time kernel module. After testing the module, add the module
name to /boot/loader.conf so that it will load during boot. Each module also provides a kernel option for those
administrators who choose to compile their own custom kernel.

FreeBSD includes a group of policies that will cover most security requirements. Each policy is summarized below.
The last three policies support integer settings in place of the three default labels.

15.5.1. MAC See Other UIDs # %

Module name; mac_seeotheruids.ko
Kernel configuration line: options MAC_SEEQOTHERUIDS
Boot option: mac_seeotheruids_load="YES"

The mac_seeotheruids(4) module extends the security.bsd.see other uids and
security.bsd.see other_gids sysctl tunables. This option does not require any labels to be set before
configuration and can operate transparently with other modules.

After loading the module, the following sysctl tunables may be used to control its features:

+ security.mac.seeotheruids.enabled enables the module and implements the default settings which deny
users the ability to view processes and sockets owned by other users.

 security.mac.seeotheruids.specificgid enabled allows specified groups to be exempt from this
policy. To exempt specific groups, use the security.mac.seeotheruids.specificgid= XXX sysctl tunable,
replacing XXX with the numeric group ID to be exempted.

* security.mac.seeotheruids.primarygroup_enabled  is used to exempt specific primary groups from this
policy. When using this tunable, security.mac.seeotheruids.specificgid enabled  may not be set.

15.5.2. MAC BSD Extended z{ %

Module name: mac_bsdextended. ko
Kernel configuration line: options MAC_BSDEXTENDED
Boot option: mac_bsdextended load="YES"

The mac_bsdextended(4) module enforces a file system firewall. It provides an extension to the standard file
system permissions model, permitting an administrator to create a firewall-like ruleset to protect files, utilities,
and directories in the file system hierarchy. When access to a file system object is attempted, the list of
rules is iterated until either a matching rule is located or the end is reached. This behavior may be changed
using security.mac.bsdextended.firstmatch enabled . Similar to other firewall modules in FreeBSD, a file
containing the access control rules can be created and read by the system at boot time using an rc.conf(5) variable.

The rule list may be entered using ugidfw(8) which has a syntax similar to ipfw(8). More tools can be written by
using the functions in the libugidfw(3) library.
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After the mac_bsdextended(4) module has been loaded, the following command may be used to list the current
rule configuration:

# ugidfw list
0 slots, O rules

By default, no rules are defined and everything is completely accessible. To create a rule which blocks all access
by users but leaves root unaffected:

# ugidfw add subject not uid root new object not uid root mode n

While this rule is simple to implement, it is a very bad idea as it blocks all users from issuing any commands. A
more realistic example blocks userl all access, including directory listings, to user2's home directory:

# ugidfw set 2 subject uid wuserl object uid user2 mode n
# ugidfw set 3 subject uid userl object gid user2 mode n

Instead of userl, not uid user2 could be used in order to enforce the same access restrictions for all users.
However, the root user is unaffected by these rules.

MRV
R
Extreme caution should be taken when working with this module as incorrect use could block
access to certain parts of the file system.

15.5.3. MAC Interface Silencing # %

Module name: mac_ifoff.ko
Kernel configuration line: options MAC_IFOFF
Boot option: mac_ifoff_ load="YES"

The mac_ifoff(4) module is used to disable network interfaces on the fly and to keep network interfaces from being
brought up during system boot. It does not use labels and does not depend on any other MAC modules.

Most of this module's control is performed through these sysctl tunables:
* security.mac.ifoff.lo enabled enables or disables all traffic on the loopback, lo(4), interface.

 security.mac.ifoff.bpfrecv enabled enables or disables all traffic on the Berkeley Packet Filter interface,
bpf(4).

+ security.mac.ifoff.other enabled enables or disables traffic on all other interfaces.

One of the most common uses of mac_ifoff(4) is network monitoring in an environment where network traffic
should not be permitted during the boot sequence. Another use would be to write a script which uses an application
such as security/aide to automatically block network traffic if it finds new or altered files in protected directories.

15.5.4. MAC Port Access Control 3 %

Module name: mac_portacl.ko
Kernel configuration line: MAC_PORTACL

Boot option: mac_portacl_load="YES"
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The mac_portacl(4) module is used to limit binding to local TCP and UDP ports, making it possible to allow non-root
users to bind to specified privileged ports below 1024.

Once loaded, this module enables the MAC policy on all sockets. The following tunables are available:

¢ security.mac.portacl.enabled enables or disables the policy completely.

+ security.mac.portacl.port_high sets the highest port number that mac_portacl(4) protects.

* security.mac.portacl.suser_exempt ,when setto anon-zero value, exempts the root user from this policy.

+ security.mac.portacl.rules specifies the policy as a text string of the form rule[, rule, ...] ,with as many
rules as needed, and where each rule is of the form idtype:id:protocol:port . The idtype is either uid or
gid. The protocol parameter can be tcp or udp. The port parameter is the port number to allow the specified
user or group to bind to. Only numeric values can be used for the user ID, group ID, and port parameters.

By default, ports below 1024 can only be used by privileged processes which run as root. For mac_portacl(4) to
allow non-privileged processes to bind to ports below 1024, set the following tunables as follows:

# sysctl security.mac.portacl.port_high=1023
# sysctl net.inet.ip.portrange.reservedlow=0
# sysctl net.inet.ip.portrange.reservedhigh=0

To prevent the root user from being affected by this policy, set security.mac.portacl.suser exempt toanon-
zero value.

# sysctl security.mac.portacl.suser_exempt=1

To allow the www user with UID 80 to bind to port 80 without ever needing root privilege:
# sysctl security.mac.portacl.rules=uid:80:tcp:80
This next example permits the user with the UID of 1001 to bind to TCP ports 110 (POP3) and 995 (POP3s):

# sysctl security.mac.portacl.rules=uid:1001:tcp:110,uid:1001:tcp:995

15.5.5. MAC Partition %

Module name: mac_partition.ko
Kernel configuration line: options MAC_PARTITION
Boot option: mac_partition_load="YES"

The mac_partition(4) policy drops processes into specific “partitions” based on their MAC label. Most configuration
for this policy is done using setpmac(8). One sysctl tunable is available for this policy:

* security.mac.partition.enabled enables the enforcement of MAC process partitions.

When this policy is enabled, users will only be permitted to see their processes, and any others within their
partition, but will not be permitted to work with utilities outside the scope of this partition. For instance, a user in
the insecure class will not be permitted to access top as well as many other commands that must spawn a process.

This example adds top to the label set on users in the insecure class. All processes spawned by users in the
insecure class will stay in the partition/13 label.

# setpmac partition/13 top

This command displays the partition label and the process list:

# ps Zax
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This command displays another user's process partition label and that user's currently running processes:

# ps -ZU trhodes

MRS
TR
Users can see processes in root's label unless the mac_seeotheruids(4) policy is loaded.

15.5.6. MAC Multi-Level Security #% 41

Module name: mac_mls.ko

Kernel configuration line: options MAC MLS

Boot option: mac_mls_load="YES"

The mac_mls(4) policy controls access between subjects and objects in the system by enforcing a strict information
flow policy.

I

n MLS environments, a “clearance” level is set in the label of each subject or object, along with compartments.

Since these clearance levels can reach numbers greater than several thousand, it would be a daunting task to
thoroughly configure every subject or object. To ease this administrative overhead, three labels are included in
this policy: mls/low, mls/equal , and mls/high , where:

Anything labeled with mls/low will have a low clearance level and not be permitted to access information of
a higher level. This label also prevents objects of a higher clearance level from writing or passing information
to a lower level.

mls/equal should be placed on objects which should be exempt from the policy.

mls/high isthe highest level of clearance possible. Objects assigned this label will hold dominance over all other
objects in the system; however, they will not permit the leaking of information to objects of a lower class.

MLS provides:

A hierarchical security level with a set of non-hierarchical categories.

Fixed rules of no read up, no write down . This means that a subject can have read access to objects on its
own level or below, but not above. Similarly, a subject can have write access to objects on its own level or above,
but not beneath.

Secrecy, or the prevention of inappropriate disclosure of data.

A basis for the design of systems that concurrently handle data at multiple sensitivity levels without leaking
information between secret and confidential.

The following sysctl tunables are available:

security.mac.mls.enabled is used to enable or disable the MLS policy.
security.mac.mls.ptys_equal labels all pty(4) devices as mls/equal during creation.

security.mac.mls.revocation enabled revokes access to objects after their label changes to a label of a
lower grade.

security.mac.mls.max_compartments setsthe maximum number of compartment levels allowed on a system.
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To manipulate MLS labels, use setfmac(8). To assign a label to an object:

# setfmac mls/5 test

To get the MLS label for the file test:

# getfmac test

Another approach is to create a master policy file in /etc/ which specifies the MLS policy information and to feed
that file to setfmac.

When using the MLS policy module, an administrator plans to control the flow of sensitive information. The default
block read up block write down sets everything to a low state. Everything is accessible and an administrator
slowly augments the confidentiality of the information.

Beyond the three basic label options, an administrator may group users and groups as required to block the
information flow between them. It might be easier to look at the information in clearance levels using descriptive
words, such as classifications of Confidential , Secret, and Top Secret. Some administrators instead create
different groups based on project levels. Regardless of the classification method, a well thought out plan must exist
before implementing a restrictive policy.

Some example situations for the MLS policy module include an e-commerce web server, a file server holding critical
company information, and financial institution environments.

15.5.7. MAC Biba #% 41

Module name: mac_biba.ko
Kernel configuration line: options MAC BIBA
Boot option: mac_biba_load="YES"

The mac_biba(4) module loads the MAC Biba policy. This policy is similar to the MLS policy with the exception that
the rules for information flow are slightly reversed. This is to prevent the downward flow of sensitive information
whereas the MLS policy prevents the upward flow of sensitive information.

In Biba environments, an “integrity” label is set on each subject or object. These labels are made up of hierarchical
grades and non-hierarchical components. As a grade ascends, so does its integrity.

Supported labels are biba/low, biba/equal , and biba/high , where:

* biba/low is considered the lowest integrity an object or subject may have. Setting this on objects or subjects
blocks their write access to objects or subjects marked as biba/high , but will not prevent read access.

* biba/equal should only be placed on objects considered to be exempt from the policy.

 biba/high permits writing to objects set at a lower label, but does not permit reading that object. It is
recommended that this label be placed on objects that affect the integrity of the entire system.

Biba provides:
« Hierarchical integrity levels with a set of non-hierarchical integrity categories.

« Fixed rules are no write up, no read down , the opposite of MLS. A subject can have write access to objects
on its own level or below, but not above. Similarly, a subject can have read access to objects on its own level or
above, but not below.

« Integrity by preventing inappropriate modification of data.

« Integrity levels instead of MLS sensitivity levels.
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The following tunables can be used to manipulate the Biba policy:
+ security.mac.biba.enabled isused toenable or disable enforcement of the Biba policy on the target machine.
+ security.mac.biba.ptys equal isused to disable the Biba policy on pty(4) devices.

* security.mac.biba.revocation enabled forces the revocation of access to objects if the label is changed to
dominate the subject.

To access the Biba policy setting on system objects, use setfmac and getfmac:

# setfmac biba/low test
# getfmac test
test: biba/low

Integrity, which is different from sensitivity, is used to guarantee that information is not manipulated by untrusted
parties. This includes information passed between subjects and objects. It ensures that users will only be able to
modify or access information they have been given explicit access to. The mac_biba(4) security policy module
permits an administrator to configure which files and programs a user may see and invoke while assuring that the
programs and files are trusted by the system for that user.

During the initial planning phase, an administrator must be prepared to partition users into grades, levels, and
areas. The system will default to a high label once this policy module is enabled, and it is up to the administrator
to configure the different grades and levels for users. Instead of using clearance levels, a good planning method
could include topics. For instance, only allow developers modification access to the source code repository, source
code compiler, and other development utilities. Other users would be grouped into other categories such as testers,
designers, or end users and would only be permitted read access.

Alower integrity subject is unable to write to a higher integrity subject and a higher integrity subject cannot list or
read a lower integrity object. Setting a label at the lowest possible grade could make it inaccessible to subjects. Some
prospective environments for this security policy module would include a constrained web server, a development
and test machine, and a source code repository. A less useful implementation would be a personal workstation, a
machine used as a router, or a network firewall.

15.5.8. MAC Low-watermark #% 41

Module name: mac_lomac.ko
Kernel configuration line: options MAC_LOMAC
Boot option: mac_lomac_load="YES"

Unlike the MAC Biba policy, the mac_lomac(4) policy permits access to lower integrity objects only after decreasing
the integrity level to not disrupt any integrity rules.

The Low-watermark integrity policy works almost identically to Biba, with the exception of using floating labels
to support subject demotion via an auxiliary grade compartment. This secondary compartment takes the form
[auxgrade] . When assigning a policy with an auxiliary grade, use the syntax lomac/10[2] , where 2 is the auxiliary
grade.

This policy relies on the ubiquitous labeling of all system objects with integrity labels, permitting subjects to read
from low integrity objects and then downgrading the label on the subject to prevent future writes to high integrity
objects using [auxgrade] . The policy may provide greater compatibility and require less initial configuration than
Biba.

Like the Biba and MLS policies, setfmac and setpmac are used to place labels on system objects:

# setfmac /usr/home/trhodes lomac/high[low]
# getfmac /usr/home/trhodes lomac/high[low]
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The auxiliary grade low is a feature provided only by the MAC LOMAC policy.

15.6. User Lock Down

This example considers a relatively small storage system with fewer than fifty users. Users will have login
capabilities and are permitted to store data and access resources.

For this scenario, the mac_bsdextended(4) and mac_seeotheruids(4) policy modules could co-exist and block access
to system objects while hiding user processes.

Begin by adding the following line to /boot/loader.conf :
mac_seeotheruids_load="YES"

The mac_bsdextended(4) security policy module may be activated by adding this line to /etc/rc.conf :
ugidfw_enable="YES"

Default rules stored in /etc/rc.bsdextended will be loaded at system initialization. However, the default entries
may need modification. Since this machine is expected only to service users, everything may be left commented
out except the last two lines in order to force the loading of user owned system objects by default.

Add the required users to this machine and reboot. For testing purposes, try logging in as a different user across
two consoles. Run ps aux to see if processes of other users are visible. Verify that running Is(1) on another user's
home directory fails.

Do not try to test with the root user unless the specific sysctls have been modified to block super user access.

TE

S When a new user is added, their mac_bsdextended(4) rule will not be in the ruleset list.
To update the ruleset quickly, unload the security policy module and reload it again using
kldunload(8) and kldload(8).

15.7. /£ MAC Jail 13 /i Nagios

This section demonstrates the steps that are needed to implement the Nagios network monitoring system in a
MAC environment. This is meant as an example which still requires the administrator to test that the implemented
policy meets the security requirements of the network before using in a production environment.

This example requires multilabel to be set on each file system. It also assumes that net-mgmt/nagios-plugins,
net-mgmt/nagios, and www/apache22 are all installed, configured, and working correctly before attempting the
integration into the MAC framework.

15.7.1. 2 5 R 26948 A 4 48 7
Begin the procedure by adding the following user class to /etc/login. conf :

insecure:\

:copyright=/etc/COPYRIGHT:\

:welcome=/etc/motd:\

:setenv=MAIL=/var/mail/$,BLOCKSIZE=K:\
:path=~/bin:/sbin:/bin:/usr/sbin:/usr/bin:/usr/local/sbin:/usr/local/bin
:manpath=/usr/share/man /usr/local/man:\
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Then, add the following line to the default user class section:

Save the edits and issue the following command to rebuild the database:

15.7.2. st A& A &

Set the root user to the default class using:

All user accounts that are not root will now require a login class. The login class is required, otherwise users will
be refused access to common commands. The following sh script should do the trick:

Next, drop the nagios and www accounts into the insecure class:

15.7.3. 72 5 B % 4% (Context File)

A contexts file should now be created as /etc/policy.contexts :

2
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# For Nagios:
/usr/local/etc/nagios(/.*)? biba/10

/var/spool/nagios(/.*)? biba/10

# For apache
/usr/local/etc/apache(/.*)? biba/10

This policy enforces security by setting restrictions on the flow of information. In this specific configuration, users,
including root, should never be allowed to access Nagios. Configuration files and processes that are a part of Nagios
will be completely self contained or jailed.

This file will be read after running setfsmac on every file system. This example sets the policy on the root file
system:

# setfsmac -ef /etc/policy.contexts /

Next, add these edits to the main section of /etc/mac.conf :
default labels file ?biba
default labels ifnet ?biba

default labels process ?biba
default labels socket ?biba

15.7.4. A2 XEE
To finish the configuration, add the following lines to /boot/loader.conf :
mac_biba load="YES"

mac_seeotheruids load="YES"
security.mac.biba.trust _all interfaces=1

And the following line to the network card configuration stored in /etc/rc.conf . If the primary network
configuration is done via DHCP, this may need to be configured manually after every system boot:

maclabel biba/equal
15.7.5. Al:X % €

First, ensure that the web server and Nagios will not be started on system initialization and reboot. Ensure that
root cannot access any of the files in the Nagios configuration directory. If root can list the contents of /var/
spool/nagios , something is wrong. Instead, a “permission denied” error should be returned.

If all seems well, Nagios, Apache, and Sendmail can now be started:

# cd /etc/mail && make stop && \
setpmac biba/equal make start && setpmac biba/10\(10-10\) apachectl start && \
setpmac biba/10\(10-10\) /usr/local/etc/rc.d/nagios.sh forcestart

Double check to ensure that everything is working properly. If not, check the log files for error messages. If needed,
use sysctl(8) to disable the mac_biba(4) security policy module and try starting everything again as usual.

NETRET,
e
The root user can still change the security enforcement and edit its configuration files. The
following command will permit the degradation of the security policy to a lower grade for
anewly spawned shell:

# setpmac biba/10 csh
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To block this from happening, force the user into a range using login.conf(5). If setpmac(8)
attempts to run a command outside of the compartment's range, an error will be returned
and the command will not be executed. In this case, set root to biba/high(high-high) .

15.8. MAC £ 4% 52 sk BE /7

This section discusses common configuration errors and how to resolve them.

The multilabel flag does not stay enabled on the root (/) partition:
The following steps may resolve this transient error:

1.

2.

Edit /etc/fstab and set the root partition to ro for read-only.

Reboot into single user mode.

Run tunefs -1 enable on/.

Reboot the system.

Run mount -urw / and change the ro back to rw in /etc/fstab and reboot the system again.

Double-check the output from mount to ensure that multilabel has been properly set on the root file
system.

After establishing a secure environment with MAC, Xorg no longer starts:
This could be caused by the MAC partition policy or by a mislabeling in one of the MAC labeling policies.
To debug, try the following:

1.

Check the error message. If the user is in the insecure class, the partition policy may be the culprit.
Try setting the user's class back to the default class and rebuild the database with cap _mkdb . If this does
not alleviate the problem, go to step two.

Double-check that the label policies are set correctly for the user, Xorg, and the /dev entries.

If neither of these resolve the problem, send the error message and a description of the environment to
the FreeBSD general questions mailing list.

The _secure_path: unable to stat .login_conf error appears:
This error can appear when a user attempts to switch from the root user to another user in the system. This
message usually occurs when the user has a higher label setting than that of the user they are attempting to
become. For instance, if joe has a default label of biba/low and root has a label of biba/high, root cannot
view joe's home directory. This will happen whether or not root has used su to become joe as the Biba
integrity model will not permit root to view objects set at a lower integrity level.

The system no longer recognizes root:
When this occurs, whoami returns 0 and su returns who are you?.

This can happen if a labeling policy has been disabled by sysctl(8) or the policy module was unloaded. If the
policy is disabled, the login capabilities database needs to be reconfigured. Double check /etc/login.conf
to ensure that all label options have been removed and rebuild the database with cap_mkdb .

This may also happen if a policy restricts access to master.passwd . This is usually caused by an administrator
altering the file under a label which conflicts with the general policy being used by the system. In these cases,
the user information would be read by the system and access would be blocked as the file has inherited the
new label. Disable the policy using sysctl(8) and everything should return to normal.
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Written by Tom Rhodes and Robert Watson.

16.1. A it

The FreeBSD operating system includes support for security event auditing. Event auditing supports reliable, fine-
grained, and configurable logging of a variety of security-relevant system events, including logins, configuration
changes, and file and network access. These log records can be invaluable for live system monitoring, intrusion
detection, and postmortem analysis. FreeBSD implements Sun™'s published Basic Security Module (BSM)
Application Programming Interface (API) and file format, and is interoperable with the Solaris™ and Mac 0S® X
audit implementations.

This chapter focuses on the installation and configuration of event auditing. It explains audit policies and provides
an example audit configuration.

RETTIEE > T

+ What event auditing is and how it works.

+ How to configure event auditing on FreeBSD for users and processes.

* How to review the audit trail using the audit reduction and review tools.

TERR AP 2 2 AT » AR

* T f# UNIX® }; FreeBSD it (2 3, FreeBSD £ i) o

+ Be familiar with the basics of kernel configuration/compilation (2 8, & FreeBSD #%.0).

+ Have some familiarity with security and how it pertains to FreeBSD (2= 13, 224 1H).
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O The audit facility has some known limitations. Not all security-relevant system events are
auditable and some login mechanisms, such as Xorg-based display managers and third-party
daemons, do not properly configure auditing for user login sessions.

The security event auditing facility is able to generate very detailed logs of system activity.
On a busy system, trail file data can be very large when configured for high detail, exceeding
gigabytes a week in some configurations. Administrators should take into account the disk
space requirements associated with high volume audit configurations. For example, it may be
desirable to dedicate a file system to /var/audit so that other file systems are not affected
if the audit file system becomes full.

16.2. B 439

The following terms are related to security event auditing:

« event: an auditable event is any event that can be logged using the audit subsystem. Examples of security-
relevant events include the creation of a file, the building of a network connection, or a user logging in. Events are
either “attributable”, meaning that they can be traced to an authenticated user, or “non-attributable”. Examples



TEERHE

of non-attributable events are any events that occur before authentication in the login process, such as bad
password attempts.

class: a named set of related events which are used in selection expressions. Commonly used classes of events
include “file creation” (fc), “exec” (ex), and “login_logout” (lo).

record: an audit log entry describing a security event. Records contain a record event type, information on the
subject (user) performing the action, date and time information, information on any objects or arguments, and
a success or failure condition.

trail: alog file consisting of a series of audit records describing security events. Trails are in roughly chronological
order with respect to the time events completed. Only authorized processes are allowed to commit records to
the audit trail.

selection expression: a string containing a list of prefixes and audit event class names used to match events.

preselection: the process by which the system identifies which events are of interest to the administrator. The
preselection configuration uses a series of selection expressions to identify which classes of events to audit for
which users, as well as global settings that apply to both authenticated and unauthenticated processes.

reduction: the process by which records from existing audit trails are selected for preservation, printing,
or analysis. Likewise, the process by which undesired audit records are removed from the audit trail. Using
reduction, administrators can implement policies for the preservation of audit data. For example, detailed audit
trails might be kept for one month, but after that, trails might be reduced in order to preserve only login
information for archival purposes.

16.3. #& &3

=

User space support for event auditing is installed as part of the base FreeBSD operating system. Kernel support
is available in the GENERIC kernel by default, and auditd(8) can be enabled by adding the following line to /etc/

rc.conf:

auditd enable="YES"

Then, start the audit daemon:

# service auditd start

Users who prefer to compile a custom kernel must include the following line in their custom kernel configuration

file:

options AUDIT

16.3.1. FHEF L TE

Selection expressions are used in a number of places in the audit configuration to determine which events should
be audited. Expressions contain a list of event classes to match. Selection expressions are evaluated from left to
right, and two expressions are combined by appending one onto the other.

FH 161, “FTEHEEHEHLEY]” summarizes the default audit event classes:

FA% 16,1 FHRAEE TR

Ep I A E{E
all all Match all event classes.
aa authentication and authorization

288


https://www.FreeBSD.org/cgi/man.cgi?query=auditd&sektion=8&manpath=freebsd-release-ports

16 ZEFMHEE

Ll eyt B B

ad administrative Administrative actions performed on
the system as a whole.

ap application Application defined action.

cl file close Audit calls to the close system call.

ex exec Audit program execution. Auditing
of command line arguments
and environmental variables is
controlled via audit_control(5) using
the argv and envv parameters to the
policy setting.

fa file attribute access Audit the access of object attributes
such as stat(1) and pathconf{(2).

fc file create Audit events where afile is created as
a result.

fd file delete Audit events where file deletion
occurs.

fm file attribute modify Audit events where file attribute
modification occurs, such as by
chown(8), chflags(1), and flock(2).

fr file read Audit events in which data is read or
files are opened for reading.

fw file write Audit events in which data is written
or files are written or modified.

io ioctl Audit use of the ioctl system call.

ip ipc Audit various forms of Inter-Process
Communication, including POSIX
pipes and System V IPC operations.

lo login_logout Audit login(1) and logout(1) events.

na non attributable Audit non-attributable events.

no invalid class Match no audit events.

nt network Audit events related to network
actions such as connect(2) and
accept(2).

ot other Audit miscellaneous events.

pc process Audit process operations such as

These audit event classes may be customized by modifying the audit class

exec(3) and exit(3).

and audit_event configuration files.

Each audit event class may be combined with a prefix indicating whether successful/failed operations are matched,
and whether the entry is adding or removing matching for the class and type. 4% 16.2, “FEEEEENFEE”

summarizes the available prefixes:

FA 16,2 MEFMHFHEBTHE

TH

HiE

+

Audit successful events in this class.

Audit failed events in this class.
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A Audit neither successful nor failed events in this class.
At Do not audit successful events in this class.

A- Do not audit failed events in this class.

If no prefix is present, both successful and failed instances of the event will be audited.

The following example selection string selects both successful and failed login/logout events, but only successful
execution events:

lo, +ex

16.3.2. L T 4%
The following configuration files for security event auditing are found in /etc/security :
+ audit class : contains the definitions of the audit classes.

+ audit control : controls aspects of the audit subsystem, such as default audit classes, minimum disk space to
leave on the audit log volume, and maximum audit trail size.

+ audit event : textual names and descriptions of system audit events and a list of which classes each event is in.
+ audit user : user-specific audit requirements to be combined with the global defaults at login.

* audit_warn: a customizable shell script used by auditd(8) to generate warning messages in exceptional
situations, such as when space for audit records is running low or when the audit trail file has been rotated.

A
=

O Audit configuration files should be edited and maintained carefully, as errors in configuration
may result in improper logging of events.

Ij

In most cases, administrators will only need to modify audit control and audit_user . The first file controls
system-wide audit properties and policies and the second file may be used to fine-tune auditing by user.

16.3.2.1. The audit_control File

A number of defaults for the audit subsystem are specified in audit control :

dir:/var/audit
dist:off
flags:lo,aa
minfree:5
naflags:lo,aa
policy:cnt,argv
filesz:2M
expire-after:10M

The dir entry is used to set one or more directories where audit logs will be stored. If more than one directory
entry appears, they will be used in order as they fill. It is common to configure audit so that audit logs are stored
on a dedicated file system, in order to prevent interference between the audit subsystem and other subsystems
if the file system fills.

If the dist field is set to on or yes, hard links will be created to all trail files in /var/audit/dist .
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The flags field sets the system-wide default preselection mask for attributable events. In the example above,
successful and failed login/logout events as well as authentication and authorization are audited for all users.

The minfree entry defines the minimum percentage of free space for the file system where the audit trail is stored.

The naflags entry specifies audit classes to be audited for non-attributed events, such as the login/logout process
and authentication and authorization.

The policy entry specifies a comma-separated list of policy flags controlling various aspects of audit behavior.
The cnt indicates that the system should continue running despite an auditing failure (this flag is highly
recommended). The other flag, argv, causes command line arguments to the execve(2) system call to be audited
as part of command execution.

The filesz entry specifies the maximum size for an audit trail before automatically terminating and rotating the
trail file. A value of 0 disables automatic log rotation. If the requested file size is below the minimum of 512k, it
will be ignored and a log message will be generated.

The expire-after field specifies when audit log files will expire and be removed.
16.3.2.2. The audit_user File

The administrator can specify further audit requirements for specific users in audit_user . Each line configures
auditing for a user via two fields: the alwaysaudit field specifies a set of events that should always be audited for
the user, and the neveraudit field specifies a set of events that should never be audited for the user.

The following example entries audit login/logout events and successful command execution for root and file
creation and successful command execution for www. If used with the default audit control ,the lo entry for root
is redundant, and login/logout events will also be audited for www.

root:lo,+ex:no
www: fc,+ex:no

16.4. =5/ 54 %

Since audit trails are stored in the BSM binary format, several built-in tools are available to modify or convert these
trails to text. To convert trail files to a simple text format, use praudit . To reduce the audit trail file for analysis,
archiving, or printing purposes, use auditreduce . This utility supports a variety of selection parameters, including
event type, event class, user, date or time of the event, and the file path or object acted on.

For example, to dump the entire contents of a specified audit log in plain text:

# praudit /var/audit/ AUDITFILE
Where AUDITFILE is the audit log to dump.

Audit trails consist of a series of audit records made up of tokens, which praudit prints sequentially, one per line.
Each token is of a specific type, such as header (an audit record header) or path (a file path from a name lookup).
The following is an example of an execve event:

header,133,10,execve(2),0,Mon Sep 25 15:58:03 2006, + 384 msec

exec arg, finger,doug

path, /usr/bin/finger

attribute, 555, root,wheel, 90,24918,104944

subject, robert, root,wheel, root,wheel,38439,38032,42086,128.232.9.100
return,success,0

trailer, 133

This audit represents a successful execve call, in which the command finger doug has been run. The exec arg
token contains the processed command line presented by the shell to the kernel. The path token holds the path to
the executable as looked up by the kernel. The attribute token describes the binary and includes the file mode.
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The subject token stores the audit user ID, effective user ID and group ID, real user ID and group ID, process
ID, session ID, port ID, and login address. Notice that the audit user ID and real user ID differ as the user robert
switched to the root account before running this command, but it is audited using the original authenticated user.
The return token indicates the successful execution and the trailer concludes the record.

XML output format is also supported and can be selected by including -x.

Since audit logs may be very large, a subset of records can be selected using auditreduce . This example selects all
audit records produced for the user trhodes stored in AUDITFILE :

# auditreduce -u trhodes /var/audit/ AUDITFILE | praudit

Members of the audit group have permission to read audit trails in /var/audit . By default, this group is empty,
so only the root user can read audit trails. Users may be added to the audit group in order to delegate audit
review rights. As the ability to track audit log contents provides significant insight into the behavior of users and
processes, it is recommended that the delegation of audit review rights be performed with caution.

16.4.1. 1# )i Audit Pipes Bp ¥ B 47,

Audit pipes are cloning pseudo-devices which allow applications to tap the live audit record stream. This is
primarily of interest to authors of intrusion detection and system monitoring applications. However, the audit
pipe device is a convenient way for the administrator to allow live monitoring without running into problems with
audit trail file ownership or log rotation interrupting the event stream. To track the live audit event stream:

# praudit /dev/auditpipe

By default, audit pipe device nodes are accessible only to the root user. To make them accessible to the members
of the audit group, add a devfs rule to /etc/devfs.rules :

add path 'auditpipe*' mode 0440 group audit

See devfs.rules(5) for more information on configuring the devfs file system.

e

=

o It is easy to produce audit event feedback cycles, in which the viewing of each audit event
results in the generation of more audit events. For example, if all network 1/0 is audited, and
praudit is run from an SSH session, a continuous stream of audit events will be generated
at a high rate, as each event being printed will generate another event. For this reason, it
is advisable to run praudit on an audit pipe device from sessions without fine-grained 1/
0 auditing.

I

16.4.2. #7325 & 45 Audit Trail 4%

Audit trails are written to by the kernel and managed by the audit daemon, auditd(8). Administrators should not
attempt to use newsyslog.conf(5) or other tools to directly rotate audit logs. Instead, audit should be used to shut
down auditing, reconfigure the audit system, and perform log rotation. The following command causes the audit
daemon to create a new audit log and signal the kernel to switch to using the new log. The old log will be terminated
and renamed, at which point it may then be manipulated by the administrator:

# audit -n
If auditd(8) is not currently running, this command will fail and an error message will be produced.

Adding the following line to /etc/crontab will schedule this rotation every twelve hours:

0 */12 * * * root /usr/sbin/audit -n
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The change will take effect once /etc/crontab is saved.

Automatic rotation of the audit trail file based on file size is possible using filesz inaudit control asdescribed
in ffj 16.3.2.1, “The audit_control File”.

As audit trail files can become very large, it is often desirable to compress or otherwise archive trails once they
have been closed by the audit daemon. The audit warn script can be used to perform customized operations for a
variety of audit-related events, including the clean termination of audit trails when they are rotated. For example,
the following may be added to /etc/security/audit warn to compress audit trails on close:

#
# Compress audit trail files on close.
#
if [ "$1" = closefile -]; then
gzip -9 $2
fi

Other archiving activities might include copying trail files to a centralized server, deleting old trail files, or reducing
the audit trail to remove unneeded records. This script will be run only when audit trail files are cleanly terminated,
so will not be run on trails left unterminated following an improper shutdown.
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17.1. #at

7 BB 017175 FreeBSD T i YA T 7RI » 8605 SCSI J% IDE R ~ CD % DVD fiH48 - 3f gt
USB B -

AHSEEE - BT

* HN{AFE FreeBSD RAFANNBINHIRERE ©

* AN{AFE FreeBSD JEIGRLRR AT HIEAI RN ©

* AN{ATEE FreeBSD fitf] USB G744 E -

* HN{AFE FreeBSD AR A CD ¢ DVD g

* AN{AE FI7E FreeBSD N Al F UM (DR o
e LR RS R o

TR R RGP (Snapshot) LUK AT ARG
« Wnfl s FAFC AR (Quota) ZFR I e =S Rl (i FH & -

o AN RR KA s R R

« ANfATECE R T i (Highly available) o 7748 <
TEBR AP DE 2 1Y - AR

o THEANAAT BOE N LR HY FreeBSD A% 0 o

17.2. o A w5 BE
Originally contributed by David O'Brien.

A A AT I AKTHY SATA TARRE] H 5 U —EARRROBESS L - B ICZRIPARERS AR AL ~ 8%
KRR RS R R BRI B R Bk 2 S B R - EHTVE BN R AL BN root e

%% /var/run/dnesg.boot  HEHESEACH B ATRIRE © 74 » 1L adal FEIEHTHI A KT SATA R -

FEAGI R > SAEFTHIHIRR B B — R EIE - (A GPT o) #3A% xR Es B i A 1122 ) MBR 4
1o

T
W

T
@ FEFINARIHERRANZ 2 5 - ATLUfEA] gpart delete ZRBSERERI D HIEEM - 5825
gpart(8) BUSHEA & -

B ST FIRME A R B A —(E B8 - BLAEHT RO R ARG HEAURE T (3 P EOR A RE RS B B A/ (Block
size) » AP EET 1 MB g8 5

# gpart create -s GPT adal
# gpart add -t freebsd-ufs -a 1M adal


http://en.wikipedia.org/wiki/GUID_Partition_Table
https://www.FreeBSD.org/cgi/man.cgi?query=gpart&sektion=8&manpath=freebsd-release-ports

B/ IE AR

BB > AT LLE BN EIR - 3525 gpart(8) KBS L E/N ) # R ATEE -
R oy 1 I B AR T LAGE A gpart show A

% gpart show adal

= 34 1465146988 adal GPT (699G)
34 2014 - free - (1.0M)
2048 1465143296 1 freebsd-ufs (699G)
1465145344 1678 - free - (839K)

TEBTRETRA T 0 % 18 R AR -
# newfs -U /dev/adalpl

AL —E S B SRR RS (mountpoint) » —{E7EJFUR WARRAUREZE R4 b W] AR BN AR A Ar
R

# mkdir /newdisk
1% > ARG B MR /etc/fstab » FREB)REG B B ENECHTARLE -
/dev/adalpl /newdisk ufs rw 2 2

HRIRGTRR ] F B - BHE RSB R

# mount /newdisk

17.3. T KN LYR3G mt sk
Originally contributed by Allan Jude.

RERRAD A B AT LI EANGE B Bl CAFE RV EOR) © BN H & FITERR SR as - 2R SR N H R 2
IR o A& RFHARRBG AR & 60 A\ 2] USB BE &1 » (HANLA (R & AR - iR M an& HEoR )
Bl Y RARR N AR E RSB A & -

TEE B RO MR SE AT LB /var/run/dnesg.boot o TEAR(IH » RS FUE—(H SATA fif
B > PG L ada0 £7: -

FI| AR R E R B R EE H BIRRE
# gpart show ada0

= 34 83886013 ada® GPT (48G) [CORRUPT]
34 128 1 freebsd-boot (64k)
162 79691648 2 freebsd-ufs (38G)
79691810 4194236 3 freebsd-swap (2G)
83886046 1 - free - (512B)

TE
S ERECER GPT HEIEEAMAETAL » ATRE SRR A “C188E (corrupted)” [ A
GPT 1oy 43 8| & B AN FAENETRAS . o 5 F gpart 2R IEf1r4 E &

# gpart recover ada@
ada0® recovered

B ERGTR RSN ] EAETT DAOR R 2 BB 8 A » i mT LA e A M 0 11

# gpart show ada@
= 34 102399933 ada® GPT (48G)
34 128 1 freebsd-boot (64k)
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162 79691648
79691810 4194236
83886046 18513921

2 freebsd-ufs (38G)
3 freebsd-swap (2G)
- free - (8.8G)

5351 18 X BB SR /INE SRR A P 25 R o TESE (R TR SRR A 5y F1 [ R 2 (Swap) 43I ﬁ’ﬁ"”*
18 5 1 A 2 T B E SO/ E 8 o B A TR R - B DUAT L2 RS ~ MHER - 28
BREER MO FIER N ZHERE -

# swapoff /dev/adaOp3

# gpart delete -i 3 ada@
adaOp3 deleted

# gpart show ada0

= 34 102399933 ada® GPT (48G)
34 128 1 freebsd-boot (64k)
162 79691648 2 freebsd-ufs (38G)
79691810 22708157 - free - (10G)
R He
(3¢ S
EHENER AR e HIER g ERERNER o &IFH T EEAREEESR

AGHIEDLT (€] Live CD-ROM uf; USB 45 ) $AT LU N A BR - BEARANIL » & 5 2k
HHIRS - TERARA GEOM %2 &I HEZ 12 7] IFE MBI SR A M LB U H I 3% -

# sysctl kern.geom.debugflags=16

E R HIE A (RE EARERR B
WG TE S —(F BRI -

# gpart resize -i 2 -a 4k -s 47G ada@
adalp2 resized
# gpart show ada@
= 34 102399933 ada® GPT (48G)
34 128 1 freebsd-boot (64k)
162 98566144 2 freebsd-ufs (47G)
98566306 3833661 - free - (1.8G)

S RIEEIR/N B EEER GBS EIE A » D& FrERR

BTN A F [

# gpart add -t freebsd-swap -a 4k ada@
adaOp3 added

# gpart show ada@

=> 34 102399933 ada® GPT (48G)

34 128 1 freebsd-boot (64k)
162 98566144 2 freebsd-ufs (47G)
98566306 3833661 3 freebsd-swap (1.8G)

# swapon /dev/adaOp3

M UFS 1R A GUME H Ei o #I AN Z R A &

TR
E JBE7E FreeBSD 10.0-RELEASE 55,7 ARG AIRAE {1711 UFS HER R4 » BERTRORUA
fiy i

# growfs /dev/adaOp2
Device is mounted read-write; resizing will result in temporary write suspension for /.
It's strongly recommended to make a backup before growing the file system.
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USB {48 &

0K to grow file system on /dev/ada@p2, mounted on /, from 38GB to 47GB? [Yes/No] Yes
super-block backups (for fsck -b #) at:

80781312, 82063552, 83345792, 84628032, 85910272, 87192512, 88474752,

89756992, 91039232, 92321472, 93603712, 94885952, 96168192, 97450432

B I B SR A A 0B R F R/ N AR B D A R AR == ]

17.4. USB & % % &
Contributed by Marc Fonvieille.

A ZAMNER AR BRI > BINRERE ~ USB BEBEEN CD Bl DVD SRRk (6 FHIE H 75
(Universal Serial Bus, USB) » FreeBSD 2t T %} USB 1.x, 2.0 % 3.0 #E B2 -

{E /U\
E A B ANFE 2T USB 3.0 » 12 Haswell (Lynx point) 4 540 » % FreeBSD BE#EHI IR
failed with error 19 3| & » #51F 4% BIOS B EH xHCI/USB3 o

# USB FEFERERSCRE A GENERIC 0 - 5 & HEI L » SEHEEEN OREMRTHH T II%T

ACE .

device scbus # SCSI bus (required for ATA/SCSI)

device da # Direct Access (disks)

device pass # Passthrough device (direct ATA/SCSI access)
device uhci # provides USB 1.x support

device ohci # provides USB 1.x support

device ehci # provides USB 2.0 support

device xhci # provides USB 3.0 support

device usb # USB Bus (required)

device umass # Disks/Mass storage - Requires scbus and da
device cd # needed for CD and DVD burners

FreeBSD {ifij umass(4) BREI 278 SCSI T RAACHEHL USB BE1FHEE » RILIT (7 RSiHI USB S B &L
SCSI 468 23 » #5 USB 458 & CD & DVD BEsit% » 35N EE B 3T 03 F3] i device atapicam o

T S E YT TAREE FreeBSD RESIMESR USB BATRHE B LUR I ML E 35 B -
1741 £ B %

ZLHIE USB B50€ - A A USB HRE » SRIZfEH] dmesg ZCHERD A MERNUE S T 15 A HY SRR RA R » AZETE
LU

umassO: <STECH Simple Drive, class 0/0, rev 2.00/1.04, addr 3> on usbus0®
umass0: SCSI over Bulk-Only; quirks = 0x0100

umass0:4:0:-1: Attached to scbus4

da® at umass-sim® bus O scbus4 target 0 lun 0

dal: <STECH Simple Drive 1.04> Fixed Direct Access SCSI-4 device

da0: Serial Number WD-WXE508CAN263

da0: 40.000MB/s transfers

da0: 152627MB (312581808 512 byte sectors: 255H 63S/T 19457C)

da0: quirks=0x2<NO 6 BYTE>

RIS E G H R FEIFIRRE - HE i (da0) ~ K/ -
& USB 4% B ] LUURy SCST RSl » (£ R] {2 camcontrol Zed| Hi B EE I R ATHY USB A7 4¢E -

# camcontrol devlist
<STECH Simple Drive 1.04> at scbus4 target 0 lun 0 (pass3,da0)
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2% » A LLfE A usbconfig AKFI 46 E - 352 usbeonfig(s) AU £ A RAMLIE L HI &R -

# usbconfig
ugen0.3: <Simple Drive STECH> at usbus0, cfg=0 md=HOST spd=HIGH (480Mbps) pwr=0N (2mA)

BB MRS  FE2F I 17.2, "IIARLER" PEBIWME USB REBRAS UL B N o #] B A
B - FREBR AR AL > W root (R 6 3.7, “HEEHEIEER AR PRSI SRR -

X

TR E R — R G A E N Hoh — AR T RAE R pw(8) FFT A 45 B0 I AUy operator AR
FURLE © #3% » #5 THIAITIN /etc/devfs. rules ZfSHfE(R operator BEFGEHUEHA ASEE

K He
L=

BRFFARPUF LRI & B EETIEEE » WBAR vfs.usermount » ZEARFAHANT - fiE
ZEWNAEAREBELENEZEN » REWERARLAGHEEREE -

[localrules=5]
add path 'da*' mode 0660 group operator

NESRETEN
EE

RGN RIRR S T A SCSI AR » sE R AT T ¢
add path 'da[3-9]*' mode 0660 group operator

E G ¢ operator FEAH THHERRET = { SCSI {H (dad %] da2) » HEEEHUA 3 Ky AHE SCSIfif
BEAOARES o 75 2% devis.rules(s) ZRHUS 3 275 BULIE RV KRR -

B3 fE /etc/rc.conf BHFEIRAIN :

devfs system ruleset="localrules"

SRR » IMALLUNATE] /ete/sysctl.conf FEORAK AFFIEH (EHEHEIER AR
vfs.usermount=1

B AEE NREBBAIE AR > AT sysctl e RV e E ([ #EL

# sysctl vfs.usermount=1
vfs.usermount: 0 -> 1

B (R —(EP B T L BN RE R A B B 8% BN R AR & A E (A H ek o HA— (i
15725 root FATHRZAE A EPEARIT H #k /mnt/ username o {£ NEHY T - 515 username k% (&
B A2 RE L1 usergroup B R RZ (i I E AU 2EARAR ¢

# mkdir /mnt/ username
# chown username :usergroup /mnt/username

RN EA&7E A USB BE &4 - H 2 Hi¥H /dev/da0sl #&8 o 48 FAT M5 AURE 2 74t - AIME R & Al (A
DI BEEZE R A

% mount -t msdosfs -o -m=644,-M=755 /dev/da@sl /mnt/ username

TEHEE W] IR IRET » /A

% umount /mnt/ username

FEBRZ1Z  ARMESERERETE RO TME
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H BV R R BRI

umass0: at uhub3, port 2, addr 3 (disconnected)

da® at umass-sim@ bus O scbus4 target @ lun 0

da®: <STECH Simple Drive 1.04> s/n WD-WXE508CAN263 detached
(da®:umass-sim0:0:0:0): Periph destroyed

17.4.2. S 8N T 45 ik 69 18

ey
S | FreeBSD 10.2-RELEASE B 15 autofs(5) 37 $2 H Bl o] #2 KR py 5B o

A ABUHEE LY /etc/auto_master HRfY TRAT2K H Bk USB 4E 8 -
/media -media -nosuid
SRR IELE4TH] /etc/devd. conf :
notify 100 {
match "system" "GEOM";
match "subsystem" "DEV";

action "/usr/sbin/automount -c";

};
# autofs(5) Ll f devd(8) B4R IFAEEAT » HIFFEHEAKE ¢

# service automount reload
# service devd restart

355 K autofs(5) 7EBIMEFS B T LU ABLATE] /etc/rc. conf
autofs enable="YES"
autofs(5) T B devd(8) » THZR CARBHAL ©

ST RPRE BN RS -
# service automount start
# service automountd start

# service autounmountd start
# service devd start

"L B B ERE R R EAE /media/ FLIHEREE - @ UMBRASIEE A4 B & HIREE
HIg LI EHIR a4 -

WRAS GRS —RAFHUR B B 67— BUR IR iz BB EE - B BRIt ol B EH

# automount -fu
SNV — 0 P ZERC 8 5 USB BEERE » 1P FE (B Block 328 » (4 JeAEbsl iSCSILUN -
17.43.USB X 24 5 A 42

FE
S cfumass(4) BRE)FE & —{FE7E FreeBSD 12.0 7 1% 74 w] A fit) USB 4 B U EREFE =
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When running on USB OTG-compliant hardware like that built into many embedded boards, the FreeBSD USB stack
can run in device mode. Device mode makes it possible for the computer to present itself as different kinds of
USB device classes, including serial ports, network adapters, and mass storage. A USB host like a laptop or desktop
computer is able to access them just like physical USB devices.

The usb_template(4) kernel module allows the USB stack to switch between host-side and device-side
automatically, depending on what is connected to the USB port. Connecting a USB device like a memory stick to
the USB OTG port causes FreeBSD to switch to host mode. Connecting a USB host like a computer causes FreeBSD
to switch to device mode.

What FreeBSD presents to the USB host depends on the hw.usb. template sysctl. See usb_template(4) for the list of
available values. Note that for the host to notice the configuration change, it must be either physically disconnected
and reconnected, or forced to rescan the USB bus in a system-specific way. When FreeBSD is running on the host,
usbconfig(8) reset can be used. This also must be done after loading usb_template.ko if the USB host was already
connected to the USB OTG socket.

The hw.usb.template sysctl is set to 0 by default, making FreeBSD work as a USB Mass Storage target. Both
usb_template(4) and cfumass(4) kernel modules must be loaded. cfumass(4) interfaces to the CTL subsystem, the
same one that is used for iSCSI or Fibre Channel targets. On the host side, USB Mass Storage initiators can only
access a single LUN, LUN 0.

USB Mass Storage does not require the ctld(8) daemon to be running, although it can be used if desired. This
is different from iSCSI. Thus, there are two ways to configure the target: ctladm(8), or ctld(8). Both require the
cfumass.ko kernel module to be loaded. The module can be loaded manually:

# kldload cfumass

If cfumass.ko has not been built into the kernel, /boot/loader.conf can be set to load the module at boot:

cfumass load="YES"

A LUN can be created without the ctld(8) daemon:

# ctladm create -b block -o file=/data/target0

This presents the contents of the image file /data/target0d as a LUN to the USB host. The file must exist before
executing the command. To configure the LUN at system startup, add the command to /etc/rc.local .

ctld(8) can also be used to manage LUNs. Create /etc/ctl.conf ,add aline to /etc/rc.conf to make sure ctld(8)
is automatically started at boot, and then start the daemon.

This is an example of a simple /etc/ctl.conf configuration file. Refer to ctl.conf(5) for a more complete
description of the options.

target naa.50015178f369f092 {
lun 0 {

path /data/target0®

size 4G

}
}

The example creates a single target with a single LUN. The naa.50015178369f092 is a device identifier composed
of 32 random hexadecimal digits. The path line defines the full path to a file or zvol backing the LUN. That file
must exist before starting ctld(8). The second line is optional and specifies the size of the LUN.

To make sure the ctld(8) daemon is started at boot, add this line to /etc/rc.conf :

ctld enable="YES"

To start ctld(8) now, run this command:
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# service ctld start

& ctld(8) Daemon /£ H)1% » ‘B FHEEL /etc/ctl.conf » FEE(EMZRTE Daemon K H) 2 % A UM > ZHFH
NBERINEA BRI -

# service ctld reload

17.5. & 5 $24¢ ] CD 448
Contributed by Mike Meyer.

Compact Disc (CD) media provide a number of features that differentiate them from conventional disks. They are
designed so that they can be read continuously without delays to move the head between tracks. While CD media
do have tracks, these refer to a section of data to be read continuously, and not a physical property of the disk. The
IS0 9660 file system was designed to deal with these differences.

The FreeBSD Ports Collection provides several utilities for burning and duplicating audio and data CDs. This chapter
demonstrates the use of several command line utilities. For CD burning software with a graphical utility, consider
installing the sysutils/xcdroast or sysutils/k3b packages or ports.

1751, LMK E

Contributed by Marc Fonvieille.

The GENERIC kernel provides support for SCSI, USB, and ATAPI CD readers and burners. If a custom kernel is used,
the options that need to be present in the kernel configuration file vary by the type of device.

For a SCSI burner, make sure these options are present:

device scbus # SCSI bus (required for ATA/SCSI)

device da # Direct Access (disks)

device pass # Passthrough device (direct ATA/SCSI access)
device cd # needed for CD and DVD burners

For a USB burner, make sure these options are present:

device scbus # SCSI bus (required for ATA/SCSI)

device da # Direct Access (disks)

device pass # Passthrough device (direct ATA/SCSI access)
device cd # needed for CD and DVD burners

device uhci # provides USB 1.x support

device ohci # provides USB 1.x support

device ehci # provides USB 2.0 support

device xhci # provides USB 3.0 support

device usb # USB Bus (required)

device umass # Disks/Mass storage - Requires scbus and da

For an ATAPI burner, make sure these options are present:

device ata # Legacy ATA/SATA controllers

device scbus # SCSI bus (required for ATA/SCSI)

device pass # Passthrough device (direct ATA/SCSI access)
device cd # needed for CD and DVD burners

FE

JUN

@ On FreeBSD versions prior to 10.x, this line is also needed in the kernel configuration file if
the burner is an ATAPI device:

device atapicam
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Alternately, this driver can be loaded at boot time by adding the following line to /boot/
loader.conf :

This will require a reboot of the system as this driver can only be loaded at boot time.

To verify that FreeBSD recognizes the device, run dmesg and look for an entry for the device. On systems prior to
10.x, the device name in the first line of the output will be acd® instead of cdo.

17.5.2. 4% CD

In FreeBSD, cdrecord can be used to burn CDs. This command is installed with the sysutils/cdrtools package or
port.

While cdrecord has many options, basic usage is simple. Specify the name of the ISO file to burn and, if the system
has multiple burner devices, specify the name of the device to use:

To determine the device name of the burner, use -scanbus which might produce results like this:

Locate the entry for the CD burner and use the three numbers separated by commas as the value for dev. In this
case, the Yamaha burner device is 1,5,0, so the appropriate input to specify that device is dev=1,5,0 . Refer to
the manual page for cdrecord for other ways to specify this value and for information on writing audio tracks
and controlling the write speed.

Alternately, run the following command to get the device address of the burner:
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WAER B —H 150 HRAH

Use the numeric values for scbus, target, and lun. For this example, 1,0,0 is the device name to use.
17.5.3. E A E#43 — @ISO 4% % 2 4

In order to produce a data CD, the data files that are going to make up the tracks on the CD must be prepared before
they can be burned to the CD. In FreeBSD, sysutils/cdrtools installs mkisofs , which can be used to produce an ISO
9660 file system that is an image of a directory tree within a UNIX® file system. The simplest usage is to specify
the name of the ISO file to create and the path to the files to place into the ISO 9660 file system:

# mkisofs -o imagefile.iso /path/to/tree

This command maps the file names in the specified path to names that fit the limitations of the standard 1SO 9660
file system, and will exclude files that do not meet the standard for I1SO file systems.

A number of options are available to overcome the restrictions imposed by the standard. In particular, -R enables
the Rock Ridge extensions common to UNIX® systems and -J enables Joliet extensions used by Microsoft®
systems.

For CDs that are going to be used only on FreeBSD systems, -U can be used to disable all filename restrictions. When
used with -R, it produces a file system image that is identical to the specified FreeBSD tree, even if it violates the
1SO 9660 standard.

The last option of general use is -b. This is used to specify the location of a boot image for use in producing an
“El Torito” bootable CD. This option takes an argument which is the path to a boot image from the top of the
tree being written to the CD. By default, mkisofs creates an ISO image in “floppy disk emulation” mode, and thus
expects the boot image to be exactly 1200, 1440 or 2880 KB in size. Some boot loaders, like the one used by the
FreeBSD distribution media, do not use emulation mode. In this case, -no-emul-boot should be used. So, if /tmp/
myboot holds a bootable FreeBSD system with the boot image in /tmp/myboot/boot/cdboot ,this command would
produce /tmp/bootable.iso :

# mkisofs -R -no-emul-boot -b boot/cdboot -o /tmp/bootable.iso /tmp/myboot

The resulting ISO image can be mounted as a memory disk with:

# mdconfig -a -t vnode -f /tmp/bootable.iso -u 0
# mount -t cd9660 /dev/md0® /mnt

One can then verify that /mnt and /tmp/myboot are identical.

There are many other options available for mkisofs to fine-tune its behavior. Refer to mkisofs(8) for details.

e =
S T
It is possible to copy a data CD to an image file that is functionally equivalent to the image
file created with mkisofs. To do so, use dd with the device name as the input file and the
name of the ISO to create as the output file;

# dd if=/dev/ cd@ of=file.iso bs=2048

The resulting image file can be burned to CD as described in fj 17.5.2, “J&#k CD”.

17.5.4. 1 A &4 CD

Once an ISO has been burned to a CD, it can be mounted by specifying the file system type, the name of the device
containing the CD, and an existing mount point:
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# mount -t cd9660 /dev/cd® /mnt

Since mount assumes that a file system is of type ufs, a Incorrect super block error will occur if -t cd9660 is not
included when mounting a data CD.

While any data CD can be mounted this way, disks with certain 1SO 9660 extensions might behave oddly. For
example, Joliet disks store all filenames in two-byte Unicode characters. If some non-English characters show up
as question marks, specify the local charset with -C. For more information, refer to mount_cd9660(8).

e =

TR
S In order to do this character conversion with the help of -C, the kernel requires the
€d9660_iconv.ko module to be loaded. This can be done either by adding this line to
loader.conf :

cd9660 iconv_load="YES"

and then rebooting the machine, or by directly loading the module with kldload.

Occasionally, Device not configured will be displayed when trying to mount a data CD. This usually means that the
CD drive has not detected a disk in the tray, or that the drive is not visible on the bus. It can take a couple of seconds
for a CD drive to detect media, so be patient.

Sometimes, a SCSI CD drive may be missed because it did not have enough time to answer the bus reset. To resolve
this, a custom kernel can be created which increases the default SCSI delay. Add the following option to the custom
kernel configuration file and rebuild the kernel using the instructions in i 8.5, “4giREdZCEE HETZL ¢

options SCSI_DELAY=15000

This tells the SCSI bus to pause 15 seconds during boot, to give the CD drive every possible chance to answer the
bus reset.

FE

I

S It is possible to burn a file directly to CD, without creating an ISO 9660 file system. This is
known as burning a raw data CD and some people do this for backup purposes.

This type of disk can not be mounted as a normal data CD. In order to retrieve the data burned
to such a CD, the data must be read from the raw device node. For example, this command
will extract a compressed tar file located on the second CD device into the current working
directory:

# tar xzvf /dev/ cdl

In order to mount a data CD, the data must be written using mkisofs.

17.5.5. ;8 &4 CD
To duplicate an audio CD, extract the audio data from the CD to a series of files, then write these files to a blank CD.

JEFE 17.1, “Duplicating an Audio CD” describes how to duplicate and burn an audio CD. If the FreeBSD version is
less than 10.0 and the device is ATAPI, the atapicam module must be first loaded using the instructions in ffj 17.5.1,

CERAVEE” .
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j#FE 17.1. Duplicating an Audio CD

1. The sysutils/cdrtools package or port installs cdda2wav . This command can be used to extract all of the audio
tracks, with each track written to a separate WAV file in the current working directory:

% cdda2wav -vall -B -Owav

A device name does not need to be specified if there is only one CD device on the system. Refer to the cdda2wav
manual page for instructions on how to specify a device and to learn more about the other options available
for this command.

2. Usecdrecord to write the .wav files:

% cdrecord -v dev=2,0 -dao -useinfo *.wav

Make sure that 2, 0 is set appropriately, as described in i 17.5.2, “/#$% CD”.

17.6. 7 5 g24% ¥ DVD 4% 52

Contributed by Marc Fonvieille.
With inputs from Andy Polyakov.

Compared to the CD, the DVD is the next generation of optical media storage technology. The DVD can hold more
data than any CD and is the standard for video publishing.

Five physical recordable formats can be defined for a recordable DVD:

« DVD-R: This was the first DVD recordable format available. The DVD-R standard is defined by the DVD Forum.
This format is write once.

« DVD-RW: This is the rewritable version of the DVD-R standard. A DVD-RW can be rewritten about 1000 times.

« DVD-RAM: This is a rewritable format which can be seen as a removable hard drive. However, this media is not
compatible with most DVD-ROM drives and DVD-Video players as only a few DVD writers support the DVD-RAM
format. Refer to £ 17.6.8, “{if F§ DVD-RAM” for more information on DVD-RAM use.

+ DVD+RW: This is a rewritable format defined by the DVD+RW Alliance. A DVD+RW can be rewritten about 1000
times.

+ DVD-+R: This format is the write once variation of the DVD+RW format.

A single layer recordable DVD can hold up to 4,700,000,000 bytes which is actually 4.38 GB or 4485 MB as 1 kilobyte
is 1024 bytes.

oy
TR

3 A distinction must be made between the physical media and the application. For example, a

DVD-Video is a specific file layout that can be written on any recordable DVD physical media

such as DVD-R, DVD+R, or DVD-RW. Before choosing the type of media, ensure that both the

burner and the DVD-Video player are compatible with the media under consideration.

17.6.1. % ¢

To perform DVD recording, use growisofs(1). This command is part of the sysutils/dvd+rw-tools utilities which
support all DVD media types.
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These tools use the SCSI subsystem to access the devices, therefore ATAPI/CAM support must be loaded or statically
compiled into the kernel. This support is not needed if the burner uses the USB interface. Refer to ffj 17.4, “USB
fEESEE” for more details on USB device configuration.

DMA access must also be enabled for ATAPI devices, by adding the following line to /boot/loader.conf :
hw.ata.atapi dma="1"

Before attempting to use dvd+rw-tools, consult the Hardware Compatibility Notes.

T =
R
For a graphical user interface, consider using sysutils/k3b which provides a user friendly
interface to growisofs(1) and many other burning tools.

17.6.2. 4 K4+ DVD

Since growisofs(1) is a front-end to mkisofs, it will invoke mkisofs(8) to create the file system layout and perform
the write on the DVD. This means that an image of the data does not need to be created before the burning process.

To burn to a DVD+R or a DVD-R the data in /path/to/data , use the following command:
# growisofs -dvd-compat -Z /dev/cd@ -3 -R /path/to/data

Inthis example, -J -R is passed to mkisofs(8) to create an 1SO 9660 file system with Joliet and Rock Ridge extensions.
Refer to mkisofs(8) for more details.

For the initial session recording, -Z is used for both single and multiple sessions. Replace /dev/cd0, with the
name of the DVD device. Using -dvd-compat indicates that the disk will be closed and that the recording will be
unappendable. This should also provide better media compatibility with DVD-ROM drives.

To burn a pre-mastered image, such as imagefile.iso , use:

# growisofs -dvd-compat -Z /dev/cd0=imagefile.iso

The write speed should be detected and automatically set according to the media and the drive being used. To force
the write speed, use - speed=. Refer to growisofs(1) for example usage.

ER
3 In order to support working files larger than 4.38GB, an UDF/IS0-9660 hybrid file system
must be created by passing -udf -iso-level 3 to mkisofs(8) and all related programs, such
as growisofs(1). This is required only when creating an 1SO image file or when writing files
directly to a disk. Since a disk created this way must be mounted as an UDF file system with
mount_udf(8), it will be usable only on an UDF aware operating system. Otherwise it will look
as if it contains corrupted files.

To create this type of ISO file:

% mkisofs -R -J -udf -iso-level 3 -o imagefile.iso /path/to/data

To burn files directly to a disk:

# growisofs -dvd-compat -udf -iso-level 3 -Z /dev/cd0 -] -R /path/to/data

When an ISO image already contains large files, no additional options are required for
growisofs(1) to burn that image on a disk.
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J&$% DVD-Video

Be sure to use an up-to-date version of sysutils/cdrtools, which contains mkisofs(8), as an
older version may not contain large files support. If the latest version does not work, install
sysutils/cdrtools-devel and read its mkisofs(8).

17.6.3. }4% DVD-Video

A DVD-Video is a specific file layout based on the 1SO 9660 and micro-UDF (M-UDF) specifications. Since DVD-
Video presents a specific data structure hierarchy, a particular program such as multimedia/dvdauthor is needed
to author the DVD.

If an image of the DVD-Video file system already exists, it can be burned in the same way as any other image. If
dvdauthor was used to make the DVD and the result is in /path/to/video , the following command should be
used to burn the DVD-Video:

# growisofs -Z /dev/cd@ -dvd-video /path/to/video

-dvd-video is passed to mkisofs(8) to instruct it to create a DVD-Video file system layout. This option implies the
-dvd-compat growisofs(1) option.

17.6.4. i /| DVD+RW

Unlike CD-RW, a virgin DVD+RW needs to be formatted before first use. It is recommended to let growisofs(1) take
care of this automatically whenever appropriate. However, it is possible to use dvd+rw-format to format the DVD
+RW:

# dvd+rw-format /dev/cd0@

Only perform this operation once and keep in mind that only virgin DVD+RW medias need to be formatted. Once
formatted, the DVD+RW can be burned as usual.

To burn a totally new file system and not just append some data onto a DVD+RW, the media does not need to be
blanked first. Instead, write over the previous recording like this:

# growisofs -Z /dev/cd0@ -] -R /path/to/newdata

The DVD+RW format supports appending data to a previous recording. This operation consists of merging a new
session to the existing one as it is not considered to be multi-session writing. growisofs(1) will grow the 1SO 9660
file system present on the media.

For example, to append data to a DVD+RW, use the following:

# growisofs -M /dev/cd@ -1 -R /path/to/nextdata

The same mkisofs(8) options used to burn the initial session should be used during next writes.

NETREN
TE

S Use -dvd-compat for better media compatibility with DVD-ROM drives. When using DVD

+RW, this option will not prevent the addition of data.

To blank the media, use:

# growisofs -Z /dev/cd@ =/dev/zero
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17.6.5. 1% | DVD-RW

A DVD-RW accepts two disc formats: incremental sequential and restricted overwrite. By default, DVD-RW discs
are in sequential format.

A virgin DVD-RW can be directly written without being formatted. However, a non-virgin DVD-RW in sequential
format needs to be blanked before writing a new initial session.

To blank a DVD-RW in sequential mode:

# dvd+rw-format -blank=full /dev/cd0

=7
=]

EE

A full blanking using -blank=full will take about one hour on a 1x media. A fast blanking
can be performed using -blank, if the DVD-RW will be recorded in Disk-At-Once (DAO) mode.
To burn the DVD-RW in DAO mode, use the command:

# growisofs -use-the-force-luke=dao -Z /dev/cd0 =imagefile.iso

Since growisofs(1) automatically attempts to detect fast blanked media and engage DAO
write, -use-the-force-luke=dao should not be required.

One should instead use restricted overwrite mode with any DVD-RW as this format is more
flexible than the default of incremental sequential.

To write data on a sequential DVD-RW, use the same instructions as for the other DVD formats:

# growisofs -Z /dev/cd® -3 -R /path/to/data

To append some data to a previous recording, use -M with growisofs(1). However, if data is appended on a DVD-RW
in incremental sequential mode, a new session will be created on the disc and the result will be a multi-session disc.

A DVD-RW in restricted overwrite format does not need to be blanked before a new initial session. Instead,
overwrite the disc with -Z. 1t is also possible to grow an existing 1SO 9660 file system written on the disc with -
M. The result will be a one-session DVD.

To put a DVD-RW in restricted overwrite format, the following command must be used:
# dvd+rw-format /dev/cd0
To change back to sequential format, use:

# dvd+rw-format -blank=full /dev/cd0

17.6.6. % %42 4% (Multi-Session)

Few DVD-ROM drives support multi-session DVDs and most of the time only read the first session. DVD+R, DVD-R
and DVD-RW in sequential format can accept multiple sessions. The notion of multiple sessions does not exist for
the DVD+RW and the DVD-RW restricted overwrite formats.

Using the following command after an initial non-closed session on a DVD+R, DVD-R, or DVD-RW in sequential
format, will add a new session to the disc:

# growisofs -M /dev/cd® -3 -R /path/to/nextdata

Using this command with a DVD+RW or a DVD-RW in restricted overwrite mode will append data while merging
the new session to the existing one. The result will be a single-session disc. Use this method to add data after an
initial write on these types of media.
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@ Since some space on the media is used between each session to mark the end and start of
sessions, one should add sessions with a large amount of data to optimize media space. The
number of sessions is limited to 154 for a DVD+R, about 2000 for a DVD-R, and 127 for aDVD
+R Double Layer.

17.6.7. AT & % &n
To obtain more information about a DVD, use dvd+rw-mediainfo /dev/cd® while the disc in the specified drive.

More information about dvd+rw-tools can be found in growisofs(1), on the dvd+rw-tools web site, and in the cdwrite
mailing list archives.

e
3 When creating a problem report related to the use of dvd+rw-tools, always include the output
of dvd+rw-mediainfo .

17.6.8. 1 /| DVD-RAM

DVD-RAM writers can use either a SCSI or ATAPI interface. For ATAPI devices, DMA access has to be enabled by
adding the following line to /boot/loader.conf :

hw.ata.atapi_dma="1"

A DVD-RAM can be seen as a removable hard drive. Like any other hard drive, the DVD-RAM must be formatted
before it can be used. In this example, the whole disk space will be formatted with a standard UFS2 file system:

# dd if=/dev/zero of= /dev/acd® bs=2k count=1

# bsdlabel -Bw acd0

# newfs /dev/acd0

The DVD device, acd®, must be changed according to the configuration.

Once the DVD-RAM has been formatted, it can be mounted as a normal hard drive:

# mount /dev/acd@ /mnt

Once mounted, the DVD-RAM will be both readable and writeable.

17.7. 32 s 8248 7 3k
This section explains how to format a 3.5 inch floppy disk in FreeBSD.

JEFE 17.2. Steps to Format a Floppy

A floppy disk needs to be low-level formatted before it can be used. This is usually done by the vendor, but
formatting is a good way to check media integrity. To low-level format the floppy disk on FreeBSD, use fdformat(1).
When using this utility, make note of any error messages, as these can help determine if the disk is good or bad.

1. To format the floppy, insert a new 3.5 inch floppy disk into the first floppy drive and issue:
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# /usr/sbin/fdformat -f 1440 /dev/fdo

2. After low-level formatting the disk, create a disk label as it is needed by the system to determine the size of
the disk and its geometry. The supported geometry values are listed in /etc/disktab .

To write the disk label, use bsdlabel(8):

# /sbin/bsdlabel -B -w /dev/fd0 fd1440

3.  The floppy is now ready to be high-level formatted with a file system. The floppy's file system can be either
UFS or FAT, where FAT is generally a better choice for floppies.

To format the floppy with FAT, issue:

# /sbin/newfs_msdos /dev/fdo

The disk is now ready for use. To use the floppy, mount it with mount_msdosfs(8). One can also install and use
emulators/mtools from the Ports Collection.
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BORFRAMD - S8 od BEABERFER HE IR @SR - 1R - BEBIESEREMAEZER
J5 B kR ATBOF R AR 5 - B NREERT - AT SCR IR — (R A B Skt MO0 P O RMR R -

#i ) 17.4. (] ar 325 H BT H £%

# tar xzvf /tmp/mybackup.tgz
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45 cpio BRI 44 TH A /tmp/mybackup.cpio UG RE o

Hi 17.5. (] 1 B2 epio S H BT H $HEE (5 1)

# ls -R | cpio -ovF /tmp/mybackup.cpio

H—EfE 7 TEERES tar 8 cpio FrE2HLAIIIEE » (2 pax(1) - KEEEF » FMERAHY tar B2 cpio
A — AR o POSIX® Fdk i pax » EH{EEHUER A SRR cpio and tar 50NN B SHIHTE
7 o

LASERTR B 2 pax &5 -

Hif 17.6. ( F vax {0 H BT H $£

# pax -wf /tmp/mybackup.pax

17.8.3. 1& A F 45 %t tr

BE & 7 RO DO R AR R R B HO MRS [ AR A FE ot i oy BELACH R REPRIEBE M 745 & © FreeBSD  SCIRAEAT(E
JH SCST R » 40 LTO =Y DAT » St FRIAY S 3% SATA B USB fifr i -

SCSI Rl #s#% 7F FreeBSD & {# F sa(4) BRENFE LI K /dev/sa0, /dev/nsad Hil /dev/esad #E'H » HiUSEE 218
Ky /dev/sad > E{F ] /dev/nsal FF > FHTEXAER AER ZBAGEA » 80 5T E A m—EE R0
Hr o M /dev/esad [FF > RIS B %R HUET -

£ FreeBSD rRegr{fif] mt ZEMHinr SRS HIHRAE - BIANTERLTS 1R SE R aUR AT 2 B AL R B - i
an - BRE T ERIRT =R W LER A ETE R AR E R

# mt -f /dev/nsa® fsf 3
EE TE M AR Z4RME - 5525 mt(D) TR -
B tar S ABE—HEREIMT - MR ERT R BT DU E IS

# tar cvf /dev/sa@ file

ZLAERT B tar BERR RS B AT B %

# tar xvf /dev/sa@
B —{ UFS HEZR R AR dump o LUN 7 & 10 /usr 6 7E 58 BUREASEUER
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F=IEBTE

# dump -0aL -b64 -f /dev/nsa® /usr

R E B 75 2R LAY dump 18 Z0R I E H FTH #%

# restore -i -f /dev/nsa0d

17.84. Z =7 iy T A

FreeBSD Port FE{FEEFRML T 325 =77 TR A I NHEREEE L 0y » F (LT (88 (0 02 g8 88 0 BE R B 5 (3 © &7
Z IR ARV LI P/ AR as A 20 - AT R H B LB — R AR el A i L B A FERS RO 1 o

B4 ) T L £ 4 Amanda, Bacula, rsync L J% duplicity o

17.8.5. 538 R

BT IEF IR RAL - A T LU BRI B SR IR — & -

LU 18 B B S — By AT S E A

« gpart show

+ more /etc/fstab

+ dmesg

LT RAFIE IR R SRR R » TERSORIFG ATRE @ 75 2 » B B A\ 2R

BB Live D LLfEEUHUE Shell (Rescue shell) » SE{AREERE AT LA A B 5T 245001488 » E:ﬁﬁg ’
A E TS ARG A R B B R R B R -

PEEYEN
FreeBSD/i386 10.4-RELEASE PAZ78 B4 k&3 Shell » $T¥IZRRAS » 72k H ftp://
ftp.FreeBSD.org/pub/FreeBSD/releases/i386/IS0-IMAGES/10.4/FreeBSD-10.4-

RELEASE-1386-livefs.iso "R Livefs CD B{F4E I 25k -

Ktz » HIEKEE Shell Tayh o Sok NRERST - A S HRCEMEEES - JIENGER - R —HREF - &
{7 BT T DU S 7 BRSRIER 77 T B R e (R B B A 1 O BB o

TR R - R TR R i (o % 17 1 B B B B R — B BB e 2 o L

17.9. &84 waak

Reorganized and enhanced by Marc Fonvieille.

In addition to physical disks, FreeBSD also supports the creation and use of memory disks. One possible use for a
memory disk is to access the contents of an ISO file system without the overhead of first burning it to a CD or DVD,
then mounting the CD/DVD media.

In FreeBSD, the md(4) driver is used to provide support for memory disks. The GENERIC kernel includes this driver.
When using a custom kernel configuration file, ensure it includes this line:

device md

17.9.1. i 3o sl AR PR IR HE PR A 69 Bk R A%
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To mount an existing file system image, use mdconfig to specify the name of the ISO file and a free unit number.
Then, refer to that unit number to mount it on an existing mount point. Once mounted, the files in the 1SO will
appear in the mount point. This example attaches diskimage.iso to the memory device /dev/md® then mounts
that memory device on /mnt:

# mdconfig -f diskimage.iso -u 0
# mount /dev/md @ /mnt

If a unit number is not specified with -u, mdconfig will automatically allocate an unused memory device and
output the name of the allocated unit, such as md4. Refer to mdconfig(8) for more details about this command and
its options.

When a memory disk is no longer in use, its resources should be released back to the system. First, unmount the file
system, then use mdconfig to detach the disk from the system and release its resources. To continue this example:

# umount /mnt
# mdconfig -d -u @

To determine if any memory disks are still attached to the system, type mdconfig -1.
17.9.2. 32 5 VA% R RGTIEM B KRB B

FreeBSD also supports memory disks where the storage to use is allocated from either a hard disk or an area of
memory. The first method is commonly referred to as a file-backed file system and the second method as a memory-
backed file system. Both types can be created using mdconfig .

To create a new memory-backed file system, specify a type of swap and the size of the memory disk to create. Then,
format the memory disk with a file system and mount as usual. This example creates a 5M memory disk on unit 1.
That memory disk is then formatted with the UFS file system before it is mounted:

# mdconfig -a -t swap -s 5m -u 1

# newfs -U md1

/dev/mdl: 5.0MB (10240 sectors) block size 16384, fragment size 2048
using 4 cylinder groups of 1.27MB, 81 blks, 192 inodes.
with soft updates

super-block backups (for fsck -b #) at:

160, 2752, 5344, 7936
# mount /dev/md 1 /mnt

# df /mnt
Filesystem 1K-blocks Used Avail Capacity Mounted on
/dev/md1l 4718 4 4338 0% /mnt

To create a new file-backed memory disk, first allocate an area of disk to use. This example creates an empty 5K
file named newimage :

# dd if=/dev/zero of= newimage bs=1k count= 5k
5120+0 records in
5120+0 records out

Next, attach that file to a memory disk, label the memory disk and format it with the UFS file system, mount the
memory disk, and verify the size of the file-backed disk:

# mdconfig -f newimage -u 0
# bsdlabel -w md @ auto
# newfs md0a
/dev/mdOa: 5.0MB (10224 sectors) block size 16384, fragment size 2048
using 4 cylinder groups of 1.25MB, 80 blks, 192 inodes.
super-block backups (for fsck -b #) at:
160, 2720, 5280, 7840
# mount /dev/md Ga /mnt
# df /mnt
Filesystem 1K-blocks Used Avail Capacity Mounted on
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/dev/md0Oa 4710 4 4330 0% /mnt

It takes several commands to create a file- or memory-backed file system using mdconfig . FreeBSD also comes
with mdmfs which automatically configures a memory disk, formats it with the UFS file system, and mounts it. For
example, after creating newimage with dd, this one command is equivalent to running the bsdlabel , newfs, and
mount commands shown above:

# mdmfs -F newimage -s 5m md@ /mnt
To instead create a new memory-based memory disk with mdmfs, use this one command:

# mdmfs -s 5m mdl /mnt

If the unit number is not specified, mdmfs will automatically select an unused memory device. For more details
about mdmfs, refer to mdmfs(8).

17.10. i R 2 Lk R
Contributed by Tom Rhodes.

FreeBSD offers a feature in conjunction with Soft Updates: file system snapshots.

UFS snapshots allow a user to create images of specified file systems, and treat them as a file. Snapshot files must
be created in the file system that the action is performed on, and a user may create no more than 20 snapshots per
file system. Active snapshots are recorded in the superblock so they are persistent across unmount and remount
operations along with system reboots. When a snapshot is no longer required, it can be removed using rm(1). While
snapshots may be removed in any order, all the used space may not be acquired because another snapshot will
possibly claim some of the released blocks.

The un-alterable snapshot file flag is set by mksnap_ffs(8) after initial creation of a snapshot file. unlink(1) makes
an exception for snapshot files since it allows them to be removed.

Snapshots are created using mount(8). To place a snapshot of /var in the file /var/snapshot/snap , use the
following command:

# mount -u -o snapshot /var/snapshot/snap /var

Alternatively, use mksnap_ffs(8) to create the snapshot:

# mksnap_ffs /var /var/snapshot/snap

One can find snapshot files on a file system, such as /var, using find(1):
# find /var -flags snapshot

Once a snapshot has been created, it has several uses:

+ Some administrators will use a snapshot file for backup purposes, because the snapshot can be transferred to
CDs or tape.

» The file system integrity checker, fsck(8), may be run on the snapshot. Assuming that the file system was clean
when it was mounted, this should always provide a clean and unchanging result.

* Running dump(8) on the snapshot will produce a dump file that is consistent with the file system and the
timestamp of the snapshot. dump(8) can also take a snapshot, create a dump image, and then remove the
snapshot in one command by using -L.

+ The snapshot can be mounted as a frozen image of the file system. To mount(8) the snapshot /var/snapshot/
shap run:
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# mdconfig -a -t vnode -o readonly -f /var/snapshot/snap -u 4
# mount -r /dev/md4 /mnt

The frozen /var is now available through /mnt. Everything will initially be in the same state it was during the
snapshot creation time. The only exception is that any earlier snapshots will appear as zero length files. To
unmount the snapshot, use:

# umount /mnt
# mdconfig -d -u 4

For more information about softupdates and file system snapshots, including technical papers, visit Marshall
Kirk McKusick's website at http://www.mckusick.com/ .

1711, #rk B %

i BT R AT AP AR PR 71 {5 F 3 R AEL R B REAAFE 25 BIRE SR R AR P RO TR 25 i) B MR SR B - () ol
S — {1856 P & BRFARL Bl B RE SR AT A G R A AT A 25 -

AEIHS AR E UFS MR RRAVRLRRACHE - BL4E ZFS MR AN LRUCHECHE » i2% i 1948, "ER
8~ (R DU AR O

17.11.1. B & mb R B

#F FreeBSD 104 Ik HERRECHH

% sysctl kern.features.ufs_quota
kern.features.ufs quota: 1

FEAGIF > BUiE 1 AARSCRBIERACHE > &% 0 BIFFIATIREE Bl OBUE R R I & 8, 3
FreeBSD 10> BUFE /R B fTRE 4L

options QUOTA

R
it

Fe# o £ /ete/re.conf BRIKRERRACH

quota enable="YES"

IEHTERAERE - G {3 quotacheck(8) Hi & A% 2 R FTHIBCHE S BEME > JE (A FE 0 G e R AEICAE R E Y
ERHERER RO TR AR LR B —ERERHAER - GBS R BRI > ZHR
B E S ERAT LU A M B /etc/re.conf

check quotas="NO"

IR > e /etc/fstab ZRBAAES AR AM LAVRIERACH o ZFIEEE R AR _ LHE0 6 H &R
ZLINA userquota JRIFE] /etc/fstab FFHAECAARIME SR RARAVIHE F © filan -

/dev/dals2g /home ufs rw,userquota 1 2

ZLHARREAHECHR - RIGEA groupquota o B[R] Rk i F 3 MHAHBCHE - 7 (8 A IE5RFRAHEA

/dev/dals2g /home ufs rw,userquota,groupquota 1 2

THAA A RO A RZ AR E $4) quota.user K quota.group » ;5% fstab(s) KEVSH L&
o BN TR R HM A B AR RE AR R 2R o

RETEMLZIZ - EHEEARLY > /ete/rc §HBPUTEERITRLSH AT /etc/fstab HhFIEECHLHIE R R
RS AR ACERIE
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7% RE L AR R

7E— IR AR FEF BT quotacheck(s), quotaon(s) a2 quotaoff(s) » BERATEL » {73 Iz 2
Sa BRI T M BB 2 Rty SR -

17.91.2. 3% € Ao 28 IR

TP ECA CAEBRE - AIRAT -

# quota -v
TEA G R AR IEZ S A — TR 8 X% B s AR H R 2 -
BUAE 40 O e 4 T LU ] edquota s FCBCAE MR -

7 BRI R L A1 PR 1 (5 P 3 B R AR S e s T A o6 P B DA R AT DA ST 22 /R R o T L P R e s
(block Fr%H) » tEZ%E (inode FRAE) BR[RIRFHEF AR OED o SRR &I SR E— 405 B W (E AR « ik
(Hard) K #j: (Soft) PR -

FEPERR B VA BB RGO A - — EERE @B T REVERR ) - 3200 H & TE R A GO L AR =] -
B - E—EEREE—EEZRARF LA 500 KB FIBEVERRH] - B HBTCASGEM T 490 KB » ZEHE R
BEFHOE A 10 KB B2 ] » 258 S A 11 KB (%5 i & R AL

P PR 727 FRACRRE ] 1A PT ABGER B GE A » B R REFRI (Grace period) » TR A —iH o H—{EME A& #H
P 1 e F R T PSP R S L A R TR PR 61 Sl EL A S AT A S o 5 P 6 A A S P [T B AR
BCPERRBI A > IR E i E E -

ETFHEBIFITF > G4REE test AURIAE o BT edquota [ » Y& (# F EDITOR F7E A 4mtiE B8 Al 4m e Ar A8 R
il o THRXAARER A8y vi ©

# edquota -u test

Quotas for user test:

/usr: kbytes in use: 65, limits (soft = 50, hard = 75)
inodes in use: 7, limits (soft = 50, hard = 60)

/usr/var: kbytes in use: 0, limits (soft = 50, hard = 75)
inodes in use: 0, limits (soft = 50, hard = 60)

IEH A EFSIENEZR RS G A MATRESR T » — 1T FEEILRE] (Block limit) 1575 —47(LRHTBER H
(inode 1imit) » BEEUTT A AE ISR ECAEFR H] o SRGIACH > BAE /usr 42 m A HCE R 451 500 LUK it
FRIZ] 600 » AT AT ARIELT :

/usr: kbytes in use: 65, limits (soft = 500, hard = 600)

5 ) P T R 1 e 7 e B A i A 12 AR R

AR e AR B ST — R B SR ECEIR B R DUZ IR AR E B S —E A ERERER -p
AR AR T E #E RO A & ID (UID) o LU R E M AR %5 UID 10,000 %1 19,999 RfH A :

# edquota -p test 10000-19999
LRI HE £ &l > 5527 edquota(8) o
17.11.3. 4% & B 28 IR ) S mi R4 AR L

FRRA A B8 3 SRR AL AR B R BT (] quota(l) « fEFIH T B E B CAVECRE LUK T R EAE Y
Ao - U (AR 8 A & T LIRS BTl i F o SRR R BC AR » B IE (A B A EC BRI ME R R AR P B T
BN R A B M W] 71 repquotal(8) o

EFED - EHEREAEMRERESHOER AL A GRRAE quota 1yl AR+ » RIFEZEHEEE

IR ARBOERCREIR S > (B -v W LUBUREEMER RS o LU R quota -v B AILAE &
A D 1S 2 AR A7 T PR A1 10 86 51 1
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Disk quotas for user test (uid 1002):
Filesystem usage quota  limit grace files quota 1limit grace
/usr 65%* 50 75 5days 7 50 60
/usr/var 0 50 75 0 50 60

TR 2 e » (EIHTE /usr AR 50 KB CAGHRI T 15KB S EAGE T 5 KR - B5E *
(5 I A E B AR -

17.11.4. NFS L &95e 4

F£ NFS fil[feds b » BB & HACAR T AA R HIEIT » rpe.rquotad(8) Daemon &R HECAR & AL NFS 2 5y
quota » FREFEALLE MR & AT LIE A E MRIBCARSTRT &AM o

1 NFS fa]g #8 /6 /etc/inetd.conf H rpc.rquotad FTEIAY # FEERARBHIK ¢

rquotad/1 dgram rpc/udp wait root /usr/libexec/rpc.rquotad rpc.rquotad

KR EHVEE) inetd :

# service inetd restart

17.12. 58 55| B Ao 55
Contributed by Lucky Green.

FreeBSD offers excellent online protections against unauthorized data access. File permissions and Mandatory
Access Control (MAC) help prevent unauthorized users from accessing data while the operating system is active
and the computer is powered up. However, the permissions enforced by the operating system are irrelevant if an
attacker has physical access to a computer and can move the computer's hard drive to another system to copy
and analyze the data.

Regardless of how an attacker may have come into possession of a hard drive or powered-down computer, the
GEOM-based cryptographic subsystems built into FreeBSD are able to protect the data on the computer's file
systems against even highly-motivated attackers with significant resources. Unlike encryption methods that
encrypt individual files, the built-in gbde and geli utilities can be used to transparently encrypt entire file systems.
No cleartext ever touches the hard drive's platter.

This chapter demonstrates how to create an encrypted file system on FreeBSD. It first demonstrates the process
using gbde and then demonstrates the same example using geli.

17.12.1. 1% )7 gbde f#tak o 5

The objective of the gbde(4) facility is to provide a formidable challenge for an attacker to gain access to the
contents of a cold storage device. However, if the computer is compromised while up and running and the storage
device is actively attached, or the attacker has access to a valid passphrase, it offers no protection to the contents
of the storage device. Thus, it is important to provide physical security while the system is running and to protect
the passphrase used by the encryption mechanism.

This facility provides several barriers to protect the data stored in each disk sector. It encrypts the contents of
a disk sector using 128-bit AES in CBC mode. Each sector on the disk is encrypted with a different AES key. For
more information on the cryptographic design, including how the sector keys are derived from the user-supplied
passphrase, refer to gbde(4).

FreeBSD provides a kernel module for gbde which can be loaded with this command:

# kldload geom_bde

If using a custom kernel configuration file, ensure it contains this line:
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i F gbde fiif B n a7

options GEOM_BDE

The following example demonstrates adding a new hard drive to a system that will hold a single encrypted partition
that will be mounted as /private.

JEFE 17.3. Encrypting a Partition with gbde

1.

320

Add the New Hard Drive

Install the new drive to the system as explained in ffj 17.2, “HIARLEE” . For the purposes of this example, a
new hard drive partition has been added as /dev/ad4s1c and /dev/ad0sl * represents the existing standard
FreeBSD partitions.

# 1s /dev/ad*

/dev/ad0 /dev/ad0s1b /dev/ad0Osle /dev/ad4sl
/dev/ad0sl /dev/ad0s1lc /dev/ad@s1f /dev/ad4slc
/dev/ad0sla /dev/ad0s1ld /dev/ad4

Create a Directory to Hold gbde Lock Files

# mkdir /etc/gbde

The gbde lock file contains information that gbde requires to access encrypted partitions. Without access to
the lock file, gbde will not be able to decrypt the data contained in the encrypted partition without significant
manual intervention which is not supported by the software. Each encrypted partition uses a separate lock file.

Initialize the gbde Partition

A gbde partition must be initialized before it can be used. This initialization needs to be performed only once.
This command will open the default editor, in order to set various configuration options in a template. For
use with the UFS file system, set the sector_size to 2048:

gbde init /dev/ad4slc -i -L /etc/gbde/ad4slc.lock
$FreeBSD: head/zh_ TW.UTF-8/books/handbook/book.xml 51147 2017-10-26 15:25:09Z rcyu $

Sector size is the smallest unit of data which can be read or written.
Making it too small decreases performance and decreases available space.
Making it too large may prevent filesystems from working. 512 is the
minimum and always safe. For UFS, use the fragment size

ector size = 2048
-1

— v W R Rk R

Once the edit is saved, the user will be asked twice to type the passphrase used to secure the data. The
passphrase must be the same both times. The ability of gbde to protect data depends entirely on the quality
of the passphrase. For tips on how to select a secure passphrase that is easy to remember, see http://
world.std.com/~reinhold/diceware.htm.

This initialization creates a lock file for the gbde partition. In this example, it is stored as /etc/gbde/
ad4slc.lock . Lock files must end in “.lock” in order to be correctly detected by the /etc/rc.d/gbde start
up script.

MRS
e

A Lock files must be backed up together with the contents of any encrypted partitions.
Without the lock file, the legitimate owner will be unable to access the data on the
encrypted partition.
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Attach the Encrypted Partition to the Kernel

# gbde attach /dev/ad4slc -1 /etc/gbde/ad4slc.lock

This command will prompt to input the passphrase that was selected during the initialization of the encrypted
partition. The new encrypted device will appear in /dev as /dev/device name.bde :

# 1s /dev/ad*

/dev/ad0 /dev/ad0s1lb /dev/ad0sle /dev/ad4sl
/dev/ad0s1l /dev/ad0slc /dev/adOs1f /dev/ad4slc
/dev/ad0sla /dev/ad0s1ld /dev/ad4 /dev/ad4slc.bde

Create a File System on the Encrypted Device
Once the encrypted device has been attached to the kernel, a file system can be created on the device. This

example creates a UFS file system with soft updates enabled. Be sure to specify the partition which has a
*.bde extension:

# newfs -U /dev/ad4slc.bde
Mount the Encrypted Partition

Create a mount point and mount the encrypted file system:

# mkdir /private
# mount /dev/ad4slc.bde /private

Verify That the Encrypted File System is Available

The encrypted file system should now be visible and available for use:

% df -H

Filesystem Size Used Avail Capacity Mounted on
/dev/ad0Osla 1037M 72M  883M 8% /

/devfs 1.0K 1.0K 0B  100% /dev
/dev/adOs1f 8.1G 55K  7.5G 0% /home
/dev/ad0Osle 1637M 1.1M 953M 0% /tmp
/dev/ad0Os1d 6.1G 1.9¢ 3.7G 35% /usr
/dev/ad4slc.bde 150G 4.1K 138G 0% /private

After each boot, any encrypted file systems must be manually re-attached to the kernel, checked for errors, and
mounted, before the file systems can be used. To configure these steps, add the following lines to /etc/rc. conf :

gbde autoattach all="YES"
gbde devices="ad4slc"
gbde lockdir="/etc/gbde"

This requires that the passphrase be entered at the console at boot time. After typing the correct passphrase,
the encrypted partition will be mounted automatically. Additional gbde boot options are available and listed in
rc.conf(s).

e =
3 R

sysinstall is incompatible with gbde-encrypted devices. All *.bde devices must be detached
from the kernel before starting sysinstall or it will crash during its initial probing for devices.
To detach the encrypted device used in the example, use the following command:

# gbde detach /dev/ ad4sic
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17.12.2. {% Jf| geli w5 B o B
Contributed by Daniel Gerzo.

An alternative cryptographic GEOM class is available using geli. This control utility adds some features and uses
a different scheme for doing cryptographic work. It provides the following features:

+ Utilizes the crypto(9) framework and automatically uses cryptographic hardware when it is available.
« Supports multiple cryptographic algorithms such as AES, Blowfish, and 3DES.

« Allows the root partition to be encrypted. The passphrase used to access the encrypted root partition will be
requested during system boot.

« Allows the use of two independent keys.
« Itis fast as it performs simple sector-to-sector encryption.

+ Allows backup and restore of master keys. If a user destroys their keys, it is still possible to get access to the data
by restoring keys from the backup.

+ Allows a disk to attach with a random, one-time key which is useful for swap partitions and temporary file
systems.

More features and usage examples can be found in geli(8).

The following example describes how to generate a key file which will be used as part of the master key for the
encrypted provider mounted under /private . The key file will provide some random data used to encrypt the
master key. The master key will also be protected by a passphrase. The provider's sector size will be 4kB. The
example describes how to attach to the geli provider, create a file system on it, mount it, work with it, and finally,
how to detach it.

jFE 17.4. Encrypting a Partition with geli
1. Load geli Support

Support for geli is available as a loadable kernel module. To configure the system to automatically load the
module at boot time, add the following line to /boot/loader.conf :

geom_eli load="YES"

To load the kernel module now:

# kldload geom eli

For a custom kernel, ensure the kernel configuration file contains these lines:

options GEOM ELI
device crypto

2. Generate the Master Key

The following commands generate a master key (/root/da2.key ) that is protected with a passphrase. The
data source for the key file is /dev/random and the sector size of the provider (/dev/da2.eli ) is 4kB as a
bigger sector size provides better performance:

# dd if=/dev/random of=/root/da2.key bs=64 count=1
# geli init -s 4096 -K /root/da2.key /dev/da2
Enter new passphrase:

Reenter new passphrase:

It is not mandatory to use both a passphrase and a key file as either method of securing the master key can
be used in isolation.
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If the key file is given as “-”, standard input will be used. For example, this command generates three key files:

# cat keyfilel keyfile2 keyfile3 | geli init -K - /dev/da2
3. Attach the Provider with the Generated Key

To attach the provider, specify the key file, the name of the disk, and the passphrase:

# geli attach -k /root/da2.key /dev/da2
Enter passphrase:

This creates a new device with an .eli extension:

# 1s /dev/da2*
/dev/da2 /dev/da2.eli

4. Create the New File System

Next, format the device with the UFS file system and mount it on an existing mount point:

# dd if=/dev/random of=/dev/da2.eli bs=1m
# newfs /dev/da2.eli
# mount /dev/da2.eli /private

The encrypted file system should now be available for use:

# df -H

Filesystem Size Used Avail Capacity Mounted on
/dev/ad0Osla 248M 89M  139M 38% /

/devfs 1.0K 1.0K 0B  100% /dev

/dev/ad0s1f 7.7G 2.3G  4.9G 32% /usr
/dev/ad0s1d 989M 1.5M  909M 0% /tmp
/dev/ad0Osle 3.9G 1.3G 2.3G 35% /var
/dev/da2.eli 150G 4.1K 138G 0% /private

Once the work on the encrypted partition is done, and the /private partition is no longer needed, it is prudent to
put the device into cold storage by unmounting and detaching the geli encrypted partition from the kernel:

# umount /private
# geli detach da2.eli

A rc.d script is provided to simplify the mounting of geli-encrypted devices at boot time. For this example, add
these lines to /etc/rc.conf :

geli devices="da2"
geli da2 flags="-k /root/da2.key"

This configures /dev/da2 as a geli provider with a master key of /root/da2.key . The system will automatically
detach the provider from the kernel before the system shuts down. During the startup process, the script will
prompt for the passphrase before attaching the provider. Other kernel messages might be shown before and
after the password prompt. If the boot process seems to stall, look carefully for the password prompt among
the other messages. Once the correct passphrase is entered, the provider is attached. The file system is then
mounted, typically by an entry in /etc/fstab . Refer to fj 3.7, “#p&iBAFEIE M2 245" for instructions on how
to configure a file system to mount at boot time.

17.13. L He % M ho 8
Written by Christian Brueffer.

Like the encryption of disk partitions, encryption of swap space is used to protect sensitive information. Consider
an application that deals with passwords. As long as these passwords stay in physical memory, they are not written
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to disk and will be cleared after a reboot. However, if FreeBSD starts swapping out memory pages to free space, the
passwords may be written to the disk unencrypted. Encrypting swap space can be a solution for this scenario.

This section demonstrates how to configure an encrypted swap partition using gbde(8) or geli(8) encryption. It
assumes that /dev/ada0s1b is the swap partition.

17.13.1. 38 Chm & 8 e %2 B

Swap partitions are not encrypted by default and should be cleared of any sensitive data before continuing. To
overwrite the current swap partition with random garbage, execute the following command:

# dd if=/dev/random of=/dev/ adaOslb bhs=1m

To encrypt the swap partition using gbde(8), add the .bde suffix to the swap line in /etc/fstab :

# Device Mountpoint FStype Options Dump Pass#
/dev/ada@slb.bde none swap sw 0 0

To instead encrypt the swap partition using geli(8), use the .eli suffix:

# Device Mountpoint FStype Options Dump Pass#
/dev/ada@slb.eli none swap sw 0 0

By default, geli(8) uses the AES algorithm with a key length of 128 bits. Normally the default settings will suffice.
If desired, these defaults can be altered in the options field in /etc/fstab . The possible flags are:

aalgo
Data integrity verification algorithm used to ensure that the encrypted data has not been tampered with. See
geli(8) for a list of supported algorithms.

ealgo
Encryption algorithm used to protect the data. See geli(8) for a list of supported algorithms.

keylen
The length of the key used for the encryption algorithm. See geli(8) for the key lengths that are supported
by each encryption algorithm.

sectorsize
The size of the blocks data is broken into before it is encrypted. Larger sector sizes increase performance at
the cost of higher storage overhead. The recommended size is 4096 bytes.

This example configures an encrypted swap partition using the Blowfish algorithm with a key length of 128 bits
and a sectorsize of 4 kilobytes:

# Device Mountpoint FStype Options Dump Pass#
/dev/adaOslb.eli none swap sw,ealgo=blowfish, keylen=128,sectorsize=4096 0 0

17.13.2. 7o %5 09 3 2 FARBR

Once the system has rebooted, proper operation of the encrypted swap can be verified using swapinfo .

If gbde(8) is being used:

% swapinfo

Device 1K-blocks Used Avail Capacity
/dev/adab®slb.bde 542720 0 542720 0%
If geli(8) is being used:

% swapinfo

Device 1K-blocks Used Avail Capacity
/dev/adab®slb.eli 542720 0 542720 0%
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17.14. &5 =T A % 4% = # (HAST)

Contributed by Daniel Gerzo.
With inputs from Freddie Cash, Pawel Jakub Dawidek, Michael W. Lucas and Viktor Petersson.

High availability is one of the main requirements in serious business applications and highly-available storage
is a key component in such environments. In FreeBSD, the Highly Available STorage (HAST) framework allows
transparent storage of the same data across several physically separated machines connected by a TCP/IP network.
HAST can be understood as a network-based RAID1 (mirror), and is similar to the DRBD® storage system used in the
GNU/Linux® platform. In combination with other high-availability features of FreeBSD like CARP, HAST makes it
possible to build a highly-available storage cluster that is resistant to hardware failures.

The following are the main features of HAST:
+ Can be used to mask I/0 errors on local hard drives.
+ File system agnostic as it works with any file system supported by FreeBSD.

« Efficient and quick resynchronization as only the blocks that were modified during the downtime of a node are
synchronized.

+ Canbe used in an already deployed environment to add additional redundancy.

+ Together with CARP, Heartbeat, or other tools, it can be used to build a robust and durable storage system.
After reading this section, you will know:

+ What HAST is, how it works, and which features it provides.

+ How to set up and use HAST on FreeBSD.

+ How to integrate CARP and devd(8) to build a robust storage system.

Before reading this section, you should:

* T f# UNIX® } FreeBSD E.fi (2 3, FreeBSD E: i) o

+ Know how to configure network interfaces and other core FreeBSD subsystems (2 11, #% E Bl k?).

* Have a good understanding of FreeBSD networking (&5 IV, “48R&imEzH" ).

The HAST project was sponsored by The FreeBSD Foundation with support from http://www.omc.net/ and http://
www.transip.nl/.

17.14.1. HAST :E 1542 X,

HAST provides synchronous block-level replication between two physical machines: the primary, also known as
the master node, and the secondary, or slave node. These two machines together are referred to as a cluster.

Since HAST works in a primary-secondary configuration, it allows only one of the cluster nodes to be active at any
given time. The primary node, also called active, is the one which will handle all the I/0 requests to HAST-managed
devices. The secondary node is automatically synchronized from the primary node.

The physical components of the HAST system are the local disk on primary node, and the disk on the remote,
secondary node.

HAST operates synchronously on a block level, making it transparent to file systems and applications. HAST
provides regular GEOM providers in /dev/hast/ for use by other tools or applications. There is no difference
between using HAST-provided devices and raw disks or partitions.
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Each write, delete, or flush operation is sent to both the local disk and to the remote disk over TCP/IP. Each read
operation is served from the local disk, unless the local disk is not up-to-date or an 1/0 error occurs. In such cases,
the read operation is sent to the secondary node.

HAST tries to provide fast failure recovery. For this reason, it is important to reduce synchronization time after
a node's outage. To provide fast synchronization, HAST manages an on-disk bitmap of dirty extents and only
synchronizes those during a regular synchronization, with an exception of the initial sync.

There are many ways to handle synchronization. HAST implements several replication modes to handle different
synchronization methods:

+ memsync: This mode reports a write operation as completed when the local write operation is finished and
when the remote node acknowledges data arrival, but before actually storing the data. The data on the remote
node will be stored directly after sending the acknowledgement. This mode is intended to reduce latency, but
still provides good reliability. This mode is the default.

« fullsync: This mode reports a write operation as completed when both the local write and the remote write
complete. This is the safest and the slowest replication mode.

+ async: This mode reports a write operation as completed when the local write completes. This is the fastest and
the most dangerous replication mode. It should only be used when replicating to a distant node where latency
is too high for other modes.

17.14.2. HAST % ©
The HAST framework consists of several components:

+ The hastd(8) daemon which provides data synchronization. When this daemon is started, it will automatically
load geom gate.ko .

+ The userland management utility, hastctl(8).
+ The hast.conf(5) configuration file. This file must exist before starting hastd.

Users who prefer to statically build GEOM GATE support into the kernel should add this line to the custom kernel
configuration file, then rebuild the kernel using the instructions in 2 8, # & FreeBSD %

options GEOM GATE

The following example describes how to configure two nodes in master-slave/primary-secondary operation using
HAST to replicate the data between the two. The nodes will be called hasta, with an IP address of 172.16.0.1,
and hastb, with an IP address of 172.16.0.2 . Both nodes will have a dedicated hard drive /dev/ad6 of the same
size for HAST operation. The HAST pool, sometimes referred to as a resource or the GEOM provider in /dev/hast/
will be called test.

Configuration of HAST is done using /etc/hast.conf . This file should be identical on both nodes. The simplest
configuration is:

resource test {
on hasta {
local /dev/ad6
remote 172.16.0.2
}
on hastb {
local /dev/ad6
remote 172.16.0.1
}
b

For more advanced configuration, refer to hast.conf(5).
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It is also possible to use host names in the remote statements if the hosts are resolvable and
defined either in /etc/hosts or in the local DNS.

Once the configuration exists on both nodes, the HAST pool can be created. Run these commands on both nodes
to place the initial metadata onto the local disk and to start hastd(8):

# hastctl create test
# service hastd onestart

=
=]

:{E JUN

@ It is not possible to use GEOM providers with an existing file system or to convert an existing
storage to a HAST-managed pool. This procedure needs to store some metadata on the
provider and there will not be enough required space available on an existing provider.

A HAST node's primary or secondary role is selected by an administrator, or software like Heartbeat, using
hastctl(8). On the primary node, hasta, issue this command:

# hastctl role primary test

Run this command on the secondary node, hastb:

# hastctl role secondary test

Verify the result by running hastctl on each node:

# hastctl status test

Check the status line in the output. If it says degraded , something is wrong with the configuration file. It should
say complete oneachnode, meaning that the synchronization between the nodes has started. The synchronization
completes when hastctl status reports 0 bytes of dirty extents.

The next step is to create a file system on the GEOM provider and mount it. This must be done on the primary node.
Creating the file system can take a few minutes, depending on the size of the hard drive. This example creates a
UFS file system on /dev/hast/test :

# newfs -U /dev/hast/ test
# mkdir /hast/ test
# mount /dev/hast/ test /hast/test

Once the HAST framework is configured properly, the final step is to make sure that HAST is started automatically
during system boot. Add this line to /etc/rc.conf :

hastd enable="YES"
17.14.21. 2444857

The goal of this example is to build a robust storage system which is resistant to the failure of any given node. If
the primary node fails, the secondary node is there to take over seamlessly, check and mount the file system, and
continue to work without missing a single bit of data.

To accomplish this task, the Common Address Redundancy Protocol (CARP) is used to provide for automatic failover
at the IP layer. CARP allows multiple hosts on the same network segment to share an IP address. Set up CARP on
both nodes of the cluster according to the documentation available in £j 30.10, “3t: R {71321 € (CARP)”. In
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this example, each node will have its own management IP address and a shared IP address of 172.16.0.254 . The
primary HAST node of the cluster must be the master CARP node.

The HAST pool created in the previous section is now ready to be exported to the other hosts on the network. This
can be accomplished by exporting it through NFS or Samba, using the shared IP address 172.16.0.254 . The only
problem which remains unresolved is an automatic failover should the primary node fail.

In the event of CARP interfaces going up or down, the FreeBSD operating system generates a devd(8) event, making
it possible to watch for state changes on the CARP interfaces. A state change on the CARP interface is an indication
that one of the nodes failed or came back online. These state change events make it possible to run a script which
will automatically handle the HAST failover.

To catch state changes on the CARP interfaces, add this configuration to /etc/devd.conf on each node:

=
=]}

YE I
If the systems are running FreeBSD 10 or higher, replace carp® with the name of the CARP-
configured interface.

Restart devd(8) on both nodes to put the new configuration into effect:

When the specified interface state changes by going up or down , the system generates a notification, allowing
the devd(8) subsystem to run the specified automatic failover script, /usr/local/sbin/carp-hast-switch .For
further clarification about this configuration, refer to devd.conf(5).

Here is an example of an automated failover script:
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In a nutshell, the script takes these actions when a node becomes master:
+ Promotes the HAST pool to primary on the other node.

» Checks the file system under the HAST pool.

+ Mounts the pool.

When a node becomes secondary:

+ Unmounts the HAST pool.

+ Degrades the HAST pool to secondary.

S =
TE

A This is just an example script which serves as a proof of concept. It does not handle all the
possible scenarios and can be extended or altered in any way, for example, to start or stop
required services.

N
For this example, a standard UFS file system was used. To reduce the time needed for
recovery, a journal-enabled UFS or ZFS file system can be used instead.

More detailed information with additional examples can be found at http://wiki.FreeBSD.org/HAST.

17.14.3. s34

HAST should generally work without issues. However, as with any other software product, there may be times when
it does not work as supposed. The sources of the problems may be different, but the rule of thumb is to ensure that
the time is synchronized between the nodes of the cluster.

When troubleshooting HAST, the debugging level of hastd(8) should be increased by starting hastd with -d. This
argument may be specified multiple times to further increase the debugging level. Consider also using -F, which
starts hastd in the foreground.

17.14.3.1. g Split-brain % 4R

Split-brain occurs when the nodes of the cluster are unable to communicate with each other, and both are
configured as primary. This is a dangerous condition because it allows both nodes to make incompatible changes
to the data. This problem must be corrected manually by the system administrator.

The administrator must either decide which node has more important changes, or perform the merge manually.
Then, let HAST perform full synchronization of the node which has the broken data. To do this, issue these
commands on the node which needs to be resynchronized:

# hastctl role init test

# hastctl create test
# hastctl role secondary test
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Written by Tom Rhodes.

18.1. Bt

£ FreeBSD 1 » GEOM RJ B RE A U B BE 4] » B0 : B #% (Master Boot Record) £ BSD 124 » i%
B PR - BifE /dev HHRURERRAE B o FIH IR AT RAID RUBCE » GEOM EFARIFRML T HHE2E R B
ERB T EAFE -

This chapter covers the use of disks under the GEOM framework in FreeBSD. This includes the major RAID control
utilities which use the framework for configuration. This chapter is not a definitive guide to RAID configurations
and only GEOM-supported RAID classifications are discussed.

TR T

+ What type of RAID support is available through GEOM.

+ How to use the base utilities to configure, maintain, and manipulate the various RAID levels.
« How to mirror, stripe, encrypt, and remotely connect disk devices through GEOM.

+ How to troubleshoot disks attached to the GEOM framework.

TEFMGBREE = 2 B > M

+ Understand how FreeBSD treats disk devices (£ 17, {735 f5).
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18.2. RAIDO - & & (Striping)

Written by Tom Rhodes and Murray Stokely.
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256k would be writlen in /A 64k |
four 64k simultaneous writes |

o each of the four disks . 15*¥] —

hN
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disk 1 disk 2
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RAID1 - %1% (Mirroring)
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